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1.} 22 E A 110SI5TCP/IP

TCP/IPETransmission Control Protocol/Internet Protocol, &%z

BN/ S EEMY, N AMNZEHRINY, 2InternetExE AU

I, BEInternetEREEAMEEAVEM, FTEHRMEEIPTIMNFIERE)

ERITCPIMNYZERY,

TCP/IPENM TIREFENREEFN, LUINEIRW (]2 BEmANE,

n TCP/IPIMEREFHEIZIROSIZZRENI s EXRIRIT, MaRT 7 &8F, 1BitEl
BE72E 7 UE,
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1.} 22 E A 110SI5TCP/IP
OSIZEERIS EZFTCP/IPHINY 5 EXT N Z
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EHIE —
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HLL@ BN IESENFERE (B2 ERRAMAIROM)
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1. ) 2R EA 2RO

CentOSIMERF T VFFTERIMEESEEY, filaNEthernet, PPPE,
CentOSIB{ER AT M1z O RAVan 2 2R A& -
m CentOS 6N ZBIRBIES MR A
LA ethX, [0,00), #Hgdetho, eth, ...
PPPMIZ: pppX, [0,..], #4140, pppo, pppl, ...
m Centos 7/8RFBETEF. . NEEFERHITWHA.
AN @oFirmwarez & BIOSIREANEE RS EE2 A BribAttas&, 2lenol,
M2 - aoFirmwaredkBiosAIPCI-EY RIGEE 2] Bt AUttas2, lensT,
M3 AIREEHEEONVEEET AL E, Wenpls3
M4 BRIEMACHNIEEE, thilenx7d3e9f, ERMARFFSLCIIN,
A5 _ERNISA T HRY, Bl)HEFmE ST

gt DRm BT Z2=Bbiosdevname,
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R E A 1 2RO E

Centos 7/8XRFBBETFTEIH. M. VEERHITWHE,
n IR TZEFHIE N

en LA *Y Ethernet

wl Totk /21 *Y WLAN

WW Totkr 1M WWLAN =mmms

[root@Cent0STTeach ~1# ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000

= = /AA ‘ﬂ&}l&;:[:l_] <17 S Link/loopback ©@:00:00:00:00:00 brd 0:00:00:00:00:00
. % I %’f\ I -LX E KI I :‘: (] dinet 127.0.0.1/8 scope host lo
— valid_1ft forever preferred_lft forever

::1/128 scope host

F inet6
E SNLAZ — * valid_Lft forever preferred_Lft forever
O 7'< -LX E =T _5 2: enp®s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
~ (ink/ether 08:00:27:19:af:03 brd ff:ff:ff:ff:ff:ff
dinet 10.10.0.100/24 brd 10.10.0.255 scope global noprefixroute enp@s3

ﬁ = valid_lft forever preferred_lft forever
inet6 fe80::a00:27ff:fel9:af03/64 scope lin
=N f ff:fe19:af03/ Tink

valid_lft forever preferred_lft forever

TrootECentosT Teach ~ 1%

\;:F Ve .
a: ls — [root@Cent0STTeach ~1# lspci -k
X < maC > % M C l ’r I D Ij % 00:00.0 Host bridge: Intel Corporation 440FX - 82441FX PMC [Natoma] (rev ©2)

00:01.0 ISA bridge: Intel Corporation 82371SB PIIX3 ISA [Natoma/Triton II]
ﬁl é N 00:01.1 IDE interface: Intel Corporation 82371AB/EB/MB PIIX4 IDE (rev 01)
Kernel driver in use: ata_piix
p < bU S > S < Slot > P C |j:}-\-J EIQ}\_% Kernel modules: ata_piix, pata_acpi, ata_generic
00:02.0 VGA compatible controller: VMware SVGA II Adapter
Subsystem: VMware SVGA IT Adapter
Kernel driver in use: vmwgfx
Kernel modules: vmwgfx
00:03.0 Ethernet controller: Intel Corporation 82540EM Gigabit Ethernet Controller (rev 02)
Subsystem: Intel Corporation PRO/100@ MT Desktop Adapter
Kernel driver in use: el©00
Kernel modules: el1000
00:04.0 System peripheral: InnoTek Systemberatung GmbH VirtualBox Guest Serwvice
00:07.0 Bridge: Intel Corporation 82371AB/EB/MB PIIX4 ACPI (rev 08)
Kernel driver in use: piix4_smbus
Kernel modules: i2c_piix4
00:0d.0 SATA controller: Intel Corporation 82801HM/HEM (ICHSM/ICHSM-E) SATA Controller [AHCI mode] (rev ©2)
Kernel driver in use: ahci
Kernel modules: ahci
[root@Cent0STTeach ~]1# [

ARPEAAS / Bkl / 13938213680 / http:/linux.xg.hactcm.edu.cn / http:/




1. ) 28 A o mEs

Centos 7/8EcEEAMESGE S B E 5 iE:
n JRENZSE, ERsystemdapE LR
{FRVITE{Z/etc/default/grubfic & 4
£GRUB CMDLINE LINUXiZEInAEA0net.ifnames=0
IEEER :
GRUB_CMDLINE_LINUX="crashkernel=auto net.ifnames=0 rhgb quiet"
m Agrub24 i ECE S
IEMERE ST /ete/default/grubfs, EFERgrubf &St
BRFan<e
# grub2-mkconfig -o /etc/grub?2.cfg
s BIERRERIUEN
SERERR, ERMIINRGEE2MUEIMN R, FEEMHTNERE

REmS
# reboot

L3
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1.3VirtualBoxIMRECE

VirtualBoxHIMZZIRZUENATINGS, iz -<. PEBRZSFIN T

(Host-Only) M£&paFh,

s fEVirtualBoxBIREIMWEBEIUS, FEIMXTEERK, AHEYL, AH=E]
ERIEAERUNIANEE N T,

PElfas | B s VeI RUTE! 55 Ve IRUIT
Pk AR, BRI A I, A3t T AN, A9 A G0N,
NAT pA£5 o o o
frEp o o o
P &P s X X V.
{% EH (Host-Only) W& X X i
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1.3VirtualBoxIMRECE

VirtualBoxHIMZZIRZUENATINGS, iz -<. PEBRZSFIN T
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1.} 2R E A 13VirtualBoxiREEE

THEAHENRINEIMERNEEERERE, EETEMNEIRIERM,
ERCEIT LA U EERH A RESIAG, FH T L.
s RNRERFIFIS TESS LT, H&IERIMSIEIT,
AU N BB
AU B TR RS AL, ISR R R kR
AT BT E DHCP AU SMEIRE, 7 AN AL
AUENFIR NS MBI ER A S AIRE, WFN. FiR. BI%
n BT EB G TR IEHBRAIB N EEE, S5k
IREHES MBI A TSR EHIPHBIIFIZE, LTSS QIR
T FBROIPIthAL,
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1.} 2R E A 13VirtualBoxiREEE

NRIEEEMELNuIRS s aESzEE1E, B I 0racle VM

VirtualBoxBlIEZ EEIUNLUL ERRSS 28,

n N7 XHERREWIEIEBNSZ I BIRSH TN, EE2EUNISA ]
BB, LW SR EN e h ol BB NFI B EE S,

n FETIEPORS SN A= —KIER, EFOracle VM VirtualBoxdx
HINBESLlR, ZaZEEBMNEINE, LINRRERNSINEEK,

ANRREHEF RN LSE AR R I 43R T
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i 1.3VirtualBox#M4RELE

1. g 2e%:

FEREHWKIAPRE T, EVirtualBoxdr G e ENEcE, KM+
THRRZORE A MR
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| =m RI%:

[&] == FEL REz RE3 RFE4

@ == ] ERREEE E)
EEA ) | TERE A

) ==

EmEin (M) Oualcomm QUADITY 802, 1lac Wireless Adapter -

On == b Emid)

WEPEZDRE / Bkl /13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




1.} 2R E A 13VirtualBoxiREEE

TEREIWLRNAPAE T, EVirtuaBoxdIEREXEIWIEE, KM=
TIFRIURE N TN K"

R, HANBRERS, B ENF L TVENEBECE,
m BCEE: /etc/sysconfig/network-scripts/ifcfg-enp0s3

HRIEMERECE St
[root@TeachLinux ~]# vi /etc/sysconfig/network-scripts/ifcfg-enp0s3

#EEEMABRRE, MESRNBEXELAS
BOOTPROTO=static

ONBOQOT=yes

IPADDR=192.168.1.150
NETMASK=255.255.255.0
GATEWAY=192.168.1.1

DNS1=8.8.8.8

#HRFEHE, EEME

[root@TeachLinux ~]# nmcli ¢ reload enp0s3
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Iﬂ,n- I -ﬁﬂj 1.3VirtualBoxBIMBECE

AN FENETEM S _ﬁ%)\ﬂfﬁ
n RN FENIBANBAZE I LEKISHE, MeEdBEEERZADSL, =
[l X od /432 [ %W
n HEENFERASERWNT:
IR TR RS, AR ARPEEFSHE,
ENEBNAT, BliEWindowsEIIN AT WSS,
FREAUERBNAT, B2 VirtualBoxAJimMREYTHEE, EAMENISEEIINSS,
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EFEAE
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EEFAFBENEFANE, BEATE Windows R _EFITERE.
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AR NAT WA, A TN E LN EEsshn TR, A 89500
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], ¥EAFENAN A B 80 i O RYH(0].
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ENSIREN PR ER ENESIREN PHEUEERZER
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HVMECE IPHIFERILE(ER
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ZEELinuIEERZEELIL + DNS: 88838

VirtualBoxh el HEILIHL



e

S0 (EREHONAT + GEM =

THEMNZIENGEE, EEAMETRIMNESEE
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2. M ?%@E% 2.1 CentOSMLRECE

B RS R ERERENE

IP / Mask Gateway / Route

IGAHEL =R £/ E GUITR
TEPMTE —IRIEBCRAER CentOS 7/8Fap< EEENZA

T3
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2 . M gg@ﬂ% 2.2 ifconfig

Centos FiF AR ar SITRIATUHITISZER, EAEMEZENEEESITH, ER
R ARl R

1P 1P e A ifconfig A%y, Hes 80T Fior -
# ifconfig ens160 10.10.3.174 netmask 255 255.255.0
&P =< 8 route 854y , Hen ST Ao
# route add default gw 10.10.3.1 dev ens160
12 45, A hostname &% , Har ST FT.
# hostname {45
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o \H-/—
2. M EHE 23 IEMER B ST T B B
CentOSHFERZ I ECE X FHITMERCE.
config
% 3-2 CentOS T ERERFRE T f|||e
[T 3 355 1 Thie

fetc/sysconfio/network-scripts/if* IP ik« FhedfEiRE & &

fetciresolv.conf DNSE B

fetc/sysconfig/network N EFRENS

fetc/hosts WEENN IPHERER
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2. LB EL

WREREARE / ki /

« Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/School) — O x
R f#EE =EN TEM EEEE) s0O0W) =EH) @ sshyfrootm === @211,69.35.213:22 -
- & G- O E-m-GB-24- €0 00 E- - - B SENSESE, SEENE
: :
[root@centos7teach ~]# cat /etc/sysconfig/network-scripts/ifcfg-ens32 ”
TYPE=Ethernet
PROXY_METHOD=none
BROWSER_ONLY=no
BOOTPROTO=none
DEFROUTE=yes
IPV4_FAILURE_FATAL=noO
IPV6_DEFROUTE=yes BOOTPROTO="static”, For/ofl#&AIIPihit
IPV6_FAILURE_FATAL=NnO . Biknone. MABEHTHMIPIEIX 2 fr
IPV6_ADDR_GEN_MODE=stable-privacy ZEW M dhep.
NAME=ens32 DEFROUTE="yes", Z=2ki .
UUID=04fdcT6d-021b-4caa-b471-5a65e1771a% e BTV
DEVICE=ens32 NAME="ens32", HRRALEX A2 H—1
ONBOOT=yes ‘#F§: MEREFeth0, MFHREXHEZ
IPADDR=10.10.3.213 Hifcfg-eth0.
PREFIX=24 uuID. R-RHIME—IRA, H5HhERE.
gﬁgf‘:‘;ﬁlgélgfél HWADDR, R-EEIMACHEHE .
DNS2=211.69.32.10 IPADDR="10.10.3.213", FniERIPIbAE. X
IPV6_PRIVACY=no sECentOS ThEA 7 R FIEM— 1 Thak. LTk
[root@centos7teach ~]# TREXHOEEZ PR . MEEREFE
- APk, TSAHIPADDRY, fkik#EdE.
PREFIX="24", RETMiH. 8, RERE
TREBMHENZRALRR, 2448
#255.255.255.0, 264{,3255.255.255.192
, PREFIX05 | MIPADDROThEEEA .
GATEWAY="10.10.3.1", B ERMxHdt, o
o 1% B T letclsysconfiginetwork 3 4 . N8
BETERFEEXHhRERK, B
Zletclsysconfiginetwork X £ dhie & (I < it
B4, BHABR TR AR EXH higEMHE
HEletcisysconfiginetwork X 4 thig B k5.
DNS$1="21169.328", #EDNSHit.
s o s S i A - =
sshf/root@211.69.35.213:22 @ 55H2 xterm 1 B0dD in, 23,24 1855 CAP NUM

S TSRO E




'« Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/Schoal) — O x
WHEHF) HREEE) BBV TEM EIEEB) #0OWw) #EEH) @ sshiffrootmrmermrmm—— @211.69.35.213:22 - 3 1
i — R GE- O E-m-G-4- €@ 68 HE- - . P SENEESE, SEENE..

1 Teach-CentOS 7 = ©

Q& [root@cen‘tgsgteach -]f cat /etc/resolv.conf ”

|SZ I # Generated by NetworkManager ‘=

2. X ’n @a nameserver 211.69.32.8 SZ'#FJ&‘[TW]%EE%
dnameserver 211.69.32.10 L

[root@centos/teach ~]#

[root@centos7teach ~]# cat /etc/sysconfig/network

# created by anaconda

[root@centos7teach ~]# cat /etc/hosts

127.0.0.1 Tlocalhost TestName localhost4 localhost4.localdomain4
! localhost localhost.localdomain Tocalhost6 localhost6.localdomainé |
[root@centos7teach ~]# cat /etc/nsswitch.conf

/etc/nsswitch.conf

An example Name Service Switch config file. This file should be
sorted with the most-used services at the beginning.

The entry '[NOTFOUND=return]' means that the search for an

entry should stop if the search in the previous entry turned

up nothing. Note that if the search failed due to some other reason
(1ike no NIS server responding) then the search continues with the
next entry.

valid entries include:

nisplus Use NIS+ (NIS version 3)

nis Use NIS (NIS version 2), also called YP
dns Use DNS (Domain Name Service)

files Use the local files

db Use the Tocal database (.db) files
compat Use NIS on compat mode

hesiod Use Hesiod for user lookups
[NOTFOUND=return] Stop searching if not found so far

To use db, put the "db" in front of "files" for entries you want to be
Tooked up first in the databases

Example: 6

#passwd: db files nisplus nis
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# looked up first in the databases
#

# Example:

#passwd: db files nisplus nis
#shadow: db files nisplus nis
#group: db files nisplus nis
passwd: files sss

shadow: files sss

group: files sss

#initgroups: files sss

#hosts: db files nisplus nis dns
hosts: files dns myhostname

#services: nisplus [NOTFOUND=return] files
#networks: nisplus [NOTFOUND=return] files
#protocols: nisplus [NOTFOUND=return] files
#rpc: nisplus [NOTFOUND=return] files
#ethers: nisplus [NOTFOUND=return] files
#netmasks: nisplus [NOTFOUND=return] files

bootparams: nisplus [NOTFOUND=return] files
ethers: files

netmasks: files

networks: files

protocols: files

rpc: files

services: files sss

netgroup: nisplus sss

publickey: nisplus

automount: files nisplus sss
aliases: files nisplus

[root@centos7teach ~]# cat /etc/hosts_

B AR

WREREARE / ki /
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# Example - obey only what nisplus tells us..

& SsH2  xterm

T BOxdd

. 40,38

1&F

CAP NUM

.

A TESECE




Iﬂ @EE 2.4 nmcli

nmcli is a command-line tool for controlling
NetworkManager and reporting network status. It can be
utilized as a replacement for nm-applet or other graphical
clients.

nmcli is used to create, display, edit, delete, activate, and
deactivate network connections, as well as control anad
display network device status.

RN REIE— T MEIERE,

m 0% ﬁ}sz = + MBBLEES
m connection: NZZ1&EE

m device: WM&
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2@2%@6% 2.4 nmcli

N \\ .
[r=pray

m nmcli [OPTIONS] OBJECT { COMMAND | help }

s OPTIONS

o -3, --ask ask for missing parameters

o -¢, --colors autolyes|no whether to use colors in output

o -e, --escape yes|no escape columns separators in values
o -f, --fields <field,...>|alllcommon specify fields to output

o -g, --get-values <field,...>|alllcommon  shortcut for -m tabular -t -f

o -h, --help print this help

o -m, --mode tabular|multiline output mode

o -0, --overview overview mode

oo -p, --pretty pretty output

0 -5, --show-secrets allow displaying passwords

o -t --terse terse output

oo -V, --version show program version

o0 -w, --wait <seconds> set timeout waiting for finishing operations .ﬁ
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2@2%@6% 2.4 nmcli

N \\ .
[r=pray

m nmcli [OPTIONS] OBJECT { COMMAND | help }

m OBJECT
o gleneral] NetworkManager's general status and operations
o nletworking] overall networking control
o rladio] NetworkManager radio switches
o c[onnection] NetworkManager's connections
o d[evice] devices managed by NetworkManager
o algent] NetworkManager secret agent or polkit agent
o mlonitor] monitor NetworkManager changes
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2@2%@6% 2.4 nmcli

T~
n  #BEFip, FEFifconfig, ipaddr

nmcli

# &ZFconnectiondl|3&

nmcli ¢ show

# BFconnection¥HEE

nmcli ¢ show {ME&}

# BEMEEIREIER

nmcli d

# BRconnection, ZETFifup

nmcli ¢ up {M-<=5}

# {=1kconnection, Z[EJFifdown

nmcli ¢ down

# fiBskconnection, ZRETFifdown/EMilfRifcfgiic & 4
nmcli ¢ delete {M=&}
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2@2%@6% 2.4 nmcli
TWJ

# gliEconnection, BCESIp. FEETHEMXBEIH, BOOTPROTO=static, ipup/Eaiiz.
m nmcli c add type ethernet con-name {W£&1k &3} ifname (M-} ipv4.addr 172.16.123.201/24
ipv4.gateway 172.16.123.1T ipv4.method manual
= # glfconnection, EcEm&Ip. FRIFEXEESNH, BOOTPROTO=dhcp, ipup/Eaiiz]
nmcli ¢ add type ethernet con-name {M£&i%8 &} ifname {M-£&} ipv4.method auto

#{24ip (IFRE)

nmcli ¢ modify {/-£%3} ipvd.addr '172.16.123.201/24

nmcli c up {+=%3}

#1&Kip (XER)

nmcli ¢ edit {MEZ}

nmcli> goto ipv4.addresses

nmcli ipv4.addresses> change

Edit 'addresses' value: 172.16.123.201/24

Do you also want to set 'ipv4.method' to 'manual'? [yes]: yes
nmcli ipv4> save

nmcli ipv4> activate
nmcli ipv4> quit 'ﬁ
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2.4 nmcli

T
n  H#EHNEEEY (ifcfg. route) , (BAREX

m  nmcli c reload

n  # BFHIEENRAEENE (fcfg. route) , BAREX

m nmcli ¢ load /etc/sysconfig/network-scripts/ifcfg-{M-&&}

m  nmcli ¢ load /etc/sysconfig/network-scripts/route-{f-<%&}

w #EENEEO, FERESER, ZFETFsystemctl restart network
m  nmcli c up {(N+<23}

m  nmclid reapply {M-~%&}

m  nmclid connect {2}
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2. (B E

2.4 nmcli

T
n  H#EHNEEEY (ifcfg. route) , (BAREX

m  nmcli c reload

n  # BFHIEENRAEENE (fcfg. route) , BAREX

m nmcli ¢ load /etc/sysconfig/network-scripts/ifcfg-{M-&&}

m  nmcli ¢ load /etc/sysconfig/network-scripts/route-{f-<%&}

w #EENEEO, FERESER, ZFETFsystemctl restart network
m  nmcli c up {(N+<23}

m  nmclid reapply {M-~%&}

m  nmclid connect {2}
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2. MWERECE 2.5 nmtu

nmtui is a curses-based TUI application for interacting with
NetworkManager. When starting nmtui, the user is prompted to
choose the activity to perform unless it was specified as the first

argument.

The supported activities are:

m edit

Show a connection editor that supports adding, modifying, viewing and deleting
connections. It provides similar functionality as nm-connection-editor.

m connect
Show a list of available connections, with the option to activate or deactivate them. It
provides similar functionality as nm-applet.

m hostname

Set the system hostname.Corresponding to above activities, nmtui also comes with
binaries named nmtui-edit, nmtui-connect, and nmtui-hostname to skip the selection

of the activities.

WEPEZDRE / Bkl /13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




41

2.XZ @EE 2.5 nmtui

Termius - CentOS 7-172.16.123.201 X Termius - CentOS 7-172.16.123.201
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<> <BRE>
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CentOSMZE B E

BREAHINEEECE : IP/Mask, Gateway/Route, DNS
ifconfig: IAYECEMEER

config file: ¥EEFEMA, (ERVIESMNESECESUS
nmcli: CentOSfERINetworkManager, #EFEETHE
nmtui: FE£GUIKRE MHITMEEE
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iEEBEEREAENE EH—SIEY (FRin) miEEEGHS—81T

S (#H1im) BIRN,

 TiEAEFEEENREE, —MRIEE I MERHmimTT &,

s SRR FERERImTENREERmTENE, MEAER R RITE
MBVESEI—F, ERIEEmITEV NN ERER, A AT ETL
FISEEE, EE0] LN BEEmT S99 M T EhR & B E R SR
TFIEDFRIB BEAM,

s IRENDANTEN, HLEEEIEONS, ERNIHEEEFYL, mXd
?Hlijj%%ﬂ%% eI T ToEE, IRSSE—RIETERIET O,
IR 2 TEIEN T ER R EEmITiE S,
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3IniEEIE 3 IR A
LinuxE FRRiE S 1B A Telnet, SSH. VNC,
m [elnet:

PREEUREME_ EERZISE S, LLANARAEE RS ST M AR RR0E
9, EAENSEFLIBXGIUES, FE—EHIRERE,

m SSH:
2FRESecure Shell (Z£Shell) , FRASSHEEE RV SiniEiRESs8 2 808
EEURRITIE, NMiEeEERZE .
HaIUNIX / LinudER S EBTieEE s,

m VNC:
B EAYTEN B AS R E R riEiRESSEFEARE., #HITVNCERET,
BEE{ERE INEFiniEd, talEAENEEsRiTER,
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3.17%

BT SSHIME TIniE B EC/S5E1, FER:
= I (BIARELInuR FREIIRS ) ””iﬁhSSHT)J%ME’JH&%%%J%EM#
= R (BIIBTIRRERAOWIndowsiH ) RESTFSSHIMYAIE Pt

OpenSSHELINUWIRIFRZ 12 RIS IF S SHMMNXBIBR S a8 im ik 4

OpenSSH is the premier connectivity tool for remote login with the SSH protocol.
Remote operations are done using ssh, scp, and sftp.

The service side consists of sshd, sftp-server, and ssh-agent.
OpenSSHZ#FSSHImMYAY1.3. 1.5F02hR 2,

http://www.openssh.com f}
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OpenSSH Users m

The following operating systems and products are known to integrate OpenSSH into the base system.
Nl o = [ -
3 . I , l ,*EI Thus list 1s in chronological order, with systems that integrated it first listed earlier. ,SS H@*E%I@

OpenBSD

FreeBSD

BSD1 BSD/OS

NetBSD

Computone

Stallion

Cygwin

Mac 08 X Version 10.1 and later

HP Procurve Switch 4108GL and 2524/2512
IBM ATX

Sun Solaris 9 and later (named SunSSH)
SmoothWall

SGI Inix

ThinLine

Nokia IPSO

Cisco CS5511500 series content services swiiches
Cisco SN 5400 senies storage routers
TopLayer IDS balancers

NTI SSH Serial Port Swiich

Blueceat (formerly Cacheflow) Proxy SG
Novell NetWare

Digi CM Console Servers

Alcate]l OmniSwitch

Dell PowerConnect L2 and L3 Switches
HP-UX (known as HP-UX Secure Shell)
o Packeteer PacketShaper 6.0 and above.

o Juniper Networks JUNOS

+ All Linux systems, such as Red Hat.

* Microsoft Windows

We are certain there are many other vendors, systems, and products, but we prefer to work on the software &
rather than maintaining a list on a web page, so please only tell us about 1tems missing on this list when 1t is
important.
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3.2 CentOSSLHISSHIZIZET1E

ECentOS_ESLISSHA AT

E—2: ECentOS &% OpenSSHIRI,
F£_% BEOpenSSHEERIER KB B,
F=2: 1B OpenSSHAYECE X 14/etc/ssh/sshd _config,
FIUE . BoE R AT SSHIMXAYEIE,
Sht: (FERASHFSSHIMNAIE FiniX g §ECentOS,

m SZRFSSHIDYAYE Fim4 S -

Windows¥¢&':
Putty. XShell, Bitvise SSH. MobaXterm
DameWare SSH, SmarTTY, Cygwin
MacEa: OpenSSH Client, Shuttle, Secure Shell, Termius

Android3E4&: JuiceSSH, Terminal IDE. Android Terminal Emulator

iIOS¥&:  Prompt. Termius, iSSH
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WREREARE / ki /

'« Teach-CentOS 7 - root@centos7teach:~ - Xshell 5 (Free for Home/Schoal) — O x

WHEHF) HREEE) BBV TEM EIEEB) #0OWw) #EEH) @ sshiffrootmrmermrmm—— @211.69.35.213:22 -
[l — T & - O E-B-Q-4- 1 P HE & B-EB-@ . hSH&SESE ASE00S.
® 2 211.69.35.214-Ubuntu Server... + ©

[root@centos7teach ~]# yum install openssh |

Loaded plugins: Tastestmirror

|Loading mirror speeds from cached hostfile

* base: ftp.sjtu.edu.cn

epel: mirrors.ustc.edu.cn
extras: centos.ustc.edu.cn
updates: centos.ustc.edu.cn
Package openssh-7.4pl-13.e17_4.x86_64 already installed and latest version
Nothing to do

[root@centos7teach ~]# systemct] start sshd.service
[root@centos7teach ~]# systemct] status sshd.service

* o

® sshd.service - OpensSH server daemon
Loaded: Toaded (/usr/1ib/systemd/system/sshd.service; enabled; vendor preset:
enabled)
Active: active (running) since wed 2018-03-14 11:27:29 cCST; 2 weeks 1 days ag
o
Docs: man:sshd(8)
man: sshd_config(5)
Main PID: 961 (sshd)
CGroup: /system.slice/sshd.service
L 961 /usr/shin/sshd -D

Mar 29 20:01:31 centos7teach sshd[17909]: pam_succeed_if(sshd:auth): require...”
Mar 29 20:01:33 centos7teach sshd[17909]: Failed password for root from 10.1...
Mar 29 20:01:33 centos7teach sshd[17909]: pam_succeed_if(sshd:auth): require..."
Mar 29 20:01:35 centos7teach sshd[17909]: Failed password for root from 10.1...2
Mar 29 20:01:36 centos7teach sshd[17909]: pam_succeed_if(sshd:auth): require..."
Mar 29 20:01:38 centos7teach sshd[17909]: Failed password for root from 10.1...2
Mar 29 20:01:38 centos7teach sshd[17909]: error: maximum authentication atte...]
Mar 29 20:01:38 centos7teach sshd[17909]: Disconnecting: Too many authentica...]
Mar 29 20:01:38 centos7teach sshd[17909]: PAM 5 more authentication failures...t
Mar 29 20:01:38 centos7teach sshd[17909]: FAM service(sshd) ignoring max ret...3
Hint: Some Tlines were ellipsized, use -1 to show in full.

root@centos/teach ~]# systemct| enable sshd.service |

[Footlcentos/teach ~]#

B AR @
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& Teach-CentOS 7 - root@centosTteach:~ - Xshell 5 (Free for Home/School) - [m) x

§ P mEE =BV IEM EEEE) BOW BEH @ sshi/froots=ss=s== ©211.69.35.213:22 -1
El=2- RNt G- Ol &-n-Q-4-1 P LB F-EE-@ . RBaESEmes sEows.

$openBsD: sshd_config,v 1.100 2016/08/15 12:32:04 naddy Exp $ ~

R R U AR @ 2 211.69.35.214-Ubuntu Server... + h

This is the sshd server system-wide configuration file. See
sshd_config(5) for more information.

This sshd was compiled with PATH=/usr/local/bin:/usr/bin 2 CentOS;‘EIHIJSSH\@*Egii

#
#
#
#
# The strategy used for options in the default sshd_config shipped with
# OpenssH is to specify options with their default value where
#
#
#
#
#

itz

possible, but Teave them commented. Uncommented options override the
default value.

If you want to change the port on a SELinux system, you have to tell
SELinux about this change. g
semanage port -a -t ssh_port_t -p tcp #PORTNUMBER

#

#Port 22 |

#AddressFamily any
|#ListenAddress 0.0.0.0 |

TstenAddress :: £
HostKey /etc/ssh/ssh_host_rsa_key E
#HostKey /etc/ssh/ssh_host_dsa_key

HostKey /etc/ssh/ssh_host_ecdsa_key
Hostkey /etc/ssh/ssh_host_ed25519_key

# Ciphers and keying
#RekeyLimit default none

# Logging
#syslogFacility AUTH
syslogFacility AUTHPRIV
#LogLevel INFO

# Authentication:

#LoginGraceTime 2m
#PermitRootLogin yes
#3trictModes yes
#MaxAuthTries 6
#Maxsessions 10

#PubkeyAuthentication yes

# The default is to check both .ssh/authorized_keys and .ssh/authorized_keys2
# but this is overridden so installations will only check .ssh/authorized_keys
AuthorizedkeysFile .ssh/authorized_keys

#AuthorizedPrincipalsFile none

1 #authorizedkeysCommand none
#AuthorizedkeysCommandUser nobody

# For this to work you will also need host keys in /etc/ssh/ssh_known_hosts
#HostbasedAuthentication no

# Change to yes if you don't trust ~/.ssh/known_hosts for
# Hostbasedauthentication

#IgnoreuserknownHosts no
# Don't read the user's ~/.rhosts and ~/.shosts files

[T

ETERE °
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#3-5 OpenSSH BRI E

FRER &X
Port B SSHMROS
Protocol SR SSH iR ERH
D u— - ListenAddress i 28 AR 5 AT A AL

3 -m*%gfi DenyUsers {54RIH AR CentOS;EI)QSSH‘@E%‘IE
AllowUsers S RiEm AR
PermitRootLogin WBETE ) root HAEE
PermitEmptyPasswords BERAPERESEETHIME
PasswordAuthentication =S BAOSINER

JRREARE / bl / 139382136€

AcceptEnv

EEFFIRRENBLEITETERS W SR E&EFRS . BF SSH-
2hiEHFREENGE

AddressFamily

85E sshd(8) Fr 24 AP AL BE - BVESRERZ : "any(BEiA)
“inet’({% IPvd) + “inet6"({2 IPv6)

AllowGroups

B EERE —BAEE I ROEETRE R LR RE
). BUATHREER

AllowTepForwarding

ESV TCP %, FIMEA yes"

AuthorizedKeysFile

iz PR A R SRR RSA/DSA 44

Banner

BiESEENZETATEAPRTIANEAIS TR ER P 201
REEAT SSH-2» BAHAABEHTET - none" £ RE AR

ChallengeResponseAuthentication

BT B -6 % (challenge-response)iAiE » BEil{EE yes"

Ciphers

{65E S5H-2 AVMERRNERE S M HAZA#RES SR

ClientAliveCountMax

sshd(8)fEFWEIEAF FIRERAIRERTRES I alive EE -
HiIMEES

ClientAlivelnterval

BE—TEENERIRE . INRBEE AR EREREE PRI
. sshdBJHB T ZRERT FIREE—"alive™HE » HFRE
Eo BHAE 0 RonARE alive  HE » IZ-MEIR{EH SSH-2 H3

Compression

EEHREHIERTNE, FRILREGAESR SEHREHIENE

ForceCommand

EHINTIE BIEER e S MRRE R EOTEG S« BhaSEE
FI A PRIZE R shell thiT

GatewayPorts

ETATTEENEEFHAERRD

LoginGraceTime

PR &1 A ok ST SRR R PR P AERET > 0 R AR H - BAER 120 22

MaxStartups BAAFRESTRIVEAEE - BIMEZ 10

MaxAuthTries EESMEERAMFEFIAERS - BHAER 6

U 185E sshd(8) 2GR iniE N BT REFT . LIsTHEMEE
seDNS

T5H IP Mt AR - 2L E " yes”
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I SSHAE L EIEmiZCentOS
fECentOS_E%%E0penSSH
[EaIsshdiRSBSHEERSEITIRG
IR &EsshdiRss 855
AcEsshdikss (/etc/ssh/sshd_config)
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RS 3.3 CentOSSZEIVN i ete
VNC
m  VNCHMY2FREVirtual Network Computing,
m VNCHMYETRFB (Remote Frame Buffer) tHiNHEHITEER, 2FEXXNERERIN,
. VNCHMYABAT&TSLIE =111 A
n VNCIMXEREImEEmain:5900 (C/S) #http:5800 (B/S)
m VNCHNYSZ3EX1T (Unix/LinuxsEmEES:) . Windows, Mack,
RFB XTI ZX WindowZR%s, 2—HuE SR
m RFBIMNEFRS BB R,
m RFBIMY T1ET
o mrzgimAR XTIEEUNIX, LinudiR(ER S L2 B
o RENEFT PRAENVE T ESFN, Fel AT
= REBREFTA FrEIHTIERIER S,

XTIBAHH, FERUNX/LinuIRIERFHISE L3
HES,
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B VNCH TIniE EIR B EEC/S%EM, 1535B/54514,

==dh -
™3 -

n IR L I~ VNCHMY YIRS 28imdk e, #2fHvncserver
n FRinTEFVNCIMYAIZE Fimikid, 2ftvncviewer

RealVNC VNC Connect

m VNC® Connect is screen sharing software that lets you connect to a remote computer
anywhere in the world, watch its screen in real-time, and take control as though sitting in
front of it.

m VNC® Connect is for everyone in your organization. Remote access enables colleagues,
suppliers and customers to communicate more effectively, breaking down barriers and
driving growth.

m VNC® Connect covers every remote access use case with a single subscnpﬂon You don't
need to buy, deploy, manage and secure separate products or modules.
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~ RealVNC® - Remote acces: X [igd

& X @ © @& https;//www.realvnc.com/en/ B2 e Wy InNDO & 5 h

ReALvVNC Products v Company v Contact us EN v signin

Connect & take control o

i)
s

Accelerate your business with secure remote ®
desktop access and support for a connected world.

Try VNC® Connect for free See our key products )

Or bhy VNC® Connect now

A
$

VNC® Connect now has audio '

Our most-requested feature is now here.
Download VNC® Connect to experience HD

remote audio.

Audio it’s finally here. VNC® Connect now supports HD audio, download now for the most immersive remote access experience yet. Find out more

Secure, reliable screen sharing

Our products and services connect people and devices wherever they are, for control, support,
administration, monitoring, training, collaboration and more. Save time and money, increase
efficiency, reduce risk and create new business opportunities.

For IT Pros, MSPs, enterprises and consumers

> ,Qs) VNC® Connect %

https://www.realvnc.com/audio



& X @ © & https;//www.realvnc.com/en/connect/ BE e W InN@D & » 8 =

~

ReALvVNC Products v Company v Contact us EN v signin

vNC CcoNNecCT Discover Pricing Download Support Partners

Be a hero with VNC® Connect

"Being able to remotely support our bus depots located throughout the
city has increased efficiencyin ouridepartment, and made our colleagues
Rappier as we €an reéspond to their ITissues faster."

Andrew Moate, Assistant Systems Manager, Go-Ahead London. Réad more.

Start your free trial (' See all our case stu

VNC Connect features high-speed streaming for our fastest remote access experience ever! Find out more

Simple and secure remote access and support

VNC® Connect is screen sharing software that lets you connect to a remote computer anywhere in
the world, watch its screen in real-time, and take control as though sitting in front of it.

Watch our product overview video

https://www.realvnc.com/en/onboarding/trial/




= Download VNC Server | VM. X [iSd

&« X @ © @& https;//www.realvnc.com/en/connect/download/vnc/

ReALvNC

vVnc connect

https://www.realunc.com/en/onboarding/trial/

Discover

VNC® Connect consists of VNC® Server and VNC® Viewer

Download VNC® Server to the computer you want to control, below. Then, get VNC® Viewer for the device you want to control

] | 2
= S

windows macOs

Products v~ Company v Contact us

Pricing Download Support Partners

from.

6 ' solaris @UX @

Linux Raspberry Pi Solaris HP-UX AlX

Download VNC Server 6.7.1

SHA-256: beb1a8c10c33c7dd5df5e0dcb37730014e34af0725df10d2036966a2bb079e76

Important information

Release notes
Supported platforms
Installation instructions

Terms & conditions

EXE x86/x64 -

Looking for VNC® Viewer?

Related downloads

Policy template files

Remotely configure and lock down programs using policy.

{ Download ) vista and later

e

- fr

EN

Sign in




+  Download VNC Viewer |V X [iSg

&« X @ © & https://www.realvnc.com/en/connect/download/viewer/

ReALvNC

vVnc connect

https://www.realunc.com/en/onboarding/trial/

Download VNC® Viewer to the device you want to contral from, below. Make sure you've installed VNC® Server on the

windows

Products v~ Company v Contact us

Discover Pricing Download Support Partners

VNC® Connect consists of VNC® Viewer and VNC® Server

¢« O

mac0s Linux

computer you want to control.

' |OS G sofaris

Raspberry Pi i0s Android Chrome Solaris

Download VNC Viewer

SHA-256: ¢993a515379bd54add89ce13222fe2f864c0e24bb0429780508f1d6ab204583

Important information

Release notes
Supported platforms
Terms & conditions

Privacy policy

EXE x86/x64 h

Looking for VNC® Server?

Related downloads

Policy template files

Remotely configure and lock down programs using policy.

{ Download ) vista and later

- fr

EN

Sign in
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EIFVNCGIMY I Tz B2 C/ S5, T
n SRR TE SV NCIIMYAIRRSS eeimik(t, %ﬂ tvncserver
n FRURLTESTIFVNCIHMYIIE Pigikd, #2ttvncviewer

TigerVNC

m TigerVNC is a high-performance, platform-neutral implementation of VNC (Virtual Network
Computing), a client/server application that allows users to launch and interact with
graphical applications on remote machines.

m TigerVNC provides the levels of performance necessary to run 3D and video applications,
and it attempts to maintain a common look and feel and re-use components, where
possible, across the various platforms that it supports.

m TigerVNC also provides extensions for advanced authentication methods and TLS
encryption.
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TigerVNC

e

¢ o

/tigervnc.org

& TigerVNC o repostony

TigerVNC is a high-performance, platform-neutral implementation of VNC (Virtual Network Computing), a
client/server application that allows users to launch and interact with graphical applications on remote machines.
TigerVNC provides the levels of performance necessary to run 3D and video applications, and it attempts to maintain
a common look and feel and re-use components, where possible, across the various platforms that it supports.
TigerVNC also provides extensions for advanced authentication methods and TLS encryption.

History

TigerVNC was originally based on the (never-released) VNC 4 branch of TightVNC. More information regarding the
motivation for creating this project can be found in the project announcement.

Downloads

The latest release of TigerVNC can be downloaded from our GitHub release page. Besides the source code we also
provide self-contained binaries for 64-bit and 32-bit Linux, installers for 64-bit and 32-bit Windows and a universal
binary for Intel-based Macs. We also try to provide packages for various distributions when we easily can.

Pre-release builds of the experimental next-generation code can be found here.

TigerVNC is also provided with many distributions, such as Fedora, OpenSUSE, FreeBSD, Arch Linux, Red Hat
Enterprise Linux and SUSE Linux Enterprise.

Community

The project has three mailing lists:
Announcements
Moderated announcement list for new releases and other important news.
Subscribe
User Forum
Support and general discussion list for users of TigerVNC. Please use this list for bug reports.
Subscribe
Development Forum

Discussion list for TigerVNC developers. This list can be used for patch submissions and other development
ideas.

Subscribe

- fr
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HEFHZE: ECentOS_EEMYNCH AN IEETR
n RIRERTIgerVNG,
m EFug{dARealVNC \/NC Connect Viewer,

s NTARIIVNCRIINEE, 1A% =R EZEFHICentOS
CentOS 7 KDE
Fedora WorkStation

HIABLELE:

m $F—4%: ECentOS/Fedora t, IIERFFASELINUXFOFirewalldiRSS.

m 2 ECentOS/Fedorat, Z3TigerVNC Serverfji4,

m =2 ECentOS/Fedorat, Ec&Etigervnc-serverfIBEiRIZ {4,

m BP0 ECentOS/Fedoral, Bc&tigervne-serveriziBigiR B EBIRIER I E B,
n BRE: EERmxE L, FHEVNC Connect ViewerimizE18CentOS/Fedora
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TigerVNC-Server&ZEgiAIR/E

2 FESELinux

[root@Cent0S7TeachBasic ~]# cat /etc/selinux/config

ASAN- f O # This file controls the state of SELinux on the s
ystem.
nlj 7 * Seten Orce # SELINUX= can take one of these three values:
PN . . . # enforcing - SELinux security policy is enforced.
- N . s . s . . : .
A< . VI /etC/Se| | ﬂUX/CO nﬂg : z:?;:;iz;\f ;osgtl?gzxpn?cs w:_arnlngz ;nstead of enforcing.
policy is loaded.

#SELINUX=enforcing

== | SELINUX=disabled

# SELINUXTYPE= can take one of three values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are protected.
# mls - Multi Level Security protection.

SELINUXTYPE=targeted

[root@Cent057TeachBasic ~]# I

LIESEI e = pansa= 1= EN= =15
# systemctl stop firewalld
# systemctl disable firewalld

WEPEZDRE / Bkl /13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn
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BE =H HE 28 =8 Ef
& WHEF GE A

k

EHAPD 23:38e

& O

ruanxiaolong@CENTOSTY:/home/ruanxiaclong

o x

MERF) fREE(E) TE(V) BER(S) #Hm(T) FEH)
[ root@CENTOS? ruanxiaolong] # setenforce O
root@CENTOS? ruanxiaolong] # vi /fetc/selinux/config

root@CENTOS7 ruanxiaolong] # yum install tigervnc tigervnc- server tigervnc- server-module |

TN TE T © Tastestmirror, Langpacks
Loading mirror speeds from cached hostfile
% base: mirrors.aliyun. com
¥ extras: mirrors.aliyun, com
¥ updates: mirrors.aliyun, com
F TF AR R E R R
- FAEREEE
- A tigervnc.x86 64.0.1.8.0-2.el7 4 ¥ FE
--- = A tigervnc- server.x86 64.0.1.8.0-2.el7 4 ¥ F &
--- > # A tigervnc- server-module, x86 64.0.1.5.0-2.el7 4 ¥ ZE
- BRI X R

1= AR R

Package E h

&

[ETE%:aE:
tigervne X836 B4
tigervnc- server X836 B4
tigervnc- server- module X86 64

EEME

— =
@ w0
coo
[l [0 a0
oo o

ol e
lelele

updates
updates
updates

239 Kk
213 k
216 k

=& 3 E#ta

ST HE 868 K
FEFP LT N
Is this ok [y/d/N: ¥y

ruanxiaoleng@CENTOST:/homefrua-

ARG LA

1/4

B @] 0 B Richt At
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BE =H HE 28 =8 Ef
& WHEF GE A

EHAPD 23:38¢ A ) (O

ruanxiaolong@CENTOSTY:/home/ruanxiaclong - 8 X

3 \Lj-lm#(n SE(E) TE(V) 18E(S) &M FWEHH)

E 7 %
tigervnc X386 B4
tigervnc- server X836 B4
tigervnc- server- module X836 B4

EEME

—_ = =

Lo e sl ws)

updates 239
updates 213
updates 216

coo
SR
© oD
el e
leleln
== x

F& 3 e

ETHE 668 k

FEELHLTM

Is this ok [y/d/N: ¥y

Downloading packages:

(1/3): tigervnc-server-module-1.8.0-2.el7_4.x26 &4, rpm
(2/3): tigervnc-1.8.0-2.el7?_4.x86_64. rpm

(3/3): tigervnc-server-1.8.0-2.el7_4.x85 &4, rpm

a3t

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction
FTEEE : tigervnec-1.8.0-2.el7 4.x86 64
ETERE : tigervnc-server-1.8.0-2, el7 4. x86 64
ETERE : tigervnc- server-module-1.8.0-2.el7_4.x86 64
%5 : tigervnc- server-module-1.8.0-2.el7_4. X386 64
%5 4 : tigervnc-server-1.8.0-2, el7 4. x36 64
Y 4E : tigervnc-1.8.0-2.el7 4.x86 &4

| 216 kB 00:00:00
| 239 kB 00:00:00
| 213 kB 00:00:00

980 kBfs | 668 kB 00:00:00

D %%
tigervnc, x86 64 0:1.8.0-2.el7 4
tigervnc- server- module, x36 64 0:1.8.0-Z,el7_4

tigervnc- server, x#6 64 0:1,8,0-2,el7_4

e
o

rioot@CENTUST ruanxiaolong] # ]

‘ ruanxiaoleng@CENTOST:/homefrua-

ARG LA

1/4
BERP F 0D ([ riht At




BE =H HE 28 =8 Ef

E CentOS 7 [IETEZE{T] - Oracle VM VirtualBox — O =

» HRRF a8 Al k EHif 23:39¢ & ) O

ruanxiaolong@CENTOSTY:/home/ruanxiaclong - 8 X

3 \Lj-lm#(n SE(E) TE(V) 18E(S) &M FWEHH)

ARG LA

tigervnc- server X386 B4
tigervnc- server- module X386 B4

EEME

74 updates 213 k
74 updates 216 k

F&E 3 e

BT HE 668 k

EELH LT M

Is this ok [y/d/N: ¥y

Downloading packages:

(1/3): tigervnc-server-module-1.8.0-2. el7_4. x86 &4, rpm | 216 kB 00:00:00
(2/3): tigervnc-1.8.0-2. el7?_4.x86_64. rpm | 239 kB 00:00:00
(3/3): tigervnc-server-1.8.0-2.el7_4.x36 &4, rpm | 213 kB 00:00:00
bnlRty 980 kB/s | 66& kB 00:00:00
Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

ETr&i : tigervne-1.8.0-2,el7 4, x36 B4 1/3
FTEEE : tigervnc-server-1.8.0-2.el7 4.x36 64 243
FTEEE : tigervnc- server-module-1.8.0-2.el7 4. x86 B4 3/3
Y5 4F : tigervnc-server-module-1.8.0-2.el7 4.x86 B4 1/3
Y5 4F : tigervnc-server-1.8.0-2.el7 4.x86 64 243
B E : tigervnc-1.8.0-2.el7 4.x86 64 3/3

BE®E:
tigervnc. x86 64 0:1.8.0-2.el7 4

K tigervnc- server x&6 &4 0:1.8,0-2 el7_4
tigervnc- server-module, x36 64 0:1.8.0-2, el7_4

Ee e

Fit

root@CENTO0S? ruanxiaolong] # cp /lib/systemd/system/vncserver®, service /lib/systemd/system/vncserver@:l, service

root@CENTOS7 ruanxiaolong] # vi /lib/systemd/system/vncserver®:1l.service

B EWE & W B R

ruanxiaoleng@CENTOST:/homefrua- 1/4




E CentOS 7 [IETEIE{T] - Oracle VM VirtualBox — O =
BE &= WA #HE 2E EE

W WRRF E A EHApg 23:42e¢ & ) O
ruanxiaolong@ CENTOST7:/home/ruanxiaclong - 8 X
\
3 led#(r) SRIB(E) LE(V) IWR(S) HMW(T) HEI(H) R esTE
':l...# limit connections to the local host and then tunnel from i
# the machine you want to view VNC on (host A) to the machine
# whose VNC output you want to view (host B)
it
# [userdhostA "] % ssh -v -C -L 590N: localhost: 590M hostB
#
# this will open a connection on port 590N of your hostA to hostB's port 590M
# (in fact, it ssh-connects to hostB and then connects to localhost {on hostB).
# See the ssh man page for details on port forwarding)
it
# You can then point a VNC client on hostA at vncdisplay N of localhost and with
# the help of ssh, you end up seeing what hostB makes available on port 590M
it
# Use "-nolisten tcp" to prevent X connections to your VUNC server wvia TCP.
it
# Use "- localhost" to prevent remote VNC clients connecting except when
# doing so through a secure tunnel, 5See the "-via" option in the
# “man vncviewer' manual page.

[Unit]
Description=Remote desktop service [ VNC)
After=syslog. target network. target

[Service]

Type=forking

# Clean any existing files in /tmp/.Xl1-unix environment
ExecStartPre=/bin/sh -c ' fusr/bin/vncserver - kill %1 = /dev/null 2=&1 || :'
ExecStart=/usr/sbin/runuser -1 root -c "/fusr/bin/vncserver %i"
PIDFile=/root/. vnc/%H%1. pid

ExecStop=/bin/sh -c ' fusr/bin/vncserver - kill %1 > /dev/null 2=&1 || :'

[Instal(
rantedByzmulti-user.targeﬂ

\ o ‘ ruanxiaolong@CENTOST:/home/rua: 1/4
ETRESA BORP S BED O B b i
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BE =H HE 28 =8 Ef

& WHEF GE A Efjm 2345 4 O
ruanxiaolong@CENTOSTY:/home/ruanxiaclong - 8 X
S
F) #WiE(E) ZTE(V 2(S)  #Rm(T H L fais
3 171 SH(F) SEE) TE(V) WR(S) WMD) H(H) T

" Downloading packages:

(1/3): tigervnc- server-module-1.8,0-2, el7 4, x36 &4, rpm | 216 kB 00:00:00

(2/3): tigervnc-1.8,0-2,el7_4,x86_64, rpm | 239 kB 00:00:00

(3/3): tigervnc-server-1,8.0-2,el7_4, x36_64, rpm | 213 kB 00:00:00

=it 930 kB/s | 668 kB 00:00:00

Running transaction check
Running transaction test
Transaction test succeeded
Running transaction

FTERE : tigervnc-1.8.0-2.el7 4.x86 &4 1/3
FTERE : tigervnc-server-1.8.0-2.el7_4.x86 &4 23
EwEiE : tigervnc- server-module-1.%.0-Z. el7 4. x86 B4 3/3
B 1F : tigervnc- server-module-1.8,0-2,el7_4,.x36_64 1/3
Wi : tigervnc-server-1,8.0-2,el7 4, x86 B4 23
B E : tigervnc-1.8.0-2.el7 4, %86 64 3/3
DEE:
tigervnc, x86 64 0:1,8,0-2,el7 4 tigervnc- server. x36 64 0:1.8.0-2 el7 4

tigervne- server- module, x86 64 0:1,8,0-2,el7_4

A=
[ root®CENTOS? ruanxiaolong] # cp /lib/systemd/system/vncserver®. service /lib/systemd/system/vncserver@: 1. service

root@CENTO0SY ruanxiaolong] # vi /lib/systemd/system/vncserver@: 1.service
root ruanxiaolong| # vncpasswd = —

Password: ’ P EEVNCHES

Verify:

Would you like to enter a view-only password {(y/n)? n 2 =
root@CENTOS7 ruanxiaolong] # systemctl daemon- reload Ei%ﬁfﬁjEE?EESZFFﬁz EE=
root@CENTOS? ruanxiaolong] # systemctl start vncserver@:1.service E?ﬁg erverﬂﬁﬁa, RREEXT
root@CENTOS? ruanxiaolong] # systemctl enable vncserver®:1.service IREVNCServerfRsS | FFHBEIEES
root@CENT0S7 ruanxiaolong| #
root@CENTO0S? ruanxiaolong] # rm - rf /tmp/. X11-unix/* BRI EHES | RS E
root@CENTOS7 ruanxiaolong] #

ruanxiaolong@CENTOST:/home/rua:- 1/4
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BE =H HE 28 =8 Ef
& WHEF GE A

k EHIPI 23:47e & W) O

ruanxiaolong@CENTOSTY:/home/ruanxiaclong

- -] x

(R fRE(E) EF(V) HEE(S) Hm(T) #FEh(H)

Would you like to enter a view-only password {(y/n)? n

[ root@CENTOS7 ruanxiaolong] # systemctl daemon- reload

[ root®CENTOS7 ruanxiaolong] # systemctl start vncserver®:1.service

[ root®CENTOS7 ruanxiaolong] # systemctl enable vncserver®: 1, service

[ root®CENTOS7 ruanxiaolong] #

[ root®CENTOS7 ruanxiaolong] # rm - rf /tmp/. X11-unix/#

[ root@CENTO0S7 ruanxiaolong] #

root@CENTO0SY ruanxiaolongl # ifconfig

enpos3: flags=1163-<UP, BROADCAST, RUNNING, MULTICAST= mtu 1500
inet 10.10.1.4 netmask 255.255.255.0  breadcast 10.10.1.255
ineté feg0::208c: d71e:496T: 3ceb prefixlen 64 scopeid O0x20<link=
ether 08:00:27:el:00: a3 txqueuelen 1000 (Ethernet)
RX packets 5872 bytes 2063106 (1.9 MiB)
RX errors 0 dropped 0O overruns 0 frame 0
TX packets 5296 bytes 2399390 (2,2 MiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions O

lo: flags==<UP, LOOPBACK, RUNNING= mtu 65536
inet 127.0,0,1 netmask 255,0,0,0
ineté ::1 prefixlen 128 scopeid Ox10O<hosts
loop txqueuelen 1 (Local Loopback)
RX packets 108 bytes 9016 (8.3 KiB)
RX errors 0 dropped O overruns 0 frame 0O
TX packets 108 bytes 9016 (8.8 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O

virbro: flags=4092<UP, BROADCAST, MULTICAST= mtu 1500
inet 192.168.122.1 netmask 255.255.255.0 broadcast 192,168,122, 255
ether 52:54:00:6c: af: 02 txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0O overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped O overruns 0 carrier 0 collisions O

’root@CENTUST ruanxiaolong| #

‘ ruanxiaoleng@CENTOST:/homefrua-

ARG LA

1/4
BERP F 0D ([ riht At




B8 vne Viewer

File View Help

|Enter a VMC Server address or search

CentDS Teach

._ & CentOs Teach - Properties - O

General Options Expert

~
VNC Server: [10.10.1.4:1] |
Name: | CentOS Teach |
Labels
To nest labels, separate names with a forward slash (/)
Enter a label name, ar press Down to apply existing labels |
Security
Encryption: Let VNC Server choose w
[] Authenticate using single sign-on (S50) if possible
Authenticate using a smartcard or certificate store if
possible
Forget sensitive data
v

WEPEZDRE / Bkl /13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn

F B 2 AR | RS




e

JCHO

FVNCH I EEiizCentOS/Fedora
K [ASELINUXFOFirewalldiRSS

2 TigerVNC Serverdxi4,
Ac&tigervnc-serverAIEiR 24,
BcEtigervnc-serveriZRIEIRBCEMBIRIER R B Rol.
{FVNC Connect Viewer 2 &1E
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System Call Interface (SCI)

Process Virtual File
Management (PM) System (VFS)
Memory
Management (MM) Network Stack
Arch Device Drivers (DD)

System Call interface, SCI

Process Scheduler, PM

linux kernel

Memeory Manager, MM ]
Virtual File System , VFS J

[ Inter-Process Communication, IPC ]—/

(T

Network Stack , WEETZESE ]‘@

Arch , CPUZRIEERATS ]

DD, R E3ERE ]

[ bash | [ovim | [XSever | [ ssh | [ gecc | [ firefox |
User Space
Kernel Space
Virtual File System
Process Memory Ns(itaz'(:r/k I‘
Management Management Subsystem File Systems
Drivers Character
& for Drivers
7 N rk
Architecture Physical & Deviszv:)‘:ivers Block Friends
Dependent Virtual Device Drivers
Code Memories
Hardware Protocol Layers like PCI, USB, I2C, ...
Kernel Space
Hardware Space
Network Storage All other
CRU Devices




System Call interface, SCI

Process Scheduler, PM

Memory Manager, MM

Virtual File System , VFS

linux kernel

e

Network Stack , RIEEFES

Arch, CPUZRHFEFAMAED

DD, & IXEF

Programmatic Network Interface |

I |
| |
3 OIS Services| | | non-kemel I
| Layer
Network | :
Interface |
N o L 2
Vgtylls?é;"“: w| System Call Intetface | Kesr;:thnUh' :
|
I l '
Frotocol Independent Process | |
Interface Scheduler | Module |
i A —
u Metwark Protocols I Multiple |
; Modules |
137 I
Device Independent | I
Interface I Depends on—a :
Fy
| I : .......... Control Flow-....- |
1 I Dt Flow i |
Metwork Device Drivers | I
T S ——
Kernel
¥ ¥
| Device Hardware |
Hardware

Network Device Drivers , FEESIREITARE

Device Independent Interface , Fi—iSEiER

Network Protocols , SCHIRES MY

\-{Protoccl Independent Interface

J_(’ ER AR R RTINS Y

— LATEERIETIREHED (socket)

System Call interface | Z2&5EAHEL]

Jo




I/

linux kernel

Network Device Drivers , FESZEZHIIKEN

Device Independent Interface , Fi—igEiarl

Network Protocols , SCHI LSS

/

Network Stack , FEFERGE

Protocol Independent Interface

\@‘L_J.‘_Jk_)

System Call interface , ZF0REIEN

systemd-networkd

Network Manager

PRSI T B

RESAESTH o



[ systemd-networkd ]

B systemd2freedesktophIInE.,
« BN https://www.freedesktop.org/wiki/Software/systemd,
- ZINERASE github E&f, BJLAE https://github.com/systemd/systemd &EFE
FRAREFT. Bug Fix FOARANIT MRV FEEE,
B systemd-networkd 2 systemd ERIAEHAIMEREIEIRS.
«  systemd-networkda] A2 BIRIAKN, BREEELEM <. PPPE,
« systemd-networkd @ T EENEN R SRS, ©reBEQNFREMNEIERE, Heehg
B REIAMEIRT .



[ systemd-networkd ]

B systemd-networkd BB EEIE=""T"H.
systemd.link: BeEIRIZ TRV R RI VPIRIERS,
systemd.netdev: GIEEREIAMLEIZE,
systemd.network: BoEFrE ILECRYMESIERZ AP I SR,
B = systemd-networkd RRSSIBHAT, BEAHOERIE, LRSI ELFER

L& S MEELE T,
M initramfs FIRZISEFRBES A R G AN B RIZME IR S E = S AN S EZ T
BEMEECEN A ER systemd-networkd RSB fE, ABLAERMERIMESECE 4
PELEMRAEUMNEZR S (netdePRFETRRF, BricheTF iR,
B REMECE X FRUE KRN RARMAE,
TR RRIFRAE/ usr/lib/systemd/network B3
R fE RIFIAE/run/systemd/network B3
e axabIFIAE/ etc/systemd/network 53




[ NetworkManager ]

B The NetworkManager daemon attempts to make networking configuration
and operation as painless and automatic as possible by managing the primary
network connection and other network interfaces, like Ethernet, Wi-Fi, and
Mobile Broadband devices.

« NetworkManager will connect any network device when a connection for
that device becomes available, unless that behavior is disabled.

« Information about networking is exported via a D-Bus interface to any
interested application, providing a rich APl with which to inspect and
control network settings and operation.



[ NetworkManager ]

B The point of NetworkManager is to make networking configuration and setup
as painless and automatic as possible. If using DHCR NetworkManager is
intended to replace default routes, obtain IP addresses from a DHCP server

and change nameservers whenever it sees fit.

« In effect, the goal of NetworkManager is to make networking Just Work.

«  Whilst it was originally targeted at desktops, it has more recently been chosen as the
default network management software for some non-Debian server-oriented Linux
distributions,but understand that NetworkManager is not intended to serve the
needs of all users.

« NetworkManager includes three commands nmcli, nmtui and nmcli-examples,



CentOS

B CentOSI2{EZR% -8 NetworkManager 1 systemd-networkd FEFRRIZEETE T

B IR mmEfBcE =5 [feihss,
«  CentOS 7TRZfahkA, FZFEANetworkManagerfRSS KL MEHIBCENEIE,
«  CentOS 7L BIANR A FE 2B S systemd-networkd RS E TR ML,

Termius - Teach-Demo-172.16.123.201

. [root@Cent0ST7TeachBasic ~]1# systemctl status systemd-networkd
Unit systemd-networkd.service could not be found.
[root@Cent0STTeachBasic ~]1#
[root@Cent0ST7TeachBasic ~]1# systemctl status NetworkManager
* NetworkManager.service - Network Manager

Loaded: loaded (/usr/lib/systemd/system/NetworkManager.service; enabled; vendor preset: enabled)
L Active: active (running) since i 2020-83-13 10:49:26 CST; 2h 58min ago

Docs: man:NetworkManager(8)
Main PID: 696 (NetworkManager)

CGroup: /system.slice/NetworkManager.service
Lgoe Jusr/sbin/NetworkManager ——no-daemon

38 13 10:49:27 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067767.9812] device (enp@s3): state...d')
38 13 10:49:27 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067767.9881] device (enp@s3): state...d')
3H 13 10:49:27 Cent0STTeachBasic NetworkManager[696]: <info> [1584067767.9951] device (enp@s3): state...d')
38 13 10:49:27 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067767.9975] device (enp@s3): state...d')
38 13 10:49:28 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067768.0009] manager: NetworkManage...CAL
38 13 10:49:28 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067768.0250] manager: NetworkManage...ITE
38 13 10:49:28 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067768.0262] policy: set 'enp@s3' (...DNS
38 13 10:49:28 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067768.0320] device (enp@s3): Activ...ed.
3H 13 10:49:28 Cent0STTeachBasic NetworkManager[696]: <info> [1584067768.0368] manager: NetworkManage...BAL
38 13 10:49:28 Cent0S7TeachBasic NetworkManager[696]: <info> [1584067768.0400] manager: startup complete
Hint: Some lines were ellipsized, use -1 to show in full.

[root@Cent0STTeachBasic ~]1#




[Centos ]

B CentOSIREERES B NetworkManager #1 systemd-networkd FFPMNZEEIE T

/\/QD%W?K]%EF%BEBE % HL/EP?GO
«  CentOS 7TRZGIRA, EEFEANetworkManagerfRSS RN ENBCEFIETE,
«  CentOS 7LARIAINR A EE 2181 systemd-networkd RSB E IR,

B systemd-networkd #1 NetworkManager2M&EEETH,
- EZBIXLinux Kerneli# 17328, SLTIM-R. WMBEENRE. S1EF,
« ALURERMEAIR, BEEXEENHIINNEEEEENENR, AFEY
systemd-networkd #1 NetworkManager [EREEEEFHEEMLILEZRS,



4. MR ETH

systemd-networkd & Network Manager

MILEE
ETHR
net-tools ethtool ping arpwatch
iproute? : ip iproute? : tc traceroute iftop
nmcli / nmtui mtr ngrep
netplan tcpdump
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Network Stack , REF RS

_‘

Network Device Drivers , REIFEAEKEN

Device Independent Interface , $i—8EER

Network Protocols , SEIREEEEmY

B AR EFIRIEENY
Protocol Independent Interface ]—C

LAERETECUREHED (socket)

net-tools 12

iproute2 : ip

} :|~ netplan (1)

systemd-networkd
/[Network Manager

nmcli «7)

Ve N

System Call interface | Z50EREL

ethtool

nmtui 3)

iproute? : tc
ping
traceroute
mtr
arpwatch
iftop

ngrep

tcpdump



[fetc/netplan/*yaml  —

net-tools 12

iproute2: ip

https://netplan.io

generate

A

netplan —— yaml

general

backend config

networking

systemd-networkd

radio
pZEdE T2
Network Manager nmcli connection
ethtool device
iproute2 : tc agent
monitor

ping

edit a connection
traceroute
nmtul activate a connection
mtr

set system hostname
arpwatch

\(System Call interface , ZFEREO

LS T H

//// TN

iftop

ngrep

tcpdump



- net-tools —{

AN

systemd-networkd

Network Manager

}}

\(System Call interface , BESREAIEL

arp
hostname
ifconfig
ipmaddr

iptunnel

nameif
netstat
plipconfig
rarp

route

slattach

—

iproute? - ip -@
netplan (1)
nmcli 7)
nmtui -@

TSNS




net-tools (12

link

address

addrlabel
/ route
/ rule

neigh
/ ntable

tunnel

- iproute? : ip —{
systemd-networkd ] /

MERETH

Network Manager tuntap

maddress

\[System Call interface , ZGtERIEZEN MEEETE

mroute

mrule

monitor

)

xfrm

netplan 1)
nmcli 7)
nmtui —@



Network Stack , REF RS

_‘

Network Device Drivers , REIFEAEKEN

Device Independent Interface , $i—8EER

Network Protocols , SEIREEEEmY

Protocol Independent Interface

)
)
)
]—C BRI SRS

LAERETECUREHED (socket)

systemd-networkd
/[Network Manager

Ve N

System Call interface | Z50EREL

net-tools 12
] iproute? : ip
:|~ netplan (1)
] nmcli «7)
ethtool nmtui <3
iproute? : tc
ping
traceroute
mtr
arpwatch
iftop
ngrep
tcpdump
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net-tools <12

iproute2 : ip

systemd-networkd J

netplan

Network Manager ]

System Call interface , £4uEREO

MEULTE O
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net-toolsiti B FBSDRITCP/IPTERE, Gk AEMRALINUXAZEC

BMENEENTE, BLinuxtt XB2001H X L4, &HHAY

Linux&1ThR, @0Arch Linux, CentOS 7/8. RHEL 7RUAGIRAZFEE

=EHIFnet-tools, ERUANSZHFiproute?,

iproute2RIHIN 5 EMINEE LB Tnet-tools,

= net-toolsi@id procfs(/proc)Ffioctl RGEERE L OIFIZ NI EBLE
iproute2 MBI netlinkERz=F =S B,

= iproute2BIAFE AL net-toolsENIEM, WNFZFMEZIRE (Z0link, IPiB
it BEMRES) HEAGENNRBREATEN, (EERFEER—
B EZEEEAERNR.

BRIz EBRYifconfig. hostname, mii-tool, netstat, routeZFEg

B, WETFnet-tools TEE, EINHEE,
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net-tools

m net-tools is the collection of base networking utilities for Linux,
including a set of commands: arp, hostname, ifconfig, ipmaddr,
iptunnel, mii-tool, nameif, netstat, plipconfig, rarp, route und slattach.

m net-tools Project Home: http://net-tools.sourceforge.net

net-tools

net-tools, the collection of base networking utilities for Linux.

Project Home: https://sourceforge net/projects/net-tools/

Commands: arp(8). hostname(1), ifconfig(8), ipmaddr. iptunnel, mii-tool(8). nameif(8), netstat(8), plipconfig(8). rarp(8). route(8) und slattach(8).
Additional mal pages: ethers(5) -- /etc/ethers file for arp(8)

NB: some projects (like Debian and RedHat) use a net-tools based but different hostname command.

The project is hosted by Sourceforge net
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net-tools

T
[root@Cent0STTeachBaszic 1% yum instzll net—tools

Y. fastestmirror

Determining fastsst mirrors

* base: mirror.bit.edu cn
* gxtras: mirror.bit. edu cn

* ypdates: mirror.bit. edu cno

base 3.6 kB 00:00:00
extras 2.9 kB 00:00:00
updates 2.9 kB 00:00:00
{1/4): base/7/x86_64/group_gz 165 kB 00:00:00
(2/4): extras/7/x86_64/primary_dhb 164 kB 00-:00-:00
{3/4): base/7/x86_64/primary_db 6.0 ME 00-00:00
{4/4) . updates/T/x86_64/primary_db 6.7 ME 00-00:01
EEEAEESR

— EEREFEE

———3 E4 net—tools. x86_64. 0. 2. 0-0. 25, 20131004git. e17 £iF £E
—» HAREXEZES !
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=T,

4 .., a7 (230

VeI
—al{ = FRarp EFENFAEEE:;
-H{saL & 3D #E arp EH-E A et EE,
—d<EH>: Moarp B EFHEREHEZZNY arp £5;
-D: EREEE D RE SR,
—e: U Linuxk W ETRABEETarp EFE FHEE;
—i<EO>: FEEEFapEFERRSED;
—s{Z AL >MAC # Ak wESEE A EALEY IP it 5 MAC 3 AEET 8 A Bk 4T
-n: L EFz ETarp EFEFIEE;
—v: BrREENarp BFEEE., e8EFELENEITEE;
£ WE EALEY IP 45 MAC AL S A BR 4T,
=

FH: Fifarp EHRXFELEFEN N arp £ 5.,
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net-tools arp
NGl

[root@Cent0ST7TeachBasic |8 ¢EZ arp 22 E£&H
[root@Cent057TeachBasic J# arp -v

Address HWtvpe HWaddress Flags Mask Iface
172.16. 123. 115 ether 50:64:2b:94:37:a9 C enpl=23
172, 16. 123. 123 ether 00:ec:0a: 77:23:84 C enpls3
gateway ether d4:ce:00:36:b7:30 C enpls3
172, 16. 123, 33 ether a4:34:d9:68:84:4d6 C enpls3
Entries: 4 Skipped: 0 Found: 4
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ifconfig [Z#1]

e FSRE:

4., A
add<3# 4> WEFS%EE IPv6 87 ip Hdt;
del<34E>: PSR & IPv6 89 TP Hdt;
down: F A48 £ B P R &
<hwd SRS R A PGE S0 HEFEREEEE SE S,
io_addr<I/0 #4L>: WEFSEER 1/0 4t
irq<IRQ #4k>: " E P #3487 IRQ;
media F & E N EHD, WEFEREEENEE,
mem_start< FF B A WEASFEELIAFNE Ao Essiit,;
metric{# B >: EEETEFEIANEERNEGH, FErm L8 E;
mtud F > W E W %1 & 89 MIU;
netmask<-F F L. wEFSREHTHRED;
tunnel<# zk>: B IPv4 5 IPv6 Z Elay i B F M4,
up: BEIE E R FAERE;
—broadcast<{# iL>: BEREREHLNEFTa LS8 BHEaRAE,
—pointopoint<# 4. SHEEMGAFLEEETCIEES, ME EFRFmE,
—-promisc: =@ B 248 E W15 £ 89 promiscuous EE,;
IP 4t - R FERER IP 4,

EA S RENEH,



T 93

EEEFEEOIGE
[root@Cent0S7TeachBasic ~J# ifconfig
4 |3E IQ /r’r enpls3: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500

inet 172.16.123. 201 netmask 255.255.255.0 broadcast 172. 16. 123. 255 41 Mégga%lﬁ

inetf fef0::a00:27ff:fel9:af03 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:19:af:03 txgueuelen 1000 (Ethernet)
ﬂet-tOO|S RY packets 133215 bytes 22152007 (21.1 MiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 4554 bytes 436972 (426. 7 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
#EH lo MsED
[root@Cent0STTeachBasic & ifup lo
EEEFMSEDEE, o ALENLEEA
[root@Cent05TTeachBasic ~1# ifconfig
enpls3: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 172.16.123. 201 netmask 255 255.255.0 broadcast 172. 16. 123. 255
inetf fef0::a00:27ff:fel9:af03 prefixlen 64 scopeid 0x20<{link>
ether 08:00:27:19:af:03 txgueuelen 1000 (Ethernet)
RX packets 133236 bytes 22153819 (21.1 MiB)
RY errors 0 dropped 0 overruns 0 frame 0
TX packets 4567 bytes 439108 (428.8 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

lo: flags=73<UP,LOOPBACE, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inetf ::1 prefixlen 128 scopeid 0xl10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 32 bytes 2592 (2.5 KiB)
RX errors 0 dropped 0 overruns 0 frame 0 ﬁ
TX packets 32 bytes 2592 (2.5 KiB)
/ﬁj&j[‘j@%‘?\‘jj{?/ Bﬁﬁ]ﬂ%jz / TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
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4 NBEETH

net-tools

\E-T
oy

mii—tool [-VvRrwl] [-A media,...

| -F medial [interface ...]

Al
-V EREAERE;
- ETRFEEDINEER:
-R EiFMII 27 E R A
-r EE B EEL;
- TEFSEDEENRSE N
-1 ENEEREEHE;
-A EARENFASED;
-F EUFSE0hF
media: 100ba=zeT4, 100baszeTx-FD, 100ba=zeTx-HD, 10baseT-FD, 10ba=zeT-HD,

;qF:EEP[Q:J/\J / JUrJu/

(to advertise both HD and FD) 100baseTx, 10baseT

R e A A N NN S D A LTI C ARG RIS

(IR LR PR

N VAR A

c AU VY et



il
[root@Cent0ST7TeachBasic ~J# mii—tool —v enp0s3
enpls3: 1000 Mbit, half duplex, link ok
/ product info: Vukon S8E1011 rev 4
4 Ing .i basic mode: 100 Mbit, half duplex IM@%EEEIE
basic status: autonegotiation complete, link ok
capabilities: 1000baseT-FD 100baseTx-FD 100baseTx-HD 10baseT-FD 10baseT-HD
NET-TOC  advertising: 1000baseT-FD 100baseTx—FD 100baseTx-HD 10baseT-FD 10baseT-HD £low-control
link partner: 1000baseT-HD 1000baseT-FD 100baseTx-FD 100baseTx—HD 10baseT-FD' 10baseT-HD
[root@Cent0S7TeachBasic ~1#
[root@Cent0S7TeachBasic ~]# mii—tool enp0s3 —-F 1000baseT-FD
enpls3: 1000 Mbit, half duplex, link ok
[root@Cent0STTeachBasic ~J# mii—-tool —v enp0s3
enpOs3: 1000 Mbit, half duplex, link ok
product info: Vukon S8E1011 rev 4
basic mode: 100 Mbit, half duplex

basic status: autonegotiation complete, link ok
capabilities: 1000baseT-FD 100baseTx-FD 100baseTx-HD 10baseT-FD 10baseT-HD
advertising: 1000baseT-FD 100baseTx-FD 100baseTx-HD 10baseT-FD 10baseT-HD flow-control
link partner: 1000baseT-HD 1000baseT-FD 100baseTx-FD 100baseTx-HD 10baseT-FD 10baseT-HD
[root@CentDSTTeachBasic ~J# mii—tool enp0s3 -F 100baseTx-HD
[root@Cent0ST7TeachBasic ~J# mii—-tool —v enp0s3
enpls3: 1000 Mbit, half duplex, link ok
product info: Vukon S8E1011 rev 4
basic mode: 100 Mbit, half duplex
basic status: autonegotiation complete, link ok
capabilities: 1000baseT-FD 100baseTx-FD 100baseTx-HD 10baseT-FD 10baseT-HD Q
advertising: 1000baseT-FD 100baseTx-FD 100baseTx-HD 10baseT-FD 10baseT-HD flow-control
,ﬂﬁpﬁﬂfﬂ@%ﬁj{—?/ BJTEH;% link partner: 1000baseT-HD 1000baseT-FD 100baseTx-FD 100baseTx—HD 10baseT-FD 10baseT-HD




\E‘?
Ay

route [#T] [&%0] .
4 =

12E I

—A: WEHAEE,

-C: FENH Linux HOME HEF;

—v: FEEEED;

-n: THATINS REER, EEITHFH87 1P 2

=H netsztat ﬁﬁiﬁ%— Iil:ﬁ;

—net: Bl P E R,

~host: Bl EH0TE E

=23

Add: EmgE M E R,

Del: Rl L m B ain &,

Target: EmFEDENE;

Zw: WEEVF =;

mss: wE TP AR RKE (MSS), E{rMB;

window: EEEATEEFZEYTCP E2&87 TCP F 0 7/

dev: BERiEfRAETRAEED,

WEPIEA KRS / thrie / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



4. Y& =18 4 RERETA
net-tools
N

[root@Cent0STTeachBasic & route
Kernel IP routing table

Destination Gatewav Genmask Flagzs Metric Ref Uze Iface
default gataway 0.0.0.0 G 100 ] 0 enpls3
172, 16. 123.0 0.0.0.0 255,255 255.0 O 100 1] 0 enpl=3

[root@Cent0S7TeachBasic &
[root@Cent0STTeachBasic ~1& route —n
Kernel IP routing table

Destination Gatewav Genmask Flagzs Metric Ref Uze Iface
0.0.0.0 172.16.123. 1 0.0.0.0 UG 100 1] 0 enpl=3
172, 16. 123.0 0.0.0.0 255,255, 255.0 O 100 1] 0 enpl=3
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net-tools

B
netstat [3ETH]

1IN
—a Z—all: R ETA E £ F 87 Socket;
“AF S EEFS—(FEEE FlHZ P xEFE & Rt
—c F—continuous: FEF| P A
—C F—cache: ETEaEEENEREEE;
—-e T —extend: ETFSEREREE;
-F F—fib: ¥ 7% FIB;
—g Z{—groups: BREFEBHEFHEARRLE,
-h F—help: S A
—i Fl—interfaces: ErRFEFEEEEE,
-1 F—listening: BrREFFERSE Socket;

WEPEZDRE / Bkl /13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




4. MR ETE

4 NBEETH

B

8 R tep O

[root@Cent0STTeachBasic & netstat —at

Active Internet connections (servers and established)

Froto Recv—0Q Send—Q Local Address

tcp ]
tcp 1]
tcp 1]
tcph 1]
tcph 1]
8 R udp O

0 localhost:=mtp

0 0.0.0.0:ss5h

64 Cent057TeachBasic:ssh
0 localhost:smtp

0 [::]:ssh

[root@Cent0STTeachBasic |# netstat —au

Foreign Address
0.0.0.0:%

0.0.0.0:=

172, 16, 123, 53: 55260
[::]:%

[::]:%

Active Internet connections (servers and established)

Proto Recv—0 Send-0 Local Address

udp 1]
udpb 1]

0 localhost:323
0 localhost:323

Foreign Address
0.0.0,0:%
[::]:*

State
LISTEN
LISTEN
ESTABLISHED
LISTEN
LISTEN

State
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4. B ETH A ERETE

BN
#&it tep WO EE

[root@Cent0S7TeachBasic ~# netstat —st

TcmpM=g:
InTvped: 16
OutTyped: 22

Tep:

39 active connections openings
1 passive connection openings
0 failed connection attempts

0 connection resets received

1 connections established

4817 segments received

d811 segments send out

13 segments retransmited

0 bad =zegments received.

saRg( 9 resets =ent
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iproute?

m iproute? is a collection of utilities for controlling TCP / IP networking
and traffic control in Linux. It is currently maintained by Stephen
Hemminger. The original author, Alexey Kuznetsov, is well known for
the QoS implementation in the Linux kernel.

m Most network configuration manuals still refer to ifconfig and route as
the primary network configuration tools, but ifconfig is known to
behave inadequately in modern network environments.

m They should be deprecated, but most distros still include them.

L3
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iproute?

m iproute? is usually shipped in a package called iproute or iproute? and
consists of several tools, of which the most important are ip and tc. ip
controls IPv4 and IPv6 configuration and tc stands for traffic control.

m iproute? Git:
https://qgit.kernel.org/pub/scm/network/iproute?/iproute?.git

m iproute? wiki:
https://wiki.linuxfoundation.org/networking/iproute?

m iproute? Utility Suite Howto:
http://www.policyrouting.org/iproute2.doc.html
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ECent0S 7/8 B2 MW E iproute? TE, EZ2HAES R,

[root@Cent037TeachBasic ~J# vum install iproute

4 ] Im gg EimEiE % fastestmirror gggEEIE

Loading mirror speeds from cached hostfile

% base: mirror. bit. edu. cn

iF)lfC)LJ # extras: mirror. bit.edu. cn

# updates: mirror. bit.edu. cn
344 iproute—4.11.0-25.el7_7.2.x86_64 DEZFERZRFH £
TAEALE
[root@Cent0ST7TeachBasic 12 ip —help
Usage: ip [ OPTIONS ] OBJECT { COMMAND | help }
ip [ -force ] -batch filename
where OBJECT := { link | address | addrlabel | route | rule | neigh | ntable |
tunnel | tuntap | maddress | mroute | mrule | monitor | xfrm |
netns | 12tp | fou | macsec tep_metrics | token | netconf | ila |
vrf |
OPTIONS := | —Vlersion] | -s[tatistics] —d[etails] | —-rlesolve] |
-h[uman-readable] | -iec
~flamily] { inet | inetf6 | ipx | dnet | mpls | bridge | link } |
~4[-6[-I|-D[-B|-0
-1loops] { maximum—addr-flush-attempts | | -brlief] |
-olneline] | -t[imestamp] | —-tslhort] | -blatch] [filename] |
—-rclvbuf] [size] | -nletns] name | -al1l] | -clolorl}
& E iproute? B & ¢
[root@Cent0STTeachBasic ~1# ip -V

SARghEZ AL /[ ip utility, iprouteZ-ss170501
/ z -
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4. B ETE 4 IRERETE
iproute2
8

ip [ #% ] & [ &4 [ &40 1]

LEIR
-V: BRES AR R
-s: wHEEEMmER;
—f: EH EF R EeTlE;
—4: {8 = E A FEEHIE IPve 10
-6: 5 = E A FE E3E IPve il
-0: WHEREFIRBH 7, FEAERSHLTRTER
-r: BoREANE., TEAIP :h&ﬂ;t, A £ L.
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iproute2

MR IEEREENMEER;

link: phv=sical or logical network device.

address protocol (IPv4 or IPvA) address on a device.
neighbor ARP or NDISC cache entry.

route routing table entry.

rule rule in routing policy database.

maddress multicast address.

mroute multicast routing cache entrv.

tunnel tunnel over IP.

==

BB MERaAEEEREERE;

help: ERMSHE X EHBESLHEHEE,
DG
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il
LEEFAMSEDFRESR
[root@Cent0S7TeachBasic & ip a
1: lo: <LOOFPBACKE,UP,LOWEE_UP> mtu 65536 gdisc nogueue state UNENOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever

inetf ::1/128 =scope host

valid 1ft forever preferred 1ft forever

2: enpls3: <BROADCAST,MULTICAST,UP,LOWER_UP» mtu 1500 gdisc pfifo fast state UP group default glen
1000

link/ether 08:00:27:19:af:03 brd ff:ff:ff:ff.ff:ff

inet 172.16.123.201,/24 brd 172.16.123. 255 scope global noprefixroute enpls3
valid_lft forever preferred_lft forever

inetf fe80::al0:27ff:fel9:af03/64 scope link

valid 1ft forever preferred 1ft forever
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EEEEUAUER
[root@Cent087TeachBasic & ip -= link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNENOWN mode DEFAULT group default glen
1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00: 00

R¥: bvtes packets errors dropped overrun mcast

2582 32 0 0 0 0
T¥: bytez packets errors dropped carrier collsns
2592 32 0 0 0 0

2: enpls3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo fast state UP mode DEFAULT group
default glen 1000
link/ether 08:00:27:19:af:03 brd ff:.ff:.ff.ff.ff:ff

R¥: byvtez packetz errors dropped overrun mcast

23729197 128804 0O 0 0 1132
TX: bvtes packets errors dropped carrier collsns
2BT7002 bbhb 0 0 0 0

TRl

TR T R P I B
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m %ﬂ@ AMEEEETE
vaRy/ll
REEREENEEEEE

[root@Cent0STTeachBasic & ip route

default via 172.16.123. 1 dev enpls3 proto static metric 100

172.16.123. 0/24 dev enp0s3 proto kernel scope link src 172, 16.123. 201 metric 100
$EF arp £ER

[root@Cent0STTeachBasic J# ip neighbor show

172.16. 123. 115 dev enp0s3 lladdr 50:64:2h:94:37:29 STALE

172, 16. 123, 123 dev enpls3 lladdr 00:ec:0a:77:23:84 STALE

172.16. 123. 1 dev enpls3d lladdr 34:ce:00:36:b7:30 REACHABLE

172, 16. 123. 33 dev enp0s3 lladdr a4:34:d49:68:84:d6 REACHABLE
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A WS T EW net—tools # iproute2 4%t

HEHNE net—tools iproute?
ZEMBEDO ifconfig —a ip link show
. e 1 ifconfig enpls3 up ip link set up enpOs3
aE 1F P S8 T
T A 1

ifconfig enplsZ down

ip link set down enp(Os3

4B IPv4 H#iik

ifconfig enp0s3 172.16.1.2/24

ip addr add 172.16.123.2/24 dev
enpls3

M B IPv4 b

ifconfig enpls3 0

ip addr del 172.16.123.2/24 dev
enpls3

EE M4

i
e

otk

Bo

B

ifconfig enpls3

ip addr show dev enpls3

FE FEE D Mac

ifconfig enp0s3 hw ether
0A: 0B:0C:0D: 0E: OF

ip link set dev enp(s3 address
0A: OB: 0C: 0D: OE: OF

EERHX

route —n
netstat —rn

ip route show




A WS T EW net—tools # iproute2 4%t

BENE net—tools iproute?
T ER A route add default gw 171.16.123.1 ip route add default via
TR enp0s3 171.16.123.1 dev enp0s3
B route del default gw 171.16.123.1 ip route del default via
B B % o enp0s3 172.16. 123. 1 dev enp0s3
Fopm e A B route add —net 172.16.124.0/24 gw ip route add 172.16.124.0/24 via
s 172.16. 123. 254 dev enpls3 172.16. 123. 254 dev enp(Os3
: i i del 172.16.124.0/24 via
> T te del -net 172.16.124.0/24 1P route -
b 5 A 5 e route ged net o 172. 16. 123. 254 dev enp0s3
P t=stat :
#F & socket HTE E etsta ==
netstat —1 ss -1
T Z& arp & arp —an ip neigh
EEFNAL hostname




e 2T
Tai

4 ping [#&T] [£&]

eI

—d: {& A Socket &7 S0_DEBUG = 8 ;

—c{ 7RI EO WEEAEFRE LAY NE:

-f: 15 A

-1 E B E0: 6 = WK 8 o E R e

~IKAEFE: EREENAEFTEDEEA:;

-ICGETE S0 FEEEHERELLE, ATAPEEL;
-n: R &,

pEAEED: REEREEANEARS;

-q: FERECPTILE, FAREsENEXEERA;
-r: #eg £ E 87 Routing Table, EERFHECEI =4 5
-R: LREETE,;

—s<EIE A A EEEHEAN A

—t{FF > WEFFEHE TIL 8970

—v: HE R RESNRTEE,
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ME 7 www. baidu. com BYEE R, W20, SXRER 10T, AEmpEE
[root@Cent0STTeachBasic ~J# ping www. baidu. com —c 2 —-i 10 -n

PING www. wshifen. com (104.193. 8% 77) 56(84) byvtes of data.

64 bvtes from 104. 193 . 88. 77: icmp_seg=1 ttl=48 time=232 ms

64 byvtes from 104. 193 . 88. 77: icmp_seq=2 ttl1=48 time=237 ms

—— www. wshifen. com ping statistics —-

2 packets transmitted, 2 received, 0% packet loss, time 10013ms

rtt min/avg/max/mdev = 232, 114/244, 563/257. 013/12. 459 ms

#3257 www. baidu. com 9 EEE, WIRMFHES, HIE DS 1024bytes, FliL 100 3k, FEFRAE
[root@Cent0STTeachBasic ~J# ping www. baidu. com —-f -5 1024 —c 100 —g

PING www. wshifen. com (103.235. 46. 29) 1024(1052) byvtes of data.

—— www. wshifen. com ping statistics ——

REMRRAEERT, 0 XER

100 packets transmitted, 70 received, 30% packet loss, time 1280ms

rtt min/avg/max/mdev = 390. 331/395. 282/398. 494,/2. 238 ms, pipe 35, ipg/ewma 12.931,/393.647 ms

—T

WEPEZDRE / Bkl /13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



\E:
Tai

4 tracetroute [ﬁﬁ@] [ﬁ‘ﬁ]

Al

—d: E A Socket 2 avH 8k,

~f{EFHE: EFEF RS E A EFHE TIL 89705
-F: % E 4y A

—g<{ M x> BEFRAEINE, HFZFEEL
-i{AEFE>: EREEZNASAEEBEEL;

-1: /A ICMP [El LB % UDP ¥ #15 &;

-m{FF TS > wERNGEANSAZFTHETIL 677D
-n: TEEHE IP M4 T3 45

—pCEER I WE P ## il EEEo;

-r: Zeg L E 8Y Routing Table, EERHECEIZHmE4 L.
—s<EFEHAD: WE A EALE HEIE AR IP i
—tRE&HA: wE SN EAN TS £

—v: EEETEAMETITE,;

—w{ H Bt O W EFAT A EHAEE;

—x: FEZRAHBANTIHELELE,
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#Cent0S T/SEEEA vm TEEEEFTEHE
zl [root@Cent0STTeachBasic ~J# vum install traceroute

g, fastestmirror -

Loading mirror speeds from cached hostfile

# base: mirror. bit. edu. cn
# extras: mirror. bit.edu.cn
# updates: mirror. bit. edu. cn
s A LETHEGEE
BEE:
traceroute. x86_64 3:2. 0. 22-2. 17
!
#0042 M H 3T EALE linux. xg. hactem edu. cn =ALETEEEE
[root@Cent0STTeachBasic ~1# traceroute linux. xg. hactcem. edu. cn
traceroute to linux. xg. hactcm edu. cn (211.69. 33. 161), 30 hops max, 60 byte packets
1 gatewav (172.16.123.1) 1.587T ms 1.755 ms 2. 498 ms
2 192.168.179.1 (192.168.179.1) 3.004 ms 2.977 ms 3.004 ms
3 10.0.1.18 (10.0.1.18) 2.820 ms 2.943 ms 2.916 ms
$ THAFER, NEFEEFEERRX

4 % %k %
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|X—_| %:EE 4. 2mEMi TR
mtr
B

mtr [#EI] [£40]

11
—h: BEEFE e
—-V: _@ﬁ mtr E‘ﬁ‘ﬁﬁ’fﬁﬁ-
-T: HEE= BR
—=: F##EE ping /D970
—no—dns: A~7f IP 3 AE U £ B2 AT
-a: FELEE IP it
-i: ICMP E B2 E #vetE FfE, BilZE 18
—4: TPv4
—f: IPvE

WEPEZDRE / Bkl /13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



=~

#Cent0S 7/8 EEEMA vun TEEZEHF ®A

[root@Cent0STTeachBasic ~J# vum install mtr

Smtr 3BT tep #HE A linux. xg hactem edu. cn B9 2B, EFEE2 0 MEL, LHEESE4ETF
[root@Cent0STTeachBasic ~]# mtr ——tcp —rwe 50 linux. xg. hactem. edu. cn

Start: Fri Mar 13 18:47:48 2020

HOST: Cent0S7TeachBasic Lo==s%  Snt Last Avg Be=t Frst StDev
1. |— gateway 60. 0% 50 7018. 2758. 1.5 7025. 3282.2
2. |— 192.168.179. 1 0. 0% 50 1003. 1831 1.9 1007. 388.9
3. |— 10.0.1. 18 0. 0% a0 2.9 2.9 1.9 3.7 0.1
4 |— 10.0.1.29 0. 0% a0 5.0 10.4 2.0 134.1 19.7
5. |— 211.69. 33. 161 0. 0% a0 2.6 67.7 2.2 89.5 30.5

# Loss%¥]: SRV EA4T4H

#5nt Fl: HEAEHEELEH

# last Fl: EEZZEHHEAnmED

£ Avg Fl: FAAZEAsFHER

% Best 7l: FTAGEAFEEMER

£ Wrst 7l: ARSECFRENER

# Sthev 7l: HEFERE. FHEEE, ERNEzHEE4E 7.
# Last, Avg. Best, Wrst FIsWEMZ2EFH
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4. /R EH 43RBT
arpwatch
15

arpwatch [ZET]

]
-d: E#EEED;
—FUHEFE>: W EFE ARP £ R 8930 4&, Tk ¥ /var/arpwatch/arp. dat;
1Oy FEEWARP 89E D, TEAE D A etho;
rRF I E: MEESXEFERARPLE, MAENFEE K07,
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4. B ETH 43RBT E

arpwatch
Pl

#7£ Cent0S 7/8 ¥ A yum install arpvatch ZXEFTEH

B M ED enpls3 L7 8 arpwatch

[root@Cent0STTeachBasic ~J# arpwatch —i enp0s3

#farpwatch ¥ arp FEF, €12F % linux log 7

[root@Cent0STTeachBasic ~1# cat /var/log/messages grep arpwatch

Mar 12 10:36:18 Cent0S7TeachBasic yum[1330]: Installed: 14:arpwatch-2.1al5-36. el7. x86_64

Mar 12 10:36:24 Cent057TeachBasic arpwatch: listening on enp(s3

Mar 12 10:36:38 Cent057TeachBasic arpwatch: new station 172, 16.123. 112 Tc:49:eb:54:9a:9d

Mar 12 10:36:33 Cent057TeachBasic arpwatch: new station 172, 16.123. 201 08:00:27:19:af:03

Mar 12 10:36:3533 Cent05T7TeachBasic arpwatch: new station 172.16.123.1 34:ce:00:36:b7:30

Mar 12 10:36:38 Cent05TTeachBasic arpwatch: new station 172, 16. 123. 53 ad:34:49:68:84:d6

Mar 12 10:37:11 Cent057TeachBasic arpwatch: new station 172, 16.123.115 50:64:2b:94:37:a9

Mar 12 11:17:48 Cent057TeachBasic arpwatch: new station 172, 16. 123. 80 8c:86:1e:90:ec: 71
11:21:05 Cent05TTeachBa=zic arpwatch: new station 172, 16. 123, 50 bE:09:8a:bc:Te: 19

5qﬁq‘ﬁj¢|iﬁ'u/\+ / PULWT/AL 7 1070040 100V0V / IILL}J.// 11 \U}\.}\y.l Iacieri.cuu.Crl / IILL'J.// VVVVVV. D IAUTVVCIU. LI
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4. Y& =18 43RiEMIET R
iftop
B
iftop [HETA]
eI
-i: wERNA R
-B: Llbytes AER B REE (Fi 2 bits)
-n: Fhost E2EVEFRIP
-N: ERUEEFIETRSEOF
-F: ErRBEREHFE A/ REEEAD
—p: ZTEAES (EFER-—FELEREEZASNES)
—h: EFEEFE, BFUEET
-f: ATiHELREEEER
P Fhost BEREORFGA, 3T
~m: ﬁiﬁm%iﬂﬁﬂﬁﬁﬁﬁﬁ Eﬁ%ﬁ£¢k&iT

/jﬁq:[a‘-y/\j—/ P/URIG/AU [ 12 /2 UC 1O UUY [ LS/ /T TUAAY L TUC LU LU T/ T ILL L/ / VY VY VYL AU VYV G
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1 Zepel HFEE

[root@Cent0STTeachBasic ~1# vum install epel-release

4 . M QA 52 % iftop R

-
fl [root@Cent0STTeachBasic ~J# vum install iftop

[root@Cent0STTeachBasic ~J&iptop

Termius - Teach-Demo-172.16.123.201

i 1.91Mb 3.81Mb 5.72Mb 7.63Mb 9.54Mb
: L 1 ! 1 1
Cent057TeachBasic => 172.16.123.53 736b  2.31Kb 29.3Kb
= = 184b 317b  7.16Kb
= Cent0S7TeachBasic =» 123.126.45.68 ab ab 101Kb
<= ab ab 191Kk
o Cent057TeachBasic =» 211.69.32.50 b ab  85.6Kb
<= ab @b eb
239.255.255.250 => 172.16.123.104 ab @b 6b
€= ab ab 11eb
Cent057TeachBasic =» dns.google ab eb 38b
o= ob ab 57b
172.16.123.255 =» 172.16.123.184 ab @b 6b
<= ob @b 16b
TX: cum:  1.10MB  peak: T75Kb rates: 736b  2.31Kb  216Kb
RX: 585KB 6T9Hb 184b 317b 108Kb
TOTAL: 1.68MB 1.42Mb 928b  2.62Kb  324Kb
ERERETHAFETAE
HTX: REFE AN

HRY: BWRE AN
BTOTAL: HFFEHRFEEAD
Heum: E4T iftop B B et E ey B FEE A0
fpeak:  HEBE
SO EghEZ A ) Hrates: 4 AEFAF 2s. 10s, 40s IFHFEE




4. MR ETH

ngrep
15

ngrep <—LhNXViwgpevxlDtTEM» <-I0 pcap dump> <-n num> <-d dev> <-4 num>

{-s snaplen> <-S limitlen> <-w normal byline|single|none> <-c cols>

<—P char> <-F file> <match expression> <bpf filter>

1EIR

-e : ETREGEL

-i s A

-v : FELE

-R don't do privilege revocation logic
- : LL16 #5 #2427

-X : LL16 52 LE

- : EFLE
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4. B ETH A 3ESET A

il
tZRepel ¥ RE
[root@Cent0STTeachBasic ~J# vum install epel-release
EE£ & iftop
[root@Cent0STTeachBasic ~J# yum install ngrep
247517 80 #5 I # linux. xg. hactem edu. cn = EF T3 EFH T
[root@Cent0STTeachBasic ~1# ngrep —g port 80 and host linux. xg. hactcm. edu. cn
interface: enp0s3 (172.16. 123 0/255. 255. 255.0)

filter: ( port 80 and host linux. xg. hactem edu.cn ) and ((ip || ip6) || (vlan && (ip || ip&)))
T 172.16.123.201:42758 —» 211.69.33. 161:80 [AP] %7
G

#M AT £, ngrep BHRABNAE, FIUEHELFTAENTEL
T 211.69. 33. 161:80 —> 172.16.123. 201:42758 [A] #9
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4. Y& =18 43RBT R
tcpdump
15

tepdump [ 3% T

i

—a: SRS SRR LT

—c(EEEEE WEREMEELHEE, RELETHERE

-d: LRETNFELRCHERT HZOE, FEEZFER D,
~dd: LREANFELRTRER CET#s, FHEZFERH D;
~ddd: LREANGELIRESREn TEFSFOEs, FHEEFERO;
—e: EEFEEEA L EREEEHA AL,

-f: FE&FERARF St

-FCRIEMH>: 6 =W AR I A U

- & FE>: RREANASE TR HEEL;
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4.[x

tC

TEHEZ:

#4£ B ping 718 www. baidu. com, # £ 3y ER

[root@Cent0ST7TeachBasic ~1# ping www. baidu. com —c 3

PING www. wshifen. com (104,193, 88 77) 56(84) bvtes of data.

G4 bvtes from 104. 195.88. 77 (104.193.88.77): icmp_seq=2 ttl=48 time=219 ms

—— www. wshifen. com ping statistics ——

#HEBRART 3PIER, B 1SR, MEAXESR

3 packets transmitted, 1 received, 66% packet loss, time 20135ms
rtt min/avg/max,/mdev = 219. 567/219. 5AT/219. 567,/0. 000 ms

#{€ B ping 9% 18 www. baidu. com [ B3 T4 0 IE

[root@Cent0STTeachBasic ~J# tcpdump host www. baidu. com

tcpdump: verbose output suppressed, use —v or —vv for full protocol decode
listening on enp0s3, link-type EN1IOMB (Ethernet), capture size 262144 byvtes

#HLE 2| 3 ¥ AALEAE www, baidu. com Y R0, W] 1 3 www. baidu. com FF AL AT B4R 5T
ERUE AT ping HEEHE R

20:16:37. 231831 IF Cent057TeachBa=sic » 104,193, 858.77: ICMP echo request, id 2683, seq 1, length 64
20:16: 38, 231817 IP Cent0537TeachBasic » 104. 193.88.77: ICMP echo request, id 2683, =seq 2, length 64
20:16:38. 451321 IF 104. 193. 88. 77 » Cent057TeachBasic: ICMP echo reply, i1d 2683, seq 2, length 64

20:16: 39, 245358 IP Cent057TeachBa=zic » 104,193, 858.77: ICMP echo request, id 2683, seq 3, length 64

C

4 packets captured

83 packets received by filter
0 packets dropped by kernel
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net-tools 12
iproute2 : ip
PEEETR netplan ———— yaml
nmcli 7)

nmtui (3)

systemd-networkd ]

]

ethtool

Network Manager

iproute2 : tc

[System Call interface , R EBIED ping

traceroute

RIERH TE
mtr
arpwatch
iftop

P RET R
ngrep

tcpdump






