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1,?\2%?@ 1.2 LinuxZ 2!

LinuxNE 22 Rm P,

m PAMALH,
PAM (Pluggable Authentication Modules) 2—EH#=ZE, HEMNZEH—
ERN—EREED, BALTFREFRRAEER,
PAMPBITFEIRRAEZSIMAIE S A BIHITIRRE, e AERENRMESIAMEEX
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1,?\2%?@ 1.2 LinuxZ 2!

Linux & 22 R®PTLH,

m sEBEEFEEILE],
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2. SELinux 2.1 SELinuxfgis®

SELinux (Security-Enhanced Linux) @2&EFLinuxmZAY5gH!Ea)1E
M HEIRISEIN, 2HEEEERETEE (NAS) FARIINE, SEiEE
EHELNUIRER SIS E 4,

m SELINnUuGERRF1980F AR AZANIRER i eI R, XREIAR
e T oV E(ETEYL (DTMach, Distribute Trusted Mach)
FINE, FRE T ZeitARINBRIRE,

 EEERZEBIHRALSESIN T DIMachlng, fHETEAEH, HE
hirz5T7XRENRELEMAZINE, &&2=% 7 — 1 #FIEFlask,
SIFEFEINSERAEmF WS,
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2. SELinux 2.1 SELinuxfgis®
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m 20008F12H, ZEEERZEBAHBHRINE —TARIERA, IMHZEIBEAILINUX,
s FARTEERARIER S PSLIAY, FTLASELinuxAFF = EILinuxtt XAV EE,

m SELINnUXEgREZELinux 2.2 xRz LA—ERZ4N T e &7,
EEHEFRTZEBE2001FELNnuxizbBES L, LIEBELInux 9EMEES
fEEH 7 SELinux, FHEARESSERIMACHIFlaskZ28y, KlinuxZg
SENREFAER], BITEERMNCSaEHFEEEHININEE, STRE
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2. SELinux 2.1 SELinuxfgis®
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2. SELinux 2.2 SELinuxARiE

=gl

m SELInuxp98n (identity) AEFAESRBIUNIX uid (userid) .
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m SELINnUXBYBSFIUNIX uide] UUIREEFEFRI—MR(EE S+,
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2. SELinux 2.2 SELinuxARiE

13,
= FE EE%BEEJZEPL?‘}, B EERTE 7 HERIAE,
L ﬂZ%ZlKJ:E— HIZEITIRIFRVYIZR, SE IR ERE 7 — DA LA IR A
1T, X L/I\—%%J:E’]Ercﬂﬁﬁ)j, R%E%E@Mw@ﬁﬂ“ B R BEIR1Srootly
WBE XEFEEERNZERIE,
m EEASELINUEYRERFH, WR— P IEEIN TR B ZE A NN AT
Y, WISELinuxGEEMG T ZHIZ RS T NS T T,
s B UAYEEEE
sysadmi_tZzRARF SR,
user_ts=RNATAFAN AL
init_tFRRINGHEIRET T,
named tFRRnamediHIRIZT TiE,
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2. SELinux 2.2 SELinuxARiE
=itk
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2. SELinux

2.2 SELinuxARiE

T T

n T FNNEETIRERBEEERNEA, 8FENE. BR. #HiE
L EFTERARE.

n T FTNYEINEEETEM. B, WHIREFERNS,

s ESELinuxESt EFLIARIdan S REBIRAFNZ 2 LT

A
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= FTEEMIHTIRVEER:
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2. SELinux 2.3 SELinuxiEse

SELINUXEA 290 EIF7~,

= SELinuxiZHERIIES (Policy Language) iz A RFBIELZERME (Security
Policy) , FEZOERTFEIEFINE, FERFtEAINESRE (Load Policy) #
SELINUIZHFRAOSRIS SR, TR SELInUXAIRINIESEEE (Rule DB) .

m SELInUXRZNZ (Kernel) RZeRIEGME—iC, MMRN—PER (Subject)
EOBMIREEEBEEIE—II5 (Object) .

I |
Object

| ——)
Security _

Policy
Kernel
I

H Load Policy Q

WEPEZDRE / Bubely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn




2. SELinux 2.3 SELinuxtEZe

SELINUXZRE S ZRAANE P,

s SELINUXIEH TSBHIERRER (Example Policy) , 1#4BIIXI T 22 RMEFTN B RINIE,
BiEServer Process (0Samba Server) . Client Process (40Web Browser) £,
FoHEREF AsEEmt (Type Enforce, TE) XRBAC (Role Base Access
Control) FUREGIRS,

m EIINPRAY S B sEmdEIAUPRS!], SELinuxa]LABREIELErootkit e RFNKE, FH
SELinuiiERSMANESF T, ol ASnBERELEREE, SASELINnuxBL)
S4HfE, seRIEMXENRIEIEHIFEESR,
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2. SELinux 2.4 SELinuxszit

SELinuxe# 1’E7]4‘£i9%’§536 |z, BERAGSTFFBIRE,
SYNFEBARFKN, FEFXLESELNnuxBIECESETE,

FeESFEZR:

m /selinux/BIASELINUXAN RS, ©EENRFRFEESERINGBS.,
IHERIRISA R Gt 5/ proc /IS R G AEE R,
FaeERNMAREBEE N HEEERRIPZEMY.

m /etc/selinux/BREFME RGN 2EE X I E 2/ E.
J@idcat /etc/selinux/configal&ZF& SELiInUXHI 2 BECE S
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2. SELinu

& Teach-CentOS 7 - root@CentosT Teach:~ - Xshell 5 (Free for Home/School) — O *

THHF WEE) EEV) IS0 BEEE) ®OW) 2EH 8 sshyfroot™====2@211,60.35.213:22 -
F - Gi-~ O E-m-G-4- €@ 36 [FIR . P SEIEESE, SRR
1Teach-CentOS7 = (3

4 17

[root@Centos7Teach ~]#| cat /etc/selinux/config |

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:
# enforcing - SELinux security policy 1is enforced.
# permissive - SELinux prints warnings instead of enforcing.
i - No SELinux policy is loaded.
SELINUX=enforcin
SELINUX=d1sable
# SELINUXTYPE= can take one of three two values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. only selected processes are pro
tected.

# mls - Multi Level Security protection.

SELINUXTYPE=targeted

WREREDRSE /bl /-

[root@cCentos7Teach ~]# _

2.4 SELinux3Z44

(DSELinux #36¢ B 10-3 5 6 1T SELInWGET ) FLLIE B A enforcing( 8835 . permissive
(357%) g disable (££H). SELinux 1815 SiHARNE 101 Fi.
% 10-1 SELinux {8552 25500
L HER
enforcing IBHART, - 1E enforcing BT, ERRHFEIT, UE SELinux
FIEEHE BUITEERIRS Unu T2 UEHEERS LR

B8, « 11 permissive BT~ » BN IERINIT. DEF
permissive EEEHEEATES . SELinw T ERIRNRSAMIT RN 2TEATE
iRt — RS A

FHRE - TE disabled {H=T-» SELinuwx A& HIZRE XM
ERENER. FAEREERERAREN

@ SELinux 2585268 ([E 10-3 H1EE 19T SELINUXTYPE %15 BILAIBEH targeted 258
st mis 2E8 {strict 2680 ). SELinux SBE2ERIG Bi#RRINGE 10-2 FiF.
2 10-2 SELinux SEg2EAhLE

=] HER
targeted FEW RFP BT TR

mis { stricty o R T AR M T TRl

targeted ) % S2EFFIPEEMISTIFHTE (20 dnepd, httpd, named., nscd, ntpd, portmap.
snmpd. squid ELJE syslogd SE#FE ) AE TES e, mis (strict) NIRIFE R4 BA
mis {strict} &, AFMITEENGS (M0 1s) B84, FLLZHRIREIRTE T, RinREE
A. ERitENRMA RS MERERER, BHiEF tageted 1 SELinux FIsRIEIEHIZERL, M
T A EFEESTHE AR, A SIS RERIER.

disabled

o
ssh://root@211.69.35.213:22

-

- e



2. SELinux

2.5 SELinuxfc EETE

BESELINUIRE:: sestatus

[1h&E]
sestatus g5 % I &EF SELinux FIETING . HEEo I FER.
(541

# sestatus [1%Im]

[t TriREH]
sestatus &SRR E HPAINE 10-3 FiF .-
% 10-3 sestatus Sy 2m S B

b3 ] iR

7 TEEHNEMAN - ATEEES SELinw I35 - # « FREAFELER

v && lelc/sestatus conf 37 e ER (MRS E FT3ER)

-b EE-UERRRETS (REREEEARE

Vb ORES —YI RN T E F T ERE LU EEREE S
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7 & Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) — O X
1 =R &HE EEV) IR0 EEEE) SHOW) Z=EH)
0 Gi- Ol&-5-G-24-1€@ 08 EI R . P EEIEESE, SsEnE.

1Teach-CentOS7 = (3 =

[root@Centos7Teach ~]# sestatus ~

19

B sshyfroot™ = ==rx@311.69.35.213:22 -

H |SELinux status: enabled [ ; yorlin
2_ SELI n u SELinuxfs mount: /sys/fs/selinux ) SELanXEEEEIE
SELinux root directory: /etc/selinux
- Loaded policy name: targeted
—Cugreg‘t mode:f £ en;ort:'ing
=< + _IMode from config file: enforcing
= ESE |_| N|Policy MLs status: enabled k
- {Policy deny_unknown status: allowed

Max kernel policy version: 28
| [root@Centos7Teach ~]# _

] % 10-4 SELinux T Hz5HEA

b frvs i HE

] SELinux status SELinux F=fTiRE 25HE

_ SELinuxfs mount SELinux FI$E= it S

SELinux root directory SELinux FIEE S RTIRETR

: Loaded policy name SELinux Il #fsE Realasx

1 Current mode SELinux & ANs{THEL

E Mode from config file SELinux & B3 shiE{7 4t

1 Policy MLS status MLS =R

L Policy deny_unknown status e o]

T Max kernel policy version B PR R

I

| S
. o ] B (SR - =
JE‘@ EF‘ Eé’\j j(?— / BTE 5%72 / ssh//root@211.69.35.213:22 @55H2  xterm T 840 B 11,24 1EF CAP NUM




2. SELinux 2.5 SELinuxEL BT

BESELINuIRZ: getenforce

[ThiEl
getenforce 855 A[E&EE SELinux AL=iTELEER.-
[iEZ]

e S AEERA AR MEREBHITES , HiEERTNT M-

# getenforce

WEPEZDRE / Bubely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



7 & Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) — O X

21

| MEF #EEE) BEN IAM EEEE) ®S0OW) EEH) 8 sshyfroot™ = ====2@211,69.35.213:22 -
40 - & Gi- O E-m-G-4- €@ 36 B - @ C, B EENESssE SEres.
: :
. 1 [root@Centos7Teach ~]# sestatus ~
| SELinux status: enabled [ ; yorlin
2. SELInUSEL'inUX'Fs mount: /sys/fs/selinux ) SELanXgEEEIE
SELinux root directory: /etc/selinux
- Loaded policy name: targeted
1Current mode: enforcing
= : _IMode from config file: enforcing
= ESEL'D Policy MLS status: enabled :
4Policy deny_unknown status: allowed
Max kernel policy version: 28
_ ach ~1#
J[root@centos7Teach ~]# getenforce
Enforcin

1 Lroot@Centos/Teach ~]#
| [root@Centos7Teach ~]# _

.

|- Ry paig s @

s o — N | 1
;—_[[__\:EEP E%k? / BTEH%E / ] sshiffroot@211.69.35.213:22 @55H2  xterm [T 80x40 0. 1524 1&F CAP NUM




2. SELinux 2.5 SELinuxEL BT

(ZEZSELINUXIRZE: . setenforce

[&E]
setenforce A Bl Y SELInuX =178 .

[i5]

# setenforce [J&lA]

[TmikBA]

setenforce a5 % A TRIRAE, 0% 10-5 Fr T
% 10-5 setenforce &S IR
IR i

Enforcing 5 SELinux f=fT 8= iR H AE8HHE =

Permissive # SELinux RUE{THAGREAREEL
1 # SELinux =T AR &M, 5 Enforcing i ITHEE
] 5 SELinux BT SR ATETEDS, 5 Permissive JATHEE
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f & Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School)

4 23

4 MR &wHE ZEEN IE() EEEE) SOW)  #EIH) B sshy//root™ =@ 211,69.35.213:22 -
=R & O E-m-G-4- €@ 36 FH- - . P EENEESE SEENE.
1Teach-€entDS7 |+ =
4 [root@Centos7Teach ~]#|setenForce permissivel ~
H | [root@Centos7/Teach ~]# sestatus
. I n u: SELinux status: enabled
SELinuxfs mount: /sys/fs/selinux
< SELinux root directory: /etc/selinux
4Loaded policy name: targeted
A2 + _|Current mode: permissive
'ﬂg EQS E |_| n Mode from config file: enforcing
|Policy MLS status: enabled
{Policy deny_unknown status: allowed
imMax kernel policy versjon: 28
| [root@centos7Teach ~]#|setenforce enforcing |
| [root@centos7Teach ~]# sestatus
|SELinux status: enabled
4SELinuxfs mount: /sys/fs/selinux
| SELinux root directory: /etc/selinux
|Loaded policy name: targeted
| current mode: enforcing
{Mode from config file: enforcing
|Policy MLS status: enabled
Policy deny_unknown status: allowed
{Max kernel policy versjon: 28
[root@Centos7Teach ~]#|setenforce 0 |
| [root@Centos7Teach ~]# sestatus
|SELinux status: enabled
1SELinuxfs mount: /sys/fs/selinux
4{SELinux root directory: /etc/selinux
Loaded policy name: targeted
Current mode: permissive
iMode from config file: enforcing
jPolicy MLS status: enabled
1Policy deny_unknown status: allowed
Max kernel policy version: 28
[root@centos7Teach ~]# getenforce
Permissive
[root@Centos7Teach ~]#|setenforce 1 |
][rootQCentOSTTeach ~]# getentorce
1Enforcing
[root@cCentos7Teach ~]# _
w
. e - B (AR AT - =
77@‘43 Eé’g k? / BEH%E / sshz//root®211.69.35.213:22 & 55H2 xterm ™ B0xd0 i, 39,24 1657 CAP MUM

) SELinuxEcEE1E

T= T T




2. SELinux 2.5 SELinuxEL BT

(ESELINUXIRZS: setenforce

 (BHECENE, SCHISELInuxBEBSZAE

(B2ZSELINnUXBYECE S, BECESEAISELINUXIETINR & A disabled”, M
M RFSELINUXAIRTS,

SERERR, BEE.
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2. SELinux 2.5 SELinuxEL BT

(ZEZSELINUXIRZE: . setenforce

= ERFEIITZSSELINUXIATS
FERGSEE], FILUBIEKemel (PtR) OITEMEIATIRE, AIRIABoOL
loadengEZS#, XEARIGRUBRLAILATE/etc/grub.confRi TiE,
HepFBEE3IMERRMEGS, BFRNTAR,
@selinux=0: FFASELINUXEMAIET (disabled) HISHL;
@permissive=0: FTNSELINUXESEEIR (permissive) AISHL;
@enforcing=0: FRHISELINUGEHIEE (enforcing) HIZHL,
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2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

Policy
n HAPERTETER (BIUNSsIWebigE3es) S —HENITohERT,
Rp=tkigPolicy (ZREg) FrflERIA SIS P eHEERI N AIN R
=25, URNERS, ZAMNEOIHFZRFRHIT.
m SELinute B R TURY FEFRIVERENR, YWREBRENFFEEREVERE
A PRFOSELInUXEX PR BEIIRF FAA THB N IZRAE,
» SELinUXFEE—PEEAIPolicy 7 LARIERIR.
ANERPolicy KEEIA=(ESELINUXETTAHEZ P,
ANERPolicy K& =1L B F TS5 S,
wESecurity Policy (ZZskig) AISIE LIFEBRIFRFAITERR
RedHat, SUSE. Debian&&BE 1 Policy,

, a0

Rl
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2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

Policy
m Targeted PolicyZ2RHEL 6.0BENX¥FAIPolicy, X Targeted PolicydIH
FRIPRES _ EHEIERSS
m CentOS 6.0_ESELinuxe]{RiFRIIREZ B httpd (apache) . named. dhcpd.
snmpdZF2002 1R,
= Targeted PolicyA#H AMFHEERYE 14 -
f/RME (boolean)
X4 ETSZ (File contexts)
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2. SELinu|

&
IR RE(E)
07 - -

1Teach-CentOS7 =

a
&

+

Teach-Cent0S 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/Schoal)
ZE(\vV) IE() &EEEE)
G,

BsqOMW)  #E1H)

S-5-G-A- &P

B sshy//rootmesrssseansa @2

Pl ol == R R

1.69.35.213:22 v

@& .

[» EENSAISIE,

28

[root@Centos7Teach ~]#| tree /etc/selinux/targeted,/contexts/ |

/etc/selinux/targeted/contexts/

dbus_contexts
default_contexts
default_type
failsafe_context
files
file_contexts
file_contexts
file_contexts
file_contexts
file_contexts
file_contexts
media
initrc_context
Txc_contexts
removable_context
securetty_types
sepgsql_contexts
snapperd_contexts
systemd_contexts

users
guest_u
root
staff_u
sysadm_u
unconfined_u
user_u
xguest_u

userhelper_context

customizable_types

.bin
.homedirs
.homedirs.bin
.subs
.subs_dist

3 10-6 Policy ZB45 BIZRIEHEA

EE

HEA

contexts/

T F2 T3 contexts

modules/

£ policy iR {LER

modulesfactive

FE % policy HR{EEF ( RHBA EFAM policy )

modules/previous

£ER policy BH{EEF ( R4 A HRAR policy )

policy/

TERI Z IR policy 371

modules/“/booleans

Tehit policy Fag-1-IREIEIATE

modules/*/booleans local

BEX policy B RE (FRFMZHTRERIMIILEET)

contexts/iiles

Domain Type Y policy {523 {4

contextsfileffile_contests local

BIBEEE X policy iz FH#

JREREARE / BTk / |

virtual_domain_context
virtual_image_context
x_contexts

2 directories, 30 files
[root@centos7Teach ~]# _

w

|- Ry paig s .

ssh://root@211.69.35.213:22 E@55H2  xterm [T 80x40 0. 37,24 1&F CAP NUM

VREEF L TFNEE




2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

Policy

m Targeted Policyd9EME: /KB (boolean)

FAsEz#E Ndeamon (service) process'sFFR (BRSS) HHE'BINIR, MY A]
SHZHFEHH TEARRIRPRIZEIS (${deamonname} disable tran) , TMEEA]
Xz FE A BRI RIS

gihttpd (apache) FBEZ P fp/R{Eboolean/gtE, httpd enable cgfj}i%J
httpd @& B LA Tcgiscript; httpd can network connecta]#Z=#lhttpd2
LARTS MR LS B 25
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2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

Policy
= Targeted Policyf9/Ett: SF T3 (File contexts)

FRIEHIN RSB G R BRAISELInui IR, BRI BRIRES ISR
HRAVEME, PR MHEETIBANESRE.

BRI, MRERFIHETARS, ML ORI SSARITIR,
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2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

Policy

n FREEMRE
NTRERE, SELinuxsrRE T IFZm/R{Ebooleand24l, vJLUBITEHIX
LS MBI KT E—LESELINUXAYIR XE,

SELinuxfazR{Eboolean/@MERIIRIE, FEAHBIA<SBgetsebool (FRENR/R(E
boolean/BMHEAPIAZ) Flsetsebool (ZEEFR/R{Eboolean/E )
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2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

getsebool
[ThiEl
getsebool ar S AEY BB HI % & I SELinux booleans BHAHASE £
|§7573

# getssbool [j&I0]
1T PR FE AT getsebool BEBIA S EFIXTNAE , 0B 10-13 Firim , B AME(EEIR
T HiRBRI0E 10-7 Fir -

B 10-13 getsebool 317

[enmikeA]

getsebool Fr- S FRETRIHAE, 03 10-7 Fig.
% 10-7 getsebool & kIR

g ] HEA
-a PIE{EAE SELinux Bl B RINARER{ERTS
boalean 2 HiAFE2--EEEAR boolean &, HITERLE boolean BIE HIA7E
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2. SELinu|

i 1Teach-Centos7 = (3

JREREARE / BTk / |

& Teach-CentOS 7 - root@CentosTTeach:/etc/selinux/targeted/contexts - Xshell 5 (Free for Home/School)
MR &E|E) EEV) IR0 EEEE) SOW) =2EH) B sshi/froot™ =2 @211.69.35.213:22
0F - | G- NDNe | &-n-9-4- €@ 6 E B - @

[» EENSAISIE,

33

[root@Centos7Teach contexts]#|getseboo1 httpd_enab1e_cgi|
httpd_enable_cgi --> on
[root@centos7Teach contexts]# |getsebool -a |
abrt_anon_write --> off
abrt_handle_event --> off
abrt_upload_watch_anon_write --> on
antivirus_can_scan_system --> off
antivirus_use_jit --> off
auditadm_exec_content --> on
authlogin_nsswitch_use_ldap --> off
authlogin_radius --> off
authlogin_yubikey --> off
awstats_purge_apache_log_files --> off
boinc_execmem --> on
cdrecord_read_content --> off

lcluster_can_network_connect --> off

cluster_manage_all_files --> off
cluster_use_execmem --> off
cobbler_anon_write --> off
cobbler_can_network_connect --»> off
cobbler_use_cifs --> off
cobbler_use_nfs --> off
collectd_tcp_network_connect --> off
condor_tcp_network_connect --> off
conman_can_network --> off
container_connect_any --> off
cron_can_relabel --> off
cron_system_cronjob_use_shares --> off
cron_userdomain_transition --> on
cups_execmem --> off
cvs_read_shadow --> off
daemons_dump_core --> off
daemons_enable_cluster_mode --> off
daemons_use_tcp_wrapper --> off
daemons_use_tty --> off
dbadm_exec_content --> on
dbadm_manage_user_files --> off
dbadm_read_user_files --> off
deny_execmem --> off

deny_ptrace --> off

|- Ry paig s

ssh://root@211.69.35.213:22 @ 55H2 xterm I 80x40

1. 4031 1&E
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2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

setseboo|

[WhiE
setsebool #5458 37FNE5E SELinux boolean F1E M -
[5i]

‘ # sotsebool [i%1W]
[&EmikER]
setsebool a5 FERIREE, 0% 10-8 fiR-

% 10-8 setsebool HrSkn

AT iHEA

TR, MR SREREER, FATBEH R4 SELinu: booleans [l FIRA

-NPV EFRER HRIRE, TRARGREHENE. TSREEERNEN  IIRE EATm
ERAEERTBY

=EITER boolean B 55 - By ERE B itE— S EEILESME, B
TES I EUHREEEREZER < =" &

onghi 1 | Bl {E- & TEEs boolean BHE AT BIRE
off 2 0 | Bit{E- £HTFEEeR boolean EHEMXE AT

boolean

value
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2. SELinu|

E  1Tcach-Centos7 = (K3

JREREARE / BTk / |

& Teach-CentOS$ 7 - roct@CentosTTeach:/etc/selinux/targeted/contexts - Xshell 5 (Free for Home/School) —
MR &E|E) EEV) IR0 EEEE) SOW) =2EH) B sshy/froot ™= @211,69.35.213:22
0 Gi- Ol&-5-G-24-1€@ 08 - @0, »EASESSE

35

[root@Centos7Teach contexts]# getsebool httpd_enable_homedirs
httpd_enable_homedirs --> off
[root@Centos7Teach contexts]#
[root@Centos7Teach contexts]# [setsebool -P httpd_enable_homedirs 1
[root@Centos7Teach contexts]#
[root@Centos7Teach contexts]# getsebool httpd_enable_homedirs
httpd_enable_homedirs --> on

[root@cCentos7Teach contexts]#

[root@centos7Teach contexts]# _

|- Ry paig s

sshiffroot@211.69.35.213:22 @S5H2  xterm I~ 80x40 @ 9,31 185
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2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

Policy

s P RN EMRE
T contextBEARIEHRIRSFENBR. #Hi2. K BERAISELINUXANBRE,
AR EE user, process. MAAENBERMEM, BIFXIE T processAIE
MTAMTAERNESR S,
i@, MHFALETXIENEMD (user) « ERER (program) BIENMT
NABIEENIR, SiiEI MBI RIAEE, B ORER R (overflow)
o)l , MiEpAISEEIRIMEEEE R,
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2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

Policy

s FRNEMHKRE
SELinuxpY_E R SOEEHETUAN TR

USER:ROLE:TYPE[:LEVEL[:CATEGORY]]

EREEFHERESHR, F—1PFRAAFUSER), 10 FRABE
{ROLE}, B="FENZEEATYPE}, B NFERAKINLEVEL, BENFERAD
25{CATEGORY},
HrhE YR BI{LEVELIFIS 2E{CATEGORYIRER BT mIs (strict) &,
FTLUX P METS B e BRI TR,
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2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

Policy
s ERXEMRE: USER

FF&in il SELinux REFMSEASESHENSN, S 5&EEFHETRS
BRETE|—-~ SELinux AP - APS {02l Linux £ UID, RSB, ARCRS

{58 - SELinw FENFI=F user HFS{i03 10-9 PR -
=109 APSHh AR

B 113
user_u Tl A PE R R G AR iz
system_u FANLI3IE A R R R PR
root root & F ERIFE

users 7 SELinux SEHEZEALY targeted PIIRER AR NERER, BEHE SELInux RS
HRR mis Cstricty FREERGPLLITEE, FraTiig SELinux Users EEL), “_u” FER,
root Bg b«

?’”\“‘g
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2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

Policy

n FTNYEMRE: ROLE
SELinuxagBRAETAERnEES (RBAC) B2, MAEERBACHEEZRE
M, SELInuXIKF#IR FATERIRE, ﬁ'ﬁ%@%&&%h}ﬂ EHILE, AeEl
SELinux B S1gAY8E
ARBPARRENASACNE, ERRNSHEIN KRN .
X4, BRIRSBMBEER0bject r,
EFNAEEREESystem 1,
FB P RIESELInUXHS EEN RIS IR BMmAE.,
= SELINUXERESEAY Atargetedi, AFRIMAE Asystem r;
= HSELinuXZRREZEE Amis (strict) BY, FBPBIAEAsysadm r. staff r. user r,
- AFMAEE, RURKRFRGID, FEAeEEEAEINNE, BRILUESEZT
A, ERE—ERREFER— A,

@
{-X
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2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

Policy

s FRNEMERE: TPYE

SELINUXEEBRIZRRIGEIR (subject) FIZ{K (object) ¥ ARNERIA, EF
PERMEFRFIZEAREN T —1PHRE, EITFSELnuEGEEEN T E S HFT
BHERUB AN SHFRIERES, AHEREEREINRIME,

AP RESHATRRIHIEEXREAY, EHZEE (type) WBARIEL (domain) .
SELINuxEBYZSELinux security contextfPEREEEAIZMZ, RSELinux Type
Enforcement (SELinuxSZs&dl (TE) ) BOOME, Fu(ELL" t"HE.
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2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

Policy

m PN EMRE: LEVEL
SELinuxZ&BIEmls (strict) SERRHNE M,
— P mISEER—XKE, BERLAERS-S55, WNREKIE—EY,
WA LMNERERS, 20s0-s05s02—Hm,
HRIEEENXHNLZEER0-515, HFHSNERLS,
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2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

Policy
n RN ESRE: CATEGORY
o SELinuxsy2@mls (strict) ZREERIEIE, AFESELnuEX . BR. BFE
RBRIH X,
o BRIEEE XI5 2E/9c0-c1023,
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2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

Policy
n PR EHEEE Is-Z/ps-Z/id-Z
SELINUXXIEZHFRITFZap M 7182, BILiamIl— 1" -2 SV E R EARFIER

HNZ&e F T3,
A’FE?@:TYCO ntexts/BEMIRFapSRE, BRENA/ L TEHDS, B
U TR,

BE MY contextsBMHENGSEESIS —Z. ps —ZF0id —Z,
s Zap L EEZEBENHINEBFREFRABTLUER

ps /FEREFHENZE L TXER

d Z2EEHFERESTNZE LT ER.
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& Teach-CentOS 7 - root@CentosTTeach:/ - Xshell 5 (Free for Home/School)
IR REE EENV IRM EEEE) &S00 #E8H) & sshyfroot === @311,69.35.213:22 -
106 - Gi - Do 8-n-9-4- €@ 6 [+ - M - b EENSESE, SRR,

T :

[root@centos?Teach /]#|[1s -z /var}ﬁoq/Firewa11d|

-rw-r--r--. root root system_u:object_r:firewalld_var_log_t:s0 /var/log/firewalld -
2_ SE [root@cCentos7Teach /]# ——FIEEE
[root@centos7Teach /l#[ps -Z
— | LABEL PID TTY TIME CMD

unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 4399 pts/0 00:00:00 bash
unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 5461 pts/0 00:00:00 ps
[root@cCentos7Teach /]#
[root@Centos7Teach /]#|id -z | ]
unconfined_u:unconfined_r:uncontined_t:s0-s0:c0.c1023
[root@Centos7Teach /]#

[root@centos7Teach /]# _

3 1010 ¥ contexts Bl R
4R e

system_u FFHLIHE B RN RIRfE SELinux A PR
object_r FHREERANATRE R
admin_home_t EFEV{HH) SELinux BIE{ZEE reot BRR-ABF
s0 FARE AR 2RI

.

. . B ST -
JE‘@EF‘ Eg\jj(% /| sshi//root@211.69.35.213:22 @SSH2  xterm I 100x40 1. 12,24 1835 CAP MUM




2. SELinux

2.6 SELinuxfh/R{EFN L FECE

Policy
s PR

24 cheon

[thiEd

cheon 5% AILAZP 3 SELinux 2 F T30,

[5£]

# cheon [3£IR] [-u SELinux A A1 [-r g&]1 [ Rl [t 231 0
# chcon [3%Im] --reference=8E£T{ T

[ETiREH]
cheon #5441 5 B iHRRI0FE 10-11 B
2 10-11 chcon STk AR
p-3 0] HER
R BT B RN E T
--reference MR B B RETE FT X
-h -—-no-dereference, BiM[EFFoikE

-U

—-user=USER. wHEBHAANEELITY

T

—role=ROLE, iz EE{rFE2MigHIFR

—range=RANGE, %% set role ROLE in the target
security context BTS2 iMBREE

-t

~type=TYFE. {IE{rizERIEE LTI 2#EE

JRREZD RS / kel / 139382 *

ETIERRRER




2. SELinu

Policy
s FRY

TRIREZIAY / TR / |

& Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) —
MR &E|E) EEV) IR0 BEEEE) &#0W) ZEH) B sshyffrootrsrasseess @211.69.35.213:22
0 GE- O&-53-9-4- €@ 18 B-E- @0, »EEEEs

1Teach-CentOS7 = (3

a X

P

46

-
[root@Centos7Teach /]#|cp --preserve=all /var/log/firewalld ~/|
[root@Centos7Teach /1#
[root@Centos7Teach /]# cd ~

[root@cCentos7Teach ~]# 1s

demo.conf samba.install.sh vsftpd.install.sh

firewalld samba.remove.sh  vsftpd.remove.sh

[root@Centos7Teach ~]#

[root@centos7Teach ~]# 1s -z firewalld

-rw-r--r--. root root system_u:object_r:firewalld_var_log_t:s0 firewalld
[root@Centos7Teach ~]#
[root@centos7Teach ~]#|chcon -t admin_home_t firewalld |
[root@cCentos7Teach ~]#
[root@cCentos7Teach ~]# 1s -z firewalld

-rw-r--r--. root root system_u:object_r:admin_home_t:s0 firewalld
[root@Centos7Teach ~]#

| [root@centos7Teach ~]# _

B ARSI
ssh://root@211.69.35.213:22 @ssH2  xterm I 80x40 0. 1624 18

Ll
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CAP NUM
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2. SELinux 2.6 SELinux#p/RIETRDE Fx2Be e

Policy
n P RYE

&2 semanage

[5]
‘ # semanage [#IM]
(§= AL
semanage ars kTN I3 HiREEINE 10-12 fr .
% 10-12 semanage s ATmx A
-1 HEd
-a —add, FmiEEEE F T
-d —delete, MEFEERIMIzEE ETH
-0 —deleteall: WERFIBRITMEEEX LT
-m —modify, fEEiSERIRTTEE TR
8 —list: BTRIRRTEEZ TR
-n —noheading, BT LEEE
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& Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) — O *

48

TP BEE =BV IEN AREE) BOW BHH 8 sh/rooeg o e .
2ol B Q& o-9- 4 €8 UG B~ - . SENEESE, SssuE .
1Teach-CentOS7 = (3 3 E

. [Eooﬁ@C§ntOjTEea?h ~]#|semanage fcontext —! | ~

-bash: /usr/sbin/semanage: No such Tile or directory /7

2 - SELI n u [root@centos7Teach ~]#|yum install semanage /J\{Eﬂ:]J:—FIEBE
Loaded plugins: fastestmirror

Load1ng mirror speeds from cached hostfile
base: mirrors.cqu.edu.cn

epel: mirrors.tongji.edu.cn

extras: mirrors.cqu.edu.cn

Policy .
updEtes: m1rrors.cqu:$dgicn
No package semanage available.
| | |\ Q ;‘ Errgr: Ngth'ing tggdo

[root@Centos7Teach ~]# |yum provides semanage |
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: centos.ustc.edu.cn

epel: mirrors.tongji.edu.cn

extras: centos.ustc.edu.cn

—
E

Ed

=

a
Ed

=

o

1 % updates: centos.ustc.edu.cn
policycoreutils-python-2.5-17.1.el17.x86_64 : SELinux policy core python

rutilities
Repo : base
Matched from:
Filename : /usr/sbin/semanage

[root@Centos7Teach ~]#|yum install policycoreutils-python |
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
base: centos.ustc.edu.cn

epel: mirrors.tongji.edu.cn

extras: centos.ustc.edu.cn

updates: centos.ustc.edu.cn

Resolving Dependencies

--> Running transaction check

---> Package policycoreutils-python.x86_64 0:2.
--> Processing Dependency: setools-Tibs >= 3.3.

Bl

E

kS

*

5-17.1.e17 will be installed
8-1 for package: policycoreutils-

python-2.5-17.1.e17.x86_64
--> Processing Dependency: Tibsemanage-python >= 2.5-5 for package: policycoreut
ils-python-2.5-17.1.e17.x86_64

.

|- Ry s pang s @
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2. SELinu

Policy
m FRY

& Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) — O *

49

IR REE EENV) IRM EEEE) &S00 #E8H) B sshy/frogtFrrrsasnasss @211.69.35.213:22 -

- |0 G~ O E-2-9-4- €@ B - - . b SENSESE, SRR
1Teach-Cent0S7 = (B4 =

1.e17.x86_64 "

--> Processing Dependency: Tibapol.so.4(VERS_4.0)(64bit) for package: policycore
utils-python-2.5-17.1.e17.x86_64
--> Processing Dependency: checkpolicy for package: policycoreutils-python-2.5-1

17.1.e17.x86_64

--> Processing Dependency: Tibgpol.so.1()(64bit) for package: policycoreutils-py
thon-2.5-17.1.e17.x86_64

--> Processing Dependency: libapol.so0.4()(64bit) for package: policycoreutils-py
thon-2.5-17.1.e17.x86_64

--> Running transaction check

---> Package audit-Tlibs-python.x86_64 0:2.7.6-3.e17 will be installed

---> Package checkpolicy.x86_64 0:2.5-4.e17 will be installed

---> Package libegroup.x86_64 0:0.41-13.e17 will be installed

---> Package libsemanage-python.x86_64 0:2.5-8.e17 will be installed

---> Package python-IPy.noarch 0:0.75-6.e17 will be 1installed

---> Package setools-Tibs.x86_64 0:3.3.8-1.1.e17 will be installed

--> Finished Dependency Resolution

WRREARE /bl /

" Dependencies Resolved

Package Arch Version Repository Size

Installing:
policycoreutils-python x86_64 2.5-17.1.e17 base 446 k

Installing for dependencies:
audit-1ibs-python x86_64 2.7.6-3.e17 base 73 k
checkpolicy x86_64 2.5-4.e17 base 290 k
Tibcgroup x86_64 0.41-13.e17 base 65 k
Tibsemanage-python x86_64 2.5-8.e17 base 104 k
python-IPy noarch 0.75-6.e17 base 32 k
setools-1ibs x86_64 3.3.8-1.1.e17 base 612 k

Transaction Summary

Install 1 Package (+6 Dependent packages)

Total download size: 1.6 M

Installed size: 5.1 M

Is this ok [y/d/N]: _

b ieiarm s aes =y - =
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2. SELinu

Policy
s FRY

TWRREARE /i /

[root@Centos7Teach ~]#|semanage Togin -1 |

& Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School)

MF) REE) EEV) IEM HEIEEB) SHOW) #EEHH) B sshyfrogtrrmressrrs @211.69.35.213:22

0F - | G- O&E-53-9-24- €@ L8 & - -0

1Teach-CentOS7 = (3

3 EEN=/E,

Login Name SELinux User MLS/MCS Range Service
_default__ unconfined_u s0-s0:c0.c1023 *
root unconfined_u s0-s0:c0.c1023 ®
system_u system_u s0-s50:c0.c1023 ®
[root@centos7Teach ~]#isemanage module -1 | tail |

wine 100 pp

wireshark 100 PP

xen 100 PP

Xguest 100 s]s]

Xserver 100 pp

zabbix 100 Pp

zarafa 100 PP

zebra 100 PP

zoneminder 100 pp

zosremote 100 PP

[root@Centos7Teach ~]#

[root@cCentos7Teach ~]#|semanage port -1 | tail |

zabbix_port_t tcp TO0ST

zarafa_port_t tcp 236, 237

zebra_port_t tcp 2606, 2608-2609, 2600-2604
zebra_port_t udp 2606, 2608-2609, 2600-2604
zented_port_t tcp 1229

zented_port_t udp 1229
zookeeper_client_port_t tcp 2181
zookeeper_election_port_t tcp 3888
zookeeper_leader_port_t tcp 2888

zope_port_t tcp 8021

[root@Centos7Teach ~]#

[root@centos7Teach ~]# _

- R o=y

ssh://root@211.69.35.213:22 & S5H2 xterm I 80x40 i, 32,24 185
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2. SELinux 2 T2 EEHS

httpd B FRAYSELINUXZ 2R A8

(1) TiRME
SELinux ZEREE FIEGE XREAY, B SELnux §31 hitpd RS AIERSIEE 2%, AENTIRE
Al R RSP SR R B A RS, SO e R R n csRs T, B R R T

(Dt ¥ hitpd BlAssb BB P AR, B E S T Frr-

‘ # setsebool -P httpd_can_network_connect_db 1 |
@71 nitpd 3555 CGI 2R, AREG SR

‘ # setsebool -P httpd_enable_cai 1 |
(SFLYF hitpd i75(5] cifs ITHRGEER, HIR e ST

‘ # setsebool -P httpd_use_oifs 1 |
@sL¥F Apache M mod_auth_pam 1831 , Hi8{Far S 0T P .

‘ # setsebool -P allow_httpd_mod_auth_pam 1 |
E#73F hitpd 53] NFS 3£ 55E, EREm ST,

‘ # setsebool -P httpd_use_nfs 1 |
EIT hitp SHAHIEERE T, BREaS0 T .

‘ # setsebool -P httpd_can_sendmail 1 |
(DFLYF hitpd LS memcache RS EE, HiE(Far ST AT

‘ # setsebool -P httpd_can_network_memcache 1 |
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2. SELinux 2 T2 EEHS

httpd@?&ﬁ% Clinn w2 a1k

(2) B2t TX

INPEBEE TR (40 Apache, FTP. rsync %) HEAREIATCH, ALLEE T H=Re
T35 public_content_t =k# public_content_rw_t, rds2 4 FT 30T FERRIFIFTER
SRR S, MRS RS, NIFER public_content_rw_t FRERIFRE .

(D@ n public_content_t ZERBI4R3E, #iT hitpd fR&51EELvarnttpd B, HifEm%
T ErT-
# semanage fcontext -a -t public_content_t "fetc/httpd(/.=)?"
# restoracon -F -R -v fetc/httpd

Zi@iTiFh0 public_content_rw_t ZERIREE, f1F hitpd T[ESNarwww BREETET -
2R, ZeBEEEHETRIRE al_nttpd_anon_write, Bi8{Far S 0T A .
# semanage fcontext -a -t public_content_rw_t "/var/www(/.*)?"

# restorzcon -F -R -v fvarfwww,/html

B SEFFENE 2 L TR EEMZRRI0% 1014 Fir.
* 10-14 =5 FRIGHEC RS

XS EFdNE I PN

Mvar/cache hitpd_cache_t

Apache B4 httpd_config_t

{E3 CVS BRI HEE httpd_cvs_content_t

Apache BEN 4R hitpd_log_t

httpd fHIEMEFER hitpd_squid_content_t

hitpd ZifimE httpd_sys_content_t
WEPEHXRSE / Bl / 139382 A hitpd FEE hitpd_sys_rw_content_t




2. SELinux 2 TN

FTPFEXAISELINUXZ & EERE

(1) TRE

Dsiif ip XS APKEFRPENER, HREaw ST s

‘ # setsebool -P ftp_home_dir 1 |
@Ak S B fp ARSI REPLIPTE, BRGS0 FE.

‘ # setsebool -P allow_ftpd_full_access 1 |
@it fip FEEEIER , HiEFan S 0T Fir.

‘ # setsebool -P ftpd_connect_db 1 |
@it fip HE cifs R4, ARSI T AT

‘ # setsebool -P allow_ftpd_use cifs |
E5it fip HE NFS o &%, B eS0T k.

‘ # setsebool -P allow_ftpd_use nfs 1 |
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2. SELinux 2 TN

FTPFEXAISELINUXZ & EERE

(2)y =22 tTx
BiEpr it SERE RS FT 0t S B E*RI0% 1015 fir.
#+ 1015 g FRGHECRR

S E R il il T 2
lete/ BT/ fip 245 fipd_sct_t
Feiil fip RN fpd_tig Tis4T fipd_exec_t
o) fip 32 FE{WqT ftpd_initre_t 18 T~iS9T fipd_initre_exec_t
fip iR fipd_lock_t
fip FEAmp BF T £ AR fipd_tmp_t
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2. SELinux 2 T2 EEHS

My SQUIESERISE Linuxze 2 5585

(1) T/RME
D APEE MySQL RS, BRGS0 T FiT.
‘ # setsebool -P allow_user_mysgl_connect 1 ‘
@1t mysqid REEEMENROS, H#EaSI0T rm.
‘ # setsebool -P mysqgl_connect_any 1 ‘
()T TX
Birr H SEFRERRES T3R5 BRI 10-16 Frr.
* 1016 & F MG EEERE

NS B T2 FTIIANEE
mysald FiEEES mysqld_db_t
TERATE/etc/B R T mysal it mysqld_efc_t
1] mysal 2 R {R7E mysqld_tigdisfT mysqld_exec_t
1) mysql 32 FE{W7E mysqld_initre_t i dhi=qT mysqld_initre_exec_t
e mysqgl 3 FERTE mysqld_safe_tigidiziT mysqld_safe_exec_t
mysql FEAETEAmMp B F T AR mysqld_tmp_t
mysgl FEiETE variun BE T8RS0 mysqld_var_run_t )
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2. SELinux 2 T2 EEHS

My SQUIESERISE Linuxze 2 5585

(1) WA
DR APEE MySaL iRSE5, Hig{Far S0 T FT-
‘ # setsebool -P allow_user_mysqgl_connect 1 ‘
@DatiF mysqid REEEMENROS , HREmSI0T prm.
‘ # setsebool -P mysqgl_connect_any 1 ‘
(2) Ze tTH
B ESRRE RN Fe T at R ERF I 10-16 Arr.

+ 1016 T PRI BEXRE

HHS Bt T PR ANEE
mysald #iEEST % mysgld_db_t
TrigT/etc/ B3R T mysql 37 mysqld_etc_t
{eil mysgl 3B FR{R7E mysald_tigshizsT mysqld_exec_t
{1 mysgl 32 EERTE mysqld_initre_t faiehizfT mysqld_initre_exec_t
{&i) mysql 32 FE{UAE mysald_safe_t {3 fhizdT mysqld_safe_exec t
mysql TEiETEAmp B TBIERT mysgld_tmp_t
mysql FEAEFE varirun B T i mysqld_var_run_t
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EASELINnUXBLEIEFHhttpd &= &t
s EFZBinOAmRNLRIZE IR

(X



& Teach-CentOS 7 - root@Centos7Teach:/var/www/html - Xshell 5 (Free for Home/Schoal)

R SEE ==V IEM AERER) SO0 EEHH) RPNy — R R .
- R 0 e-w-9-A- P 26 G- - . P SENSHSE, SR
1Teach-CentOS7 = (3 3

[root@Centos7Teach html]# 1s ~
[root@Centos7Teach html]# systemctl stop firewalld
[root@Centos7Teach html]# systemct]l start httpd

T

[root@Centos/Teach html|# getenforce |
Enforcing

[root@Centos7Teach html]# sestatus

SELinux status: enabled

SELinuxfs mount: /sys/fs/selinux

SELinux root directory: /etec/selinux

Loaded policy name: targeted k
Current mode: enforcing

Mode from config file: enforcing
dPolicy MLS status: enabled

Policy deny_unknown status: allowed

Max_kernel policy version: 28

1

Lroot@cCentos7Teach html]#
[root@cCentos7Teach html]# vi /etc/httpd/

conf/ conf.modules.d/ modules/
conf.d/ logs/ run,/
[root@Centos7Teach html]# vi /etc/httpd/conf
conf/ conf.d/ conf.modules.d/
[root@Centos7Teach html]# vi /etc/httpd/conf/
httpd.conf httpd.conf.rpmsave magic

[root@Centos7Teach html]# vi /etc/httpd/conf/httpd.conf

[root@Centos7Teach html]# systemct] restart httpd

Job for httpd.service failed because the control process exited with error code.
See "systemct] status httpd.service" and "journalct]l -xe" for details.

t: disabled)
Active: (Result: exit-code) since wed 2018-05-09 23:33:22 csT; 1lmin 12
|s ago

Lroot@Centos/Teach html]# systemct| status -1 httpd
httpd.service - The Apache HTTP Server
Loaded: loaded (/usr/1ib/systemd/system/httpd.service; disabled; vendor prese

Docs: man:httpd(8)
man:apachect1(8)
Process: 6782 Execstop=/bin/kill -WINCH ${MAINPID}
Process: 6780 ExecStart=/usr/sbin/httpd $OPTIONS -DFOREGROUND

Main PID: 6780 (code=exited, status=1/FAILURE)

.

B AR .

ssh://root@211.69.35.213:22 @55H2  xterm T 80x40 0. 4027 1&E CAP NUM




«F Teach-CentOS 7 - root@Centos7Teach:/varfwww/html - Xshell 5 (Free for Home/Schoal) — O *

| wm smE =E0 TEM BEOEE SOW EEE) 8 sshfrookron@al] 69.35.21392 .
2ol B Q& o-9- 4 €8 UG B~ - . B EEIEEeE, SR
1Teach-CentOS7 = (3 o |

Ll

Loaded: loaded (/usr/1ib/systemd/system/httpd.service; disabled; vendor prese
it: disabled)
Active: (Result: exit-code) since wed 2018-05-09 23:33:22 csT; 1min 12
{s ago L
g Docs: man:httpd(8)

man:apachect1(8)
Process: 6782 ExecStop=/bin/kill -WINCH ${MAINPID}

Process: 6780 ExecStart=/usr/sbin/httpd $OPTIONS -DFOREGROUND

Main PID: 6780 (code=exited, status=1/FAILURE)

May 09 23:33:22 Centos7Teach httpd[6780] (13)Permission denied: AH00072: make_s
ock: could not bind to address [::]1:801
May 09 23:33:22 Centos7Teach httpd[6780] (13)Permission denied: AH00072: make_s

ock: could not bind to address 0.0.0.0:801 i
May 09 23:33:22 Centos/Teach httpd[6780]: no listening sockets available, shutti
ng down F

IMay 09 23:33:22 centos7Teach httpd[6780]: AHO0015: uUnable to open logs

May 09 23:33:22 centos7Teach systemd[1]: httpd.service: main process exited, cod
e=exited, status=1/FATLURE

May 09 23:33:22 cCentos7Teach kil11[6782]: kill: cannot find process ""

May 09 23:33:22 Centos7Teach systemd[1l]: httpd.service: control process exited,
code=exited status=1

May 09 23:33:22 Centos7Teach systemd[1]:

May 09 23:33:22 Centos7Teach systemd[1l]: Unit httpd.service entered failed state

May 09 23:33:22 centos7Teach systemd[1]: httpd.service failed.
|[root@centos7Teach html]# semanage port -a -t http_port_t -p tcp 801
[Foot@Centos7Teach html1]# semanage port -a -t http_port_t -p tcp 802
[FOOTE@CEntos/Teach REMIJ# Systemctl restart Attpd

[root@Centos7Teach html]#
[ root@Centos7Teach html]# semanage port -1 | grep http

_cache_port_t tcp 8080, 8118, 8123, 10001-10010
_cache_port_t udp 3130
_port_t tcp 802, 801,|80, 81, 443, 488, 8008, 8009,
8443, 9000
pegasus_ _port_t tcp 5988
pegasus_ s_port_t tcp 5989
[rootudcentos/Teach ntmil]# _

.

|- Ry aE 2 e e -

ssh://root@211.69.35.213:22 @55H2  xterm T 80x40 0. 4027 1&E CAP NUM

T s — — e =




3.Pa kIS 3 Bk

HXKIER RS SR EHIEERRIER S,

o KIEEIERY R AR LV SS RIS BEZ2E], B2

eI B ETERSS, HEEZIIREN T,

= EIBUHRIEAANIE: SIPHEEAREN— RO TS KB LB AR
ERRILS, B2 MRIRAOBRS U/ B, S RE RSN ST,

= RIPEFRIBIBORS . MFERSRIGNINEIRS, PIYEEANDER, &
AR SS BB IRV

= WUFHRE: ASEESITIRS BNR LM, FHrESE, EEARBEIHNER
COUHESIERARIMUEE, MENERSEESEEEENENT.
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3.0 XIS 3 K

fKIEEED A= R, NMACE, RS,
g @L,EEBEM%.

BT K ERIEM S EFEREFASIERIENR, B HIEEAISLER.
P, LR, mONSREM SRR T, ASTSTRERIR XIS iEMN
(Filtering Rule) #1712, —BERIMENIELHIE N2 180 S5TEMN
NTES, NARESEARNE TAMZ e 25 tirEid.

BT IESE SRR N EERY, (ERAREHEZEILASHMNAIZEK,
E NN E SRR K SRR L

LR E TIFENSENERER, TeEF e FHISERSBE.

) y
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3.fa kIS 3Bk

PIEEEHHTE: iR MARIE R,
m NIRRT
NACEL G EZRBIRCRE RIS, ERBEBRIEFPinRil—1
PGSR, AmEEEIRFRS:, FHEBIRS R EIRISIRE ARG,
SRR,
ZHPREFEHNIEEROE PimES, "N ANY DT RIRERIEN RN IE
XA EIE, BYMENCIENNERX N EERSm RS,
N IR X IE N EERIEEUR R M RVE B X HrEUE, BErtliREER DI
fRos=s HTHBE "B BRI E,
R FRCEERS XIE R SEIREFRS], e/ MW E B E SRR A i m
HERRIE R
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3.0 XIS 3 K
fpXIEEED N=3E: 8)Ts. AR, RS,

= RS L,LJBE)UI

B EE IRSR FIRREER, EARSINWEEIERE TIERIRIIE N RAHEMEX
SUERYTS A PESBISHIS MRS TR, FHRESFILERN TR 2R

H( AT NISERE 7B EIREASKER. X, Helk, imLUN SEESE
SRHITOHEM L, e 7'&1EdiE (Session Filtering) "TI8E,

RSB IEERR 7 E4ebn K iEBER Tl L #UEE LEkMEERIse R, B
ZE XIS 2, H—LERRIRSS ssE HRin1d 2 ﬁ'ﬁ*r*ﬁEEE’J?Eé—E

foR,

) y
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3.PaKIE 3.2 LinuxBBkis

Linud@tt ¥ — M IEREMFRIKIE TR Netfilter/iptables
(http://www.netfilter.org)
1z iETRzE%2:, Bl REE = La3uaiT.

= Netfilter/iptablesIggs@ KEFEARE, AILITRAMRLEEH T/E4H
RYEH,

s F—NEBHLNUERANTERE RREONIIEZEE, iptablesiFRE
INRLINUXARSCI eI R INBeRY S 4 A R 7.
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3.PaKIE 3.2 LinuxBBkis

Netfilter/iptables (IPEEEITIEERESLR) 2 FINgea AT H, 0]
T 70, fwiafnfisRELN,
s AN ERERESIEE T EE P X IErmBIE AR ESR, EFEEE AN

HIEEILEERT, FEIZEERELnuxRZA, mdEES, UKo E
AER95E (chain) H=,

= Netfilter/iptablesz=E E2"8BPSLA", BLfr B MAGFAER, 732
Netfilterfliptables,
NetfilterdB{4F709"Wiz=siE) (Kernelspace) , 2RZAI—EF7. BHEIEIREEE
SRR, XLERE SN AR RIS IERIHIN £,
iptablestBHE2—M T H, FRA'BFP=(E (Userspace) ", BfEEA. Wﬂﬁu

MPRETIERTFRIMNIESE S, BIERARENLEZEEENIL,
NN FEE R BRI SR RITIEER T,
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3.PaKIE 3.2 LinuxBBkis

MNRERIZIIREFT LR, 5L BrItha B a F L EEEHY
SRR N IZ AT IR,

s NEENHIESSINITE, BRAACCEPTRIFZEIEE @Y, DROPIEREJIECTR
PHEFRILEIEE,

= IREMNFANEAHIR AR BILUEHINSE7E e, EERINPUTHE, OUTPUT
§&. FORWARDIESHIR AR BAOBATHE, SINEAEE A FsEan
(QOPREROUTINGFOPOSTROUTING) , AN ENMAYRE,
WREFIBREREINAFRERSR, BBANZEEEGEENIZEURRITIERAIINPUTEE,
WRHIBERERZASP R AR AFMEZNIAEINENEMR, FEMEIEEZERIES—MINIRSE, A
HIREHEBEIOUTPUTHE,
WNREHIEEIREB NIRRT RIE N ERRRIEIEEREBEIFORWARDE,
s BUNFFSEMIEE SNBSS, ML TR TIIET.
Wiz ENARTEEE TE, JFIREEIALME, AZSREsirenLEE, THEHEENE
AOIE, XA ESE

4 wp
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3.PaKIE 3.2 LinuxBBkis
FIREELINnuxBE X IEF RIS I AR E v,

A
== (DROP)
wﬁr INPUT chain (&1 A8 B :
£E8
FORWARD chain (3E&HE
- HESHEED
EZ
- QUTPUT chain (EHE) - Eiihe
Bz

B AR
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3. BEXi%]Z 3.3 iptableshIEt EETE

iptables

185T M Netfilter/iptables & FRER14F % an < iptables 3257 e, FAFANEFMRIFE
5 PIE TIR AU E R e AR, SCIEA IS - . PRI SR EAL A e i —
RO TFror-

# iptables [%IG]
iptables &< f%R AR 10-19 FiT.
3 1019 iptables 53k
2] ik
[-1 tables] eI B ] =
command SES iptables S EHITAVERTE
match TE < #4R ES HL MIILED R Rz BRRHHE
target HiI5E S H I LB AR Bt T+ 2 BefE
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3. BEXi%]Z 3.3 iptableshIEt EETE

iptables: tables&%

w [-t table[IBIBIHERIMER MR, FRE2IBFERIEIRE
ERIMINFNSERIEIREIT SRR, BI3M eI ARYZRIEIN, Blfilter. NATH]
Mangle, 1ZEIAERY, WRAKIEE, WFilterBIEROIAZ.

m Filterse

Filter AR BAURS, AIVEFARRDREIEETE, RIESHMEH
/TDROPEEACCEPTIRIE,

FilterZ= = E BT HHREAITIE.
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3. BEXi%]Z 3.3 iptableshIEt EETE

iptables: tables=#§

m [-t tableliBIUDIHERINER I IER, =B 2IBSERIEUE
SROMNFIERIEIREIT ISR, B3FMe]BRIZRIEIN, BPFilter. NATHO
Mangle, 1z ly, WERAKIsE, WFilter BEEUAZE,

m NATE

HIEEPUNRESBENIPHELE, —BAZBInternetfYIPHBLEMEER, BRAAZBM
BRFENEWERBEHILITELKSE, A7 BFRESNENELEM, 1]
ARSI R (NAT)

Bk IERNATEREZ R T LSt 5 R,
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3. BEXi%]Z 3.3 iptableshIEt EETE

iptables: tables&%]

n [-t tableiIZINFCIHFERINERZIMITOER, FTRE SRS ESRBEIEIE
BRI FOERVE IR R T Rk, 3o BrvzREkIn, BiFilter. NATFO
Mangle, 1ZaEIA 2Ry, INRKieE, NFilterBIEENIAZ,

m Manglez

FERFRENEESD, BRIUNERENENELNRNE, FEEZHTTCP
SEMESURIE, XPFEESTHNERNDE, BPPREROUTING, POSTROUTING,
OUTPUT., INPUTFIFORWARD,

PREROUTING: 7EEENHNIEZ /5B BHFINT > SIS XSRS ;

POSTROUTING: TEFTBIEHHIM <~ [EEREIRE;

OUTPUT: EfE8rIBMNZBIENEIEE;

INPUT: EE#KEREIAMZE, BERAFRTENEFRERIEZBENEIREE,;

FORWARD: TEffae 8R4 A& BRI ETSE s ETE S
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3. BEXi%lz 3.3 iptableshIEt EETE

iptables: command&#

F 10-20 @GS B

E . A PN
B commandsg|_sesk e YtablesapSE#,
/— =] . —-append, JERTEEAEFRIIAN - S EHhEEERTHEL &5, W2 P HhEiF= A\
1T EI’\] T;,%{ /IE o A | s HEREEFEIBIFNS M IR NSRRI S }” l2= %')_L',mu o
D —delete, M EAEHIPMEENN - HFEEEEISEEMEEEENN . —EMNNEERE Y

—RIEEANETISAES (SREPEIIEFEEM 1 1ES)

—replace. TERTAPRIEISETE (SREPINNEFEEM 13RS ) BRAN. ©81F
R ERMZITREMD - SEHIFRRMIERLES . -2 PR 8
IR EF AT LLAREHT 05kt MRS S R

—insert. R4RELAINNIE-SoRTEE PG NN - MNREFSA 1. M0SIHE FIELER
FIBEA RS A 1

—list: TRETASE PRIETEAN - iNREEEER . B TEERGHAENE, NRFREETT
8. METHAENEE - FERLSTEGESHEEm. 0ty EE58

—flush, HERTAANE - MPETEENR: WETHERPIEE, IRFEETTSE. W

-L

AP FATEH
-Z —zero. {OfEEEE (MNMFIETE . MBLARTES) RIETEHEHEIEE
N —new-chain. 1RiBF FIEEREF B ETT0E

—delete-chain. WEFISERIRFEEXE . MR EWE M - MRWsIA- WiszE
X gaﬁﬁgﬂﬁ?ﬁﬁﬁﬁﬁ*—i ZHEMAN - RERREEH, BREGSHSMEINERREEN

—policys #E3%ESH AR target ¢ T]ARYE DROP 30 ACCEPT), j2- target $705%H8 " FR
-P EUR TS MMIT e s A R RS - DR PRSI A I RN B AEREENE e
B BT 2 E ARG R

—rename-chain: WEEXFRIMTES R, EENESTA FRFEG. EETrh
MEE. W SENSEREEEHIERE

WEPEHXRSE / Bl / 139382 h ~help, BTEEENEE

-E




3. ij—Xi%]Z 3.3 iptableshIEt EETE

iptables: commandZ&#y
m commandEiptablestp S FRIEREZEH/LESD, HEXiptablesapSEH

1THIERAE. Bla0, AN, SRNARIIEEROR BRI .

% 10-21 FpARRIR A Hihee
p3 ] 13 1as 3 T ey ThiciHA
AT ERILE Y. BS-istEM - R filaiEREEOm
v —list —apend. — | Hht - MOIEGEETE - TOSEE - FHi0@HEEE, Edhit#E K.
—ve rl,mse insert. --delete 0 | M B G AEE{EHY - 05 -v 0--apend . --insert\ —delete si—replace &
replace H» iptables it MTHE B A RMMZATREER. LEESER
Rl
et | st st A BT EROAIE, $E, RATO A istEm
s st R APRY P MR O L SER IR A BT Mr2EiAaE=E i
—-numeric FHlE - FiEEEERERE . 8, ERthE -t EA
~line- st SR —ist ERRLEAR: EREETESENNREREPRES 75
numbers A AERS
~C» .
~set | oS TSP | A R 48
counters
HIRIR&R iptables FENFEHEHERANER - ZEFEFHRN—1i%
—modprobe | s TR, Fi— modprobe #& TAIRERAMYBAEIE - 572 MEl
TEAEEAEAT AR — - EE R BITHER RS L. iptables thAnEHNE
#E
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3.f5KiE

3.3 iptablestYEc EETE

iptables: match&=#

= iptablesas<SAYA]IEMatchElss, IEEHURE SN LA EBHIHE

(QOEAEUERD B RIS R i 1)4) , BRI,
generic matches: BRILED, 1ERTFTEHIANY;
TCP matches: TCPILEZ, ReeHTF A TCPE;

UDP matches: UDPPLEZ, HReeATFULEZUDPE;
ICMP matches: ICMPItEE, HeERFILEICMPE;

status matches: JAZSPUED, RIBRSHITIUES, WFFBEEF A EBERAIRSIZE,
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3. B]}J_Xi%lz 3.3 iptableshIEt EETE

iptables: target=#{

. BHineBANEERRE, RESHMUEEREIREAZINI T ARIE,

= [RTARWWRPEXHBIRZS, EBITFEZ R BRIBREIA T EZ S HMUAIBETR,
gALOG (Ic®HTE) . REDIRECT (HEEEEM) . MARK (fRiciUEe) .
MIRROR ($E{&%UEE) FIMASQUERADE (HZE51EE) .

#F 10-23 FEH BinEzEHE
&8 1
ERHRE, SRR SEH ACCEPT B2 NEMNEWET (RIFEEER

ACCEPT | ), HEHEIL R (BATHIRDAREEHE—E b, A 5EREn
E25), HBIEE 4 ACCEPT

EHEE, SRR SEH DROF BirAIN S £ ER SAE FEiRE. FETHEH

OROP | s ” weon@, & Eémtigss 0 DROP
nesecr | BESHER, ZEFIIESS DROP B4HER: {8 H DROP ff - 41 DROP FRIIE

REJECT & Hirix HE & s $1IEBATEEE /7. BT ISE A REJECT

FBIbiEE R, FANHizE RETURN Birit SiE#NLEREREE LR D a8 Eama
RETURN | §§, mRELE INPUT 22589558, ISR E6IAIEN S5 SEMRE . BWiSE-
RETURN
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3.\ iE 34 iptableshieE®
iptablesASHCE |

m T yum install iptables iptables-services
[R5 systemctl start iptables

X4 systemctl stop iptables

FHLBRsI: systemctl enable iptables

2 \\FEE5N: systemctl disable iptables
JRZS: systemctl status iptables
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& Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) — O *

IR SRE|E) EEV) IEM EREE) S0 EEHH) B ssheffrooterrrssssans @211.69.35.213:22 -
- |0 G~ O & -2-6-4- €9 LG F- . b SENSESE, SRR

1Teach-CentOS7 = (3 =

Ll

[root@Centos7Teach ~]# systemct]l is-active firewalld

active

[root@Centos7Teach ~]# systemct] is-enabled firewalld

enabled

[root@centos7Teach ~]# iptables --version

iptables v1.4.21

[root@Centos7Teach ~]#

[root@Centos7Teach ~]# systemct] stop firewalld

[root@Centos7Teach ~]#

[root@Centos7Teach ~]# systemct]l disable firewalld

Removed symlink /etc/systemd/system/multi-user.target.wants/firewalld.service.
Removed symlink /etc/systemd/system/dbus-org.fedoraproject.FirewallDl.service.
[root@Centos7Teach ~]#

[root@Centos7Teach ~]# systemct] is-active firewalld

unknown

[root@Centos7Teach ~]# systemct] is-enabled firewalld

disabled

[root@Centos7Teach ~]#|systemct] mask firewalld|

Created symlink from /etc/systemd/system/firewalld.service to /dev/null.
[root@cCentos7Teach ~]#

[root@Centos7Teach ~]# [yum install -y iptabTes-services |

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

base: mirrors.cqu.edu.cn

epel: mirrors.tongji.edu.cn

extras: mirrors.cqu.edu.cn

updates: mirrors.cqu.edu.cn

Resolving Dependencies

--> Running transaction check

---> Package iptables-services.x86_64 0:1.4.21-18.3.e17_4 will be installed
--> Finished Dependency Resolution

E

E

Dependencies Resolved

package Arch Version Repository Size
Installing:

iptables-services x86_64 1.4.21-18.3.e17_4 updates 51 k

B (AR EEATE - =
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WRREARE /bl /

] IR SRE|E) EEV) IEM EREE) S0 EEHH) & ssh:ffroob™ = =rrr@a1,69.35.213:22 -
D& B O & -@-9-A- €@ 1B B~ e (@, P EENSESE SEENE.

& Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) — O *

1Teach-€ent057 . + =
[root@Centos7Teach ~]#|systemct1 start iptables | ~
[root@Centos7Teach ~]#| systemct]l enable iptables

Created symlink from /etc/systemd/system/basic.target.wants/iptables.service to
Jusr/1ib/systemd/system/iptables.service.

[root@centos7Teach ~]# systemct] is-active iptables

active

[root@Centos7Teach ~]# systemct]l is-enabled iptables

enabled
[root@centos7Teach ~]#|iptables -L |

JIchain INPUT (policy ACCEFT)

target prot opt source destination

ACCEPT all -- anywhere anywhere state RELATED,ESTA
BLISHED

ACCEPT icmp -- anywhere anywhere

ACCEPT all -- anywhere anywhere

ACEEPT tcp -- anywhere anywhere state NEW tcp dpt:
ss

REJECT all -- anywhere anywhere reject-with icmp-h

Jost-prohibited

Chain FORWARD (policy ACCEPT)

|target prot opt source destination

REJECT all -- anywhere anywhere reject-with icmp-h
ost-prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[root@cCentos7Teach ~]#

| [root@centos7Teach ~]# _

.

|- Ry s pang s @

ssh://root@211.69.35.213:22 @55H2  xterm [T 80x40 0. 2924 1&E CAP NUM

78

3.4 iptablestic&




3.\ iE 34 iptableshieE®

iptablesfilNEIE: wmARCE

s FEREEmO, NEETCPIMYAI22EH PR H RS,
# iptables -t filter -A INPUT -p tcp --dport 22 -j ACCEPT
# iptables -t filter -A OUTPUT -p tcp --sport 22 -j ACCEPT

» XAAZERNRE, WNEEATFEI TCPEMYAI445mOHTE RS,
# iptables -t filter -A INPUT -p tcp --dport 445 -j DROP
# iptables -t filter -A OUTPUT -p tcp --sport 445 -j DROP

s BeERSS IR, WEEIFEIHTTPIRIEERSAY80mm .,
# iptables -t filter -A INPUT -p tcp --dport http -j DROP
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3.\ iE 34 iptableshieE®

iptablestLMESTE : IPHBLIFCE

w IR B —IPHINE, NIBLISEIPHENNIAIE), BRRSFIHITEEPHLL,
# iptables -t filter -A INPUT -5 xxx.xxx.xxx.xxx -] DROP
# iptables -t filter -A OUTPUT -d xxx.xxx.xxx.xxx -j DROP

n EEEIPHIIIER, AEREIPHIUIEL (17216.124.0/24) F{E—3EU051E]
Rz, BBERGHOEPHUEPF—IPHEIE,  (SZ3FCIDA)
# iptables -t filter -A INPUT - xxx.xxx.xxx.xxx/x -j DROP
# iptables -t filter -A OUTPUT -d xxx.xxx.xxx.xxx/x -j DROP
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3.\ iE 34 iptableshieE®

iptablestiMEBIE: Pl SiROES
s EEEIPIAHSEIEISEO, WiEAE—SmIPHI S D R E2285
(TCPIMX) &
# iptables -t filter -A INPUT -5 xxx.xxx.xxx.xxx -p tcp --dport 22 -j DROP
» SOIFRERIPHIINABIRSAIARSS IR, WO REERIPHEIGBI R S ARIHT TP
IRSSim O,
# iptables -t filter -A INPUT -5 xxx.xxx.xxx.xxx/x -p tcp --dport http -j ACCEPT
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iptablesfTMEIE : WEIMYBLE
n BCERBEICMPYMY, WECEEEMIFEIPINGHIUAIMRFHILL,
# iptables -t filter -A INPUT -p icmp -j DROP
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iptablestlMEIE: WEZEORE

= iptablesf XIFPTERIRAFEAN W -REIRENERIZREEMN, a0
A FEAEII G KEEATAYethORRiBEE EFH980im .,
# iptables -t filter -A INPUT -i ethO -p tcp --dport 80 -j DROP
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iptablesfINEIE : MACHIUAL S
» FEEEMACHEUIFTRIPFB BEEKAIE,
# iptables -t filter -A INPUT -m mac -mac-source XX: XX XX:XX:XX:XX -j DROP
n 1B REHE—EEI Pl B EEMACHUEA EN AR R S TR IR .,

# iptables -t filter -A INPUT -5 XXX XXX.XXX.XXX/X - mac -mac-source
XX XX XX XK XX XX ) DROP

» ML E—E P B EEMACHIERI EN BB R Fh922 S im .,
# iptables -t filter -A INPUT -p tcp --dport 22 -5 XXX XXX XXX.XXX/X M mac -mac-
source XXXXXXXXXXXX =) ACCEPT
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iptablestL IR :
s TRIEXIERSHIFR

= HIERERCERY EEIE LR IPHIIEH N ZR G B K IE,
# iptables -t filter -D INPUT -5 xxx.xxx.xxx.xxx/x -j DROP

m HRIERG AN R

= iptablesBy ISR R ESERE PRI TR, AIlBRfilterszt
INPUT$AYSE—5HRN,
# iptables -t filter -D INPUT 1
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3.\ iE 34 iptableshieE®
iptablesAiNIMZEA :

= RN
m YfilterzRAINPUTHERYSE — AN 0 B M ORIR RS, TRz
NI EERE N SN B ML), B &S,
# iptables -t filter -R INPUT 2 1 -5 xxx.xxx.xxx.xxx -] REJECT

= (2

= NfilterzR R INPUTHERIBRANINI Y TR P B EER", IR IAN
NHE8" TorHRINER B EUER", BEcEm<u T,
# iptables -t filter -P INPUT ACCEPT
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iptablesic RN ARAZRIHE
n ENEHIEEEETREY, FEEEKIPIIHTRRE NGO, BEK
EHI R EEIEEERICFEEImessagesBES, LUBEFBLEEHINEZ I

B,
n WP EAN P FEALARIX LS IR 22im O I B #iEEE 210 RE)
messagesHE,

# iptables -t filter -A INPUT -5 xxxXxx.xxx.xxx -p tcp --dport 22 -j LOG
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iptablesERTAFINY -
= iptablespkIEEZLEA, IXEE"THXER =REBNAIBARN,

» [REIFTERIABAGEAEZFZAN
# iptables -p INPUT DROP

» [REIFTERIANE RIEAEZFAN
# iptables -p FORWARD DROP

» [REFFBERIAS L E IEZF AN
# iptables -p OUTPUT DROP
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iptablesfrDDOSI T
m IERRS R SSISRDDOSI S/, 1RiFEudianinl, AJfEiptables
B kS A TIE 0 R b,
= WNSNFIHIEITCP 80um, SuEZE2GET 1000, EonEEiRE, RIS
DIERARIEREUN25,
# iptables -t filter -A INPUT -p tcp --dport 80 -m limit --limit 25/minute --limit-
burst 100 -j ACCEPT
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iptablesBHSYN FloodIi

s K ARFEERAAEREY, XEIEWEERENES, BILUERSYN
PR SRBE LEAREE R E A ANA(E],

m AFFLESYN FloodHish, BINISYNiEEHITIEREIRF,

# iptables -t filter -A INPUT -p tcp --syn -m limit --limit 25/minute --limit-burst
100 -j ACCEPT
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& Teach-CentOS 7 - root@Centos7Teach:~ - Xshell 5 (Free for Home/School) — O K b
P RRE ZEBV IRM ERFE) S0W  #EH) B sshi/frogterressesees @211.69.35.213:22 -
DE- & EB- hHO &8 H3-0-4- €9 L0 @ B - . B EAISNSE, SESNEARE,

1Teach-CentOS7 = (R4 )

[root@cCentos7Teach ~]# iptables -A INPUT -p tcp --dport 80 -m Timit --Tlimit 100/minute --limit-burst *
1000 -j ACCEPT P

[root@cCentos7Teach ~]# iptables -A INPUT -p tcp --dport 8000 -s 10.0.0.0/8 -j ACCEPT

[root@Centos7Teach ~]# iptables -A INPUT -p tcp --dport 8000 -s 192.168.0.0/16 -j ACCEPT

[root@cCentos7Teach ~]# iptables -A INPUT -p tcp --dport 8000 -s 172.16.0.0/16 -j ACCEPT

[root@cCentos7Teach ~]# iptables -A INPUT -p tcp --dport 22 -s 211.69.32.121 -j ACCEPT

[r$ot@$entos7Teach ~]# diptables -A INPUT -p tcp --dport 22 -j LOG --Tlog-prefix "fw-22-port" --Tog-Tle

vel info

[root@centos7Teach ~]# iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT tcp --  anywhere anywhere tcp dpt:http Timit: avg 100/min burst
1000

ACCEPT tcp -- 10.0.0.0/8 anywhere tcp dpt:irdmi

ACCEPT tcp -- 192.168.0.0/16 anywhere tcp dpt:iirdmi

ACCEPT tcp -- 172.16.0.0/16 anywhere tcp dpt:irdmi

ACCEPT tep -- 211.69.32.121 anywhere tcp dpt:ssh

LOG tcp --  anywhere anywhere tcp dpt:ssh LOG level info prefix "fw-
22-port"

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
[root@centos7Teach ~]# iptables -L -n

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:80 Timit: avg 100/min burst 10
00

ACCEPT tcp -- 10.0.0.0/8 0.0.0.0/0 tcp dpt:8000

ACCEPT tep -- 192.168.0.0/16 0.0.0.0/0 tep dpt:8000

ACCEPT tcp -- 172.16.0.0/16 0.0.0.0/0 tcp dpt:8000

ACCEPT tep -- 211.69.32.121 0.0.0.0/0 tcp dpt:22

LOG tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:22 LOG flags 0 level 6 prefix
"fw-22-port"

Chain FORWARD (policy ACCEPT)

target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

[root@centos7Teach ~]# _

- Rritesa-s s - =
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Nmap@— T HRBZNINES AN TE, Bz TEeENH R T
EZEN, FEUMNEN L m O T RIS, EEETuwmOEE
W LTRINAREFRESIRMER, &Mz TE Ml migE
ARGHIZEEIANRAN,

NmapEe—"TIRE ER 2 ARMNSIRN TR, B AMNEESHIR
%=, FANmMaprstlfXLINeeIEREFNEMNEI— P ERIIE,
hELTEeERE L R TBESARHNEARSIVINGRE, 788
B, Bt EHETIRS SRR EhF,
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Nmap;@aNetwork MapperfI48S, HFyodorf£1997%F6l%E, WES
ZNTERNITEZ—,
NmaplEA—RITHZETHE, elEEERU TR,
 B{ERIE,

NmapXZ#F 1023 A0, F S ERT ST,
n EERBRERSR.

Nmap3ziFWindows. Linux. BSD. Solaris. AIX. Mac OSEZ#EE, aliEtaifia.,
m [FHEE,

NmapZi SERERER, EXRAEEEEHE —RERFERK,
= BRI,

Nmap2EGPUMY N &AY, 7EGPL licenseA BRI BHER.
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‘nmap.org!

NMAP. ORG

Nmap Security

Scanner

+ Intro

+ RefGuide
Install Guide
Download

" WHAT.1S.YOUR OPERATING SYSTEM N/ rvs 7
A 15 YO ErnG orens nor 1L/

Book Install Guide

Intro Reference Guide

Corig Download  Changelog Zenmap GUI Docs
- Bug Reports | OS Detection | Propaganda | Related Projects
In the Movies In the News
Security Lists
- Nmap
Announce .

+ Nmap Dev

. Bugtrag + Nmap 7.70 is now available! [release notes | download]
Fuﬁ [Prcineer + Nmap turned 20 years old on September 1, 2017! Celebrate by reading the original Phrack article. £Nmap20!
Pen Test + Nmap 7.60 is now available! [release notes | download)

- Nmap 7.50 is now available! [relcase notes | download]
+ Nmap 7 is now available! [release notes | download]

+ We're pleased to release our new and Improved Icons of the Web project—a S-gigapixel interactive collage of the top million sites on the Internet!
Security Tools + Nmap has been discovered in two new movies! Ifs used to hack Matt Damon's brain in Elysium and also fo launch nuclear missiles in G.1. Joe: Retaliation!

PONNMEPRIR . \/cuc delighicd o announce Nmap 6.40 with 14 new NSE scripts, hundreds of new OS and version defection signatures, and many great new features! [Announcement/ Details], [Download Site]
+ We just released Nmap 6.25 with 85 acw NSE scripts, performance improvements, better OS/version detection, and more! [Announcement Details], [Download Site]

Vi - Any release as big as Nmap 6 is bound fo uncover a few bugs. We've now fixed them with Nmap 6.011

i — - Nmap 6 is now available! [release notes | download]

Wirel + The sccurity community has spoken! 3,000 of you shared favorite security tools for our relaunched SecTools Org. It is sort of like Yelp for security tools. Are you familiar with all of the 49 new tools in this edition?

it + Nemap 5.50 Released: Now with Gopher protocol support! Our first stable release in a vear includes 177 NSE seripts, 2.982 O fingerprints, and 7.310 version detection signatures. Release focuses were the Nmap Scripting Engine, performance, Zenmap GUL and the Nping packet analysis tool. [Download page | Release notes]

Packet crafiers « Those who missed Defcon can now watch Fyodor and David Fifield demonstrate the power of the Nmap Scripting Engine. They give an overview of NSE, use it to explore Microsoft's global network, write an NSE seript from scratch, and hack a webcam--all in 38 minutes! (Presentation video)

More + Icons of the Web: explore favicons for the top million web sites with our new poster and online viewer

+ We're delighted to announce the immediate, free availability of the Nmap Sccurify Scanner version 5.00. Don't miss the fop 5 improvements in Nmap 5
Site News - After years of effort, we are delighted to release Nmap Network Scanning: The Official Nmap Project Guide to Network Discovery and Security Scanning!
Advertising + We now have an active Nmap Facebook page and Trwitter feed to augment the mailing lists. All of these options offer RSS feeds as well

About/Contact
Site Search

[ys—

Introduction

Nmap ("Network Mapper”) is a free and open source (license) utility for network discovery and security auditing. Many systems and network administrators also find it useful for tasks such as network inventory, managing service upgrade schedules, and monitoring host or service uptime. Nimap uses raw IP packets in novel ways to determine what hosts are available on
the network, what services (application name and version) those hosts are offering, what operating systems (and OS versions) they are running, what type of packet filters/firewalls are in use, and dozens of other characteristics. It was designed to rapidly scan large networks, but works fine against single hosts. Nmap runs on all major computer operating systems, and
official binary packages are available for Linux, Windows, and Mac OS X. In addition to the classic command-line Nmap executable, the Nmap suite includes an advanced GUI and results viewer (Zenmap), a flexible data transfer, redirection, and debugging tool (Ncat), a utility for comparing scan results (Ndiff), and a packet generation and response analysis tool
(Nping)

Nimap was named “Security Product of the Year” by Linux Journal, Info World, LinuxQuestions.Org, and Codetalker Digest. It was even featured in twelve movies, including The Matrix Reloaded, Die Hard 4, Girl With the Dragon Tattoo, and The Bourne Ultimatum.
Nemap is

« Flexible: Supports dozens of advanced techniques for mapping out networks filled with IP filters, firewalls, routers, and other obstacles. This includes many port scanning mechanisms (both TCP & UDP), OS detection, version detection, ping sweeps, and more. Sec the documentation page.

+ Powerful: Nmap has been used to scan huge networks of literally hundreds of thousands of machines

+ Portable: Most operating systems are supported, including Linux, Microsoft Windows, FreeBSD, OpenBSD, Solaris, IRIX, Mac 0 X, HP-UX, NetBSD. Sun OS, Amiga, and more.

+ Easy- While Nmap offers a rich set of advanced features for power users, you can start out as simply as "nmap -v -A rargethost’_ Both traditional command line and graphical (GUT) versions are available to suit your preference. Binaries are available for those who do not wish to compile Nmap from source

Free: The primary goals of the Nmap Project is to help malke the Iaternet a little more secure and to provide administrators/auditers/hackers with an advanced tool for exploring their networks. Nmap is available for free download, and also comes with full source code that you may modify and redistribute under the terms of the license

« Well Documented: Significant cffort has been put into comprehensive and up-to-date man pages, whitepapers, tutorials, and even a whole book! Find them in multiple languages here

- Supported: While Nmap comes with no warranty, it is well supported by a vibrant community of developers and users. Most of this interaction occurs on the Nmap mailing lists. Most bug reports and questions should be sent to the nmap-der list, but enly after you read the guidelines. We recommend that all users subscribe to the low-traffic nmap-hackers
announcement list. You can also find Nmap on Faccbook and Trwitter. For real-time chat, join the #nmap channel on Freenode or EFNet

+ Acclaimed: Nmap has won numerous awards, including "Information Security Product of the Year" by Linux Journal, Info World and Codetatker Digest. It has been featured in hundreds of magazine articles, several movies, dozens of books, and one comic book series. Visit the press page for further details

Popular: Thousands of people download Nmap every day, and it is included with many operating systems (Redhat Linux, Debian Linux. Gentoo, FreeBSD, OpenBSD, etc). It is among the top ten (out of 30.000) programs at the Freshmeat Net repository. This is important because it lends Nmap its vibrant development and user support communities.

Nrmap users are encouraged to subscribe to the Nimap-hackers mailing list. It is a low volume (8 posts in 2016), moderated list for the most important announcements about Nmap, Insecure org, and related projects. You can join more than 128,000 current subscribers by submitting your cmail address here:

[ | [ Subscribe to Nmap-hackers |
(or subscribe with custom options from the Nmap-hackers list info page)

We also have a development list for more hardcore members (especially programmers) who are interested in helping the project by helping with coding, testing, feature ideas, etc. New (test/beta) versions of Nmap are sometimes released here prior to general availability for QA purposes. You can subscribe at the Nmap-dev list info page
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s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
TR RsEE EEN) 1R EEEE) SO0 EEH) & sshy//rootrerresama1] 69.35.213:22 -
- B O & -H-9-4- P U6 -0 @ 0. P EAEeE, A,

1Teach-CentDS 7 =

[root@Centos7Teach ~]#|yum install nmap |

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: ftp.sjtu.edu.cn

epel: mirrors.tongji.edu.cn

extras: ftp.sjtu.edu.cn

updates: ftp.sjtu.edu.cn

Resolving Dependencies

--> Running transaction check

---> Package nmap.x86_64 2:6.40-7.e17 will be installed

F

1--> Processing Dependency: nmap-ncat = 2:6.40-7.e17 for package: 2:nmap-6.40-7.e
117 .x86_64
|--> Running transaction check

---> Package nmap-ncat.x86_64 2:6.40-7.e17 will be installed

| =-> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
{Installing:

nmap x86_64 2:6.40-7.e17 base 4.0 M

Installing for dependencies:

nmap-ncat x86_64 2:6.40-7.e17 base 201 k

Transaction summary

Install 1 Package (+1 Dependent package)

Total download size: 4.2 M
Installed size: 17 M
Is this ok [y/d/N]: _

B (A ERISRTENE @

ssh://root@211.69.35.213:22 F55H2  xterm I 80x40 @ 3321 1&E CAP NUM
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s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
MEHF) REE) EENV LEM EEEE) SFOW) E#EH) 8 sshyfrootrrererer@211 50.35.213:22 - 9 7
=R G- O, P SENSESE, SHEEN..

E-n-9-4- €9 HA H-E-@ 2.

1Teach-CentDS 7 = ©

é [root@Centos7Teach ~]#|nmap -sn 10.10.3.201-220 | .
4. 2R

=
Starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 01:57 CST %EE-L-I—IE Nmap
Nmap scan report for 10.10.3.201
Host is up (0.00082s Tlatency).
MAC Address: 00:50:56:AF:5D:AF (vMware)
Nmap scan report for 10.10.3.207
Host is up (0.0013s latency).
MAC Address: 00:50:56:AF:05:31 (vMware)
Nmap scan report for 10.10.3.208
lHost is up (0.0011ls latency). L
MAC Address: 00:50:56:AF:FA:2A (vMware)
|Nmap scan report for 10.10.3.209
Host is up (0.0012s latency).
|MAC Address: 00:50:56:AF:17:52 (vMware)
Nmap scan report for 10.10.3.210
Host is up (0.0011ls latency).
MAC Address: 00:50:56:AF:21:C3 (vMware)
Nmap scan report for 10.10.3.212
Host is up (0.00086s latency).
MAC Address: 00:50:56:AF:33:E3 (VMware)
|Nmap scan report for 10.10.3.214
Host is up (0.00037s latency).
MAC Address: 00:50:56:AF:60:CcC (vMware)
Nmap scan report for 10.10.3.220
Host is up (0.00079s latency).
MAC Address: 00:50:56:AF:B8:DB (VMware)
Nmap scan report for 10.10.3.213
Host 1is up.
Nmap done: 20 IP addresses (9 hosts up) scanned in 0.25 seconds
[root@Centos7Teach ~]# _
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4. RFL

WREREARE / bkl /

L

s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) —
ZiHF &EE BENV IR0 EEEE) sOW) EEH B sshyfroot*resrssrs @211 60.35.213:22
e & (& O & -@-©§-4-€o 88 B-E- (@ 0. »EEEERE

1Teach-CentDS 7 =

[root@cCentos7Teach ~]# nmap -Pn 10.10.3.214

Starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 01:58 CST
Nmap scan report for 10.10.3.214

Host is up (0.000091s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

22/tcp open ssh

MAC Address: 00:50:56:AF:60:cC (vMware)

INmap done: 1 IP address (1 host up) scanned in 0.13 seconds
[root@centos7Teach ~]# nmap -Pn 10.10.3.212

Starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 01:59 CST

|Nmap scan report for 10.10.3.212

Host is up (0.00057s Tlatency).
Not shown: 995 filtered ports
PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn
445 /tcp open microsoft-ds

13389/tcp open ms-wbt-server

5357/tcp open wsdapi
MAC Address: 00:50:56:AF:33:E3 (vMware)

Nmap done: 1 IP address (1 host up) scanned in 4.74 seconds
[root@Centos7Teach ~]# _

B (A ERISRTENE

ssh://root@211.69.35.213:22 @ S55H2  xterm I 80x40 W 27,24 1&5

CAP NUM
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PRI TE-Nmap




s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
TR RsEE EEN) 1R EEEE) SO0 EEH) & sshy//rootrerresama1] 69.35.213:22 -
13 - & &= - C E-;m-9-4- @ A H-E-® e SEMSESE, SSEN..

LS

@ 1Teach-Cent057 2 Teach-CentDS 7 =

[root@Centos7Teach ~]#|nmap -su 211.69.32.50 | .

—— =
4.%2;6& Starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 02:18 CST %EE-L-I—IE_Nmap

i

1 [er

[root@centos7Teach ~]# nmap -sU -F 211.69.32.50

starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 02:22 CST
Nmap scan report for 211.69.32.50

JHost is up (0.00042s Tatency).

Not shown: 97 closed ports

PORT STATE SERVICE

111/udp open rpcbind L
161/udp open snmp

631/udp open|filtered ipp

|Nmap done: 1 IP address (1 host up) scanned in 98.51 seconds
[root@cCentos7Teach ~]#|nmap -s5 -F 211.69.32.50
Jstarting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 02:29 CST

Nmap scan report for 211.69.32.50
Host is up (0.00020s Tlatency).

PORT STATE SERVICE
]22/tcp  open ssh
180/tcp  open http
111/tcp open rpcbind
8080/tcp open http-proxy

JNmap done: 1 IP address (1 host up) scanned in 0.10 seconds
[root@Centos7Teach ~]#
[root@Centos7Teach ~]# _
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4. RFL

WREREARE / bkl /

lcefp-submit.cgi

s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
TR RsEE EEN) 1R EEEE) SO0 EEH) & sshy//rootrerresama1] 69.35.213:22 -
o G - O & -@-©§-4-€o 88 -0 . T SENZEAE, SsEhi..

1Teach-CentDS 7 = @ 2Teach-CentOS7 +

100

[root@Centos7Teach ~]# nmap -sv 10.10.3.214

Starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 02:12 CST

Nmap scan report for 10.10.3.214

Host is up (0.000065s latency).

Not shown: 999 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh (protocol 2.0)

1 service unrecognized despite returning data. If you know the service/version,
please submit the following fingerprint at http://www.insecure.org/cgi-bin/servi

SF-Port22-T dhat-T1inux-gnu%r(

|SF:NULL,2A, [SSH-2\.0- OpenSSH 7\. 5p1\x20Ubuntu 10ubuntu0\ \r\n");

MAC Address 00:50:56:AF:60:CC (VMware)

|service detection performed. Please report any incorrect results at http://nmap.

org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.29 seconds
[root@cCentos7Teach ~]# nmap -sV 211.69.32.50

Starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 02:13 CST

{Nmap scan report for 211.69.32.50

Host is up (0.00020s latency).
Not shown: 996 closed ports

PORT STATE SERVICE VERSION

22/tcp  open ssh OpenssH 5.3 (protocol 2.0)

80/tcp open http Apache httpd

111/tcp open rpcbind 2-4 (RPC #100000)

8080/tcp open http Apache Tomcat/Coyote ISP engine 1.1

L

Service detection performed. Please report any incorrect results at http://nmap.
org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 6.44 seconds

[root@centos7Teach ~]# _

B (A ERISRTENE @

ssh://root@211.69.35.213:22 @ 55H2  xterm I 80x40 I 3424 2&E CAP NUM

PRI TE-Nmap
1
1

.




s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
MEHF) REE) EENV LEM EEEE) SFOW) E#EH) @ sshyfroot - e@311.69.35.213:22 - 1 O 1
o G - O & -@-©§-4-€o 88 F-E-® ., BEOEEes SsEm.

1Teach-CentDS 7 =

® 2 Teach-CentOS7 + -

i& s [root@Centos7Teach ~]#|nmap -0 --osscan-guess 211.69.32.50 | .

1 =D,
4.%,;“& Starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 02:16 CST %EE-L-I—IE Nmap
INmap scan report for 211.69.32.50 i

Host is up (0.00030s latency).
Not shown: 996 closed ports |
PORT STATE SERVICE

22/tcp  open ssh

80/tcp open http

111/tcp open rpcbind

18080/tcp open http-proxy

Device type: general purpose

JRunning: Linux 2.6.X[3.X |

0S CPE: cpe:/o:linux:linux_kernel:2.6 cpe:/o:Tinux:Tinux_kernel:3
|0s details: Linux 2.6.32 - 3.9

Network Distance: 3 hops

0S detection performed. Please report any incorrect results at http://nmap.org/s
ubmit/ .

Nmap done: 1 IP address (1 host up) scanned in 2.12 seconds

[root@centos7Teach ~]# nmap -0 --osscan-guess 211.69.32.8

starting Nmap 6.40 ( http://nmap.org ) at 2018-05-10 02:16 CST
Nmap scan report for 211.69.32.8

Host is up (0.00034s Tatency).

A1l 1000 scanned ports on 211.69.32.8 are filtered

Too many fingerprints match this host to give specific 05 details

0S detection performed. Please report any incorrect results at http://nmap.org/s
ubmit/ .

Nmap done: 1 IP address (1 host up) scanned in 7.89 seconds

[root@Centos7Teach ~]# _
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4 géﬁ?@* iTL\;)n\U A2 NERNTE: Snort

Snort2IEs T HEFENAN SSRGS, BEEaINERREEYE,
m SnortZ AYIRIERT
RIRESIR T
HIEEICREL
NERIET (A ENBLEL)
BRI
s BTFANERIRTCRT
SnortiEId(FEHEE N ANFZIEE REMNZRT(E,
MBS AZRSERE @I Sourcefire (Snortl9%iESE) FRstE N/,
R ERAILABITRSIN,
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4 géﬁ?@* ﬁ‘;}”\” A2 NERNTE: Snort

SnortEEFHEe AR SEH T TIERY,

s 7ESnorth AN BHMNERE FE B AR S GRS, FRN SNSRI
SHEEFHERS.

= SnortHS RS ENRES ST L ASICRNEIR S SIS mAET I,

BERER N ETEENSnortl At & I LAEM S UEFEIERA,

Snort{EARYE LR A L Bc & L 2 AN BRIV E,

o %ﬁﬁaag)i@fﬁﬂeﬁpa|ert_sys|og¢§i9e, ISP R BRI R Z S

syslog 0

U ?F:;;Eﬁ R ZHIEFERILRER, IZEREESNortiIREEERIXE—1SQLEL
R

» [R_EARMELEERIN, AEEMMh HELR,
. X TERAEZ(EER BRSO3,
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Snort - Network Intrusic X | +

www.snortorg

Q @B Docoments  Downloods  Products  Community  Tolos  Confect

Maili art Scholarshi

Get Started @

Rules &

Documents ll

2018 Snort Scholarshipl

Find out if you are eligible and apply now for the

Get Started

1 Find the appropriate package for your operating system and insiall.

wget https://wwm.snort.org/downloads/snort/dag-2.0.6.tar.gz

wget https://wan.snort.org/downloads/snort/snort-2.9.11. 1. tar. gz

tar xvzf dag-2.0.6.tar.gz

cd dag-2.0.6
-/configure &% make && sudo make install

tar xvzf snort-2.9.11.1.tar.gz

cd snort-2.9.11.1

-/configure --enable-sourcefire & make 8 sudo make install

Downloads .



s Teach-CentOS 7 - root@CentosTTeach:~ - Xshell 5 (Free for Home/School) — O *
MEHF) REE) EENV LEM EEEE) SFOW) E#EH) @ sshyfroot - e@311.69.35.213:22 - i 1 O 5
Ga- & F- DO & -B-0-4- €0 HA - B . P SEEESE, SEEN.

® 2 Teach-CentOS7 +

1 Teach-CentOS T =
[root@centos7Teach ~]# yum install https://www.snort.org/downloads/snort/daq-2.0|"

3?5!'3-1
l.6-1.centos7.x86_64.rpm 3 LA .
4./?\2 & Loaded plugins: Tastestmirror 11:‘—‘“91‘”:['/% Snort

dag-2.0.6-1.centos7.x86_64.rpm | 147 kB 00:02
Examining /var/tmp/yum-root-1z8jq3/daq-2.0.6-1.centos7.x86_64.rpm: dag-2.0.6-1.x
86_64

Marking /var/tmp/yum-root-31z8jq3/dag-2.0.6-1.centos7.x86_64.rpm to be installed
Resolving Dependencies

--> Running transaction check

---> Package daq.x86_64 0:2.0.6-1 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
daq x86_64 2.0.6-1 /daq-2.0.6-1.centos7.x86_64 649 k

Transaction summary

Install 1 Package

1Total size: 649 k
Installed size: 649 k
1Is this ok [y/d/N]: _

.

N L - . B (A ERISRTENE ©
;EJF:EEP Eé/\j j(? / BTEH%jJZ / ssh://root@211.69.35.213:22 @ S5H2  xterm I 80x40 W 27,21 2&E CAP NUM

e e e




106

4 géﬁ?@* iTL\;)n\U ASNBRENIE: last

last

n JEFEERFNMNIIER. XV, EEFS
HAERLER/ var/log/wtmpS A&zt
m MBI last [-adRX][-f ][-n [IKSEFR...][RimifwS..]
SEUSE:
a AT NRGHIENSRSPEL, BRERE—T.

-d ¥ PHBI ALY N EFR,

-f <EF:0E> IEEICRX M, BARESR/var/logER MOWtmpSHRNICR, 1B/var/logE%=
TEbtmpBEE AR EEFE, _JLXE_J:F;’:% BlaNsshEx , BIFKMEIERIEK,

-n <TIRFIE> REYHEBRENETRIIEL.

-R AERBARFGHENZFRE I PHELL,

X EREGZKN, |V, URPITERININEEER

| ETSEPERNER

-t ERYYYYMMDDHHMMSS Z BB EE
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s Teach-CentOS 7 - root@Centos7Teach:/ - Xshell 5 (Free for Home/School) — O * 1 O 7

MEHF) REE) EEV) L1E([M EmEER) SHOW) EEH) B sshy/froot** @ 211,69.35.213:22 -
i~ R & - Do, 2-B-6-4- ¢ U A - - . P SEIEESE, SREn..
1Teach-CentOS 7 = - |
é s |[root@centos7Teach /]#[last -n 10 | i |
«| root pts/1 10.10.0.1 Thu May 10 20:18 still Togged in = AL .
4.%,;“& root pts/0 10.10.3.212 Thu May 10 11:48 still Togged in RENTE: last
‘I root pts/2 10.10.0.1 Thu May 10 02:29 - 02:29 (00:00)
| root pts/2 10.10.0.1 Thu mMay 10 02:15 - 02:15 (00:00) |
| root pts/2 10.10.0.1 Thu May 10 02:14 - 02:15 (00:00)
root pts/1 10.10.0.1 Thu May 10 02:03 - 02:31 (00:27)
root pts/0 10.10.0.1 Thu May 10 01:01 - 02:31 (01:29)
reboot  system boot 3.10.0-693.21.1. Thu May 10 00:59 - 22:29 (21:29)
root pts/0 10.10.0.1 wed May 9 22:30 - down (02:29)
| root pts/0 10.10.0.1 wWed May 9 17:25 - 18:30 (01:05)

wtmp begins Sun Feb 25
[root@Centos7Teach /]1#|1
reboot  system boot
reboot  system boot
reboot  system boot
reboot  system boot
reboot  system boot
|reboot  system boot
reboot  system boot
reboot  system boot
{reboot  system boot
reboot  system boot

u May 10 00:59 - 22:29 (21:30)

sun May 6 22:57 - 00:59 (3+02:01)
sun May 6 22:56 - 00:59 (3+02:02)
wed May 2 17:28 - 22:56 (4+05:28)
Tue Apr 24 09:30 - 17:29 (8+07:58)
Mar 14 11:27 - 09:33 (40+22:05)
wed Mar 14 11:22 - 13:17 (-244+-22:-5
wed Mar 14 11:04 - 13:17 (-244+-21:-4
wed Mar 14 10:54 - 11:03 (00:09)

wed Mar 14 10:49 - 10:53 (00:04)

.10.0-693.21.
.10.0-693.21.
.10.0-693.21.
.10.0-693.21.
.10.0-693.17.
.10.0-693.17.
.10.0-693.17.
.10.0-693.17.
.10.0-693.17.

L2 LD WD L W) W Lo LD L) W
=
=

RPRRPRPRRPRPRPRPER

=
[
o

wtmp begins Sun Feb 25 22:00:53 2018

[root@Centos7Teach /]#|last -n 10 -x reboot -i 10.10.3.1

reboot  system boot Thu May 10 00:59 - 22:30 (21:30)
reboot  system boot sun May 6 22:57 - 00:59 (3+02:01)

| reboot system boot sun May 6 22:56 - 00:59 (3+02:02)
reboot  system boot wed May 2 17:28 - 22:56 (4+05:28)
reboot  system boot Tue Apr 24 09:30 - 17:29 (8+07:58)
reboot system boot Mar 14 11:27 - 09:33 (40+22:05)
reboot  system boot wed Mar 14 11:22 - 13:17 (-244+-22:-5
reboot  system boot Wed Mar 14 11:04 - 13:17 (-244+-21:-4
reboot system boot wed Mar 14 10:54 - 11:03 (00:09)
reboot system boot wed Mar 14 10:49 - 10:53 (00:04)

wtmp begins Sun Feb 25 22:00:53 2018 Q
[root@centos7Teach /]# _

[=leleojeolololele el
[=lslalalaolalaolslals
OO0 0O000O00O0O0Og
[=sfojaolelaolelelele

=

1]

o
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s Teach-CentOS 7 - root@Centos7Teach:/ - Xshell 5 (Free for Home/School) — O *

ZHF) &EE) ZEV) IRM EEEE) SOMW) =EH) B sshfrootF e @211.69.35.213:22 -

G- & R O & -B-0-4- € HBE - - . b SEISESE, SEER.
1Teach-CentOS 7 = (g -

[root@Centos7Teach /]#|last -f /var/ﬁoq/messaqes | head -10 | .

4 é f 1./0x00 PRE 0.10.0.1 DST DF PROTO=TCP SPT Wed oct 29 09:34 gone - no logout ,fs*é:mUIE Iast
s N — |33:47 Ce 4600 RES=0x0 -portIN=ens32 OU Mon Oct 3 23:24 gone - no logout NI ="

108

10.0.1 D 6:7f:00:22:9 5=0x00 PREC=0x00 sat May 8 21:34 gone - no logout
53 RES=0 PROTO=TCP S 2:33:47 Centos7T Tue Dec 15 06:06 gone - no logout
1f:00:22: rtIN=ens32 0 .10.0.1 DST=10.1 Thu Sep 5 09:55 gone - no logout
F PROTO= T0S=0x00 PRE DOW=155 RES=0x00 wed Aug 7 06:01 gone - no logout
-portIN= 22:33:46 Ce af:76:7f:00:22:9 Mon Mar 4 11:23 gone - no logout
S=0x00 P =10.10.0.1 D DF PROTO=TCP SP Wed Mar 22 01:09 gone - no logout
10 22:33 WINDOW=155 R fw-22-portIN=en Sun Jan 2 16:54 gone - no logout
|:00 SRC= :50:56:af:76 3 LEN=40 T0S=0x0 Mon oct 9 04:10 gone - no logout
[root@centos7Teach /]#
[root@Centos7Teach /]#|last -n 10 -t 20180510120000

root pts/0 10.10.3.212 Thu May 10 11:48 still logged 1in
root pts/2 10.10.0.1 Thu mMay 10 02:29 - 02:29 (00:00)
root pts/2 10.10.0.1 Thu May 10 02:15 - 02:15 (00:00)
iroot pts/2 10.10.0.1 Thu May 10 02:14 - 02:15 (00:00)
root pts/1 10.10.0.1 Thu mMay 10 02:03 - 02:31 (00:27)
{root pts/0 10.10.0.1 Thu May 10 01:01 - 02:31 (01:29)
| reboot system boot 3.10.0-693.21.1. Thu May 10 00:59 - 22:34 (21:35)
root pts/0 10.10.0.1 wed May 9 22:30 - down (02:29)
root pts/0 10.10.0.1 wed May 9 17:25 - 18:30 (01:05)
| root pts/0 10.10.0.1 Tue May 8 22:21 - 23:24 (01:03)

wtmp begins Sun Feb 25 22:00:53 2018
[root@Centos7Teach /]#
[root@centos7Teach /]# _

.
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4, ?\gﬁgéd: ﬁf)ﬂ” ASNEKUITER: lastb

lasthb
n BTFEEEFEEMAIE)
HARRREYS/var/log/btmpST A& T .
m T lastb [-adRX][-f][-n <ERIIE> [IKSEFR.. ][ Lt fwsS.. ]
SE05E
a TR N RGN SR PO R RS —1T.
d A PO R R TN SR,
AR DTS,
N<EFFET- <SR- IREIIHE BRI,
R RERENRAN N SHRSIPHukL,
X SREGEN, BHN, LRI TERREEEs,
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4. RFL

WREREARE / bkl /

s Teach-CentOS 7 - root@Centos7Teach:/ - Xshell 5 (Free for Home/School) — O *
ZiHF &EE BENV IR0 EEEE) sOW) EEH & sshy/frootrressssresg 211 60.35.213:22 -
Ga & B DO & 83-0-4- €0 806 B- - . SEMESAE, AsEam
1Teach-CentDS 7 = ©
[root@Centos7Teach /]#|lastb -n 10 | .
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
| root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
| root ssh:notty 10.10.0.1 Thu mMay 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:inotty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu mMay 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
| root ssh:inotty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
btmp begins Tue May 1 ?f:ff:?f f?ff
[root@cCentos7Teach /]#|lastb -n 10 -d
root ssh:notty 0.10.0.1 Thu mMay 10 22:40 - 22:40 (00:00)
root sshinotty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:inotty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
| root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:notty 10.10.0.1 Thu mMay 10 22:40 - 22:40 (00:00)
| root ssh:notty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)
root ssh:inotty 10.10.0.1 Thu May 10 22:40 - 22:40 (00:00)

btmp begins Tue May 1 03:12:02 2018
[root@centos7Teach /]#|lastbh root

awk '{print $3}'

| sort | unig -c | sort -nr|

303554 10.10.0.1
1 Tue
110.10.1.5
1

[root@Centos7Teach /]#
[root@cCentos7Teach /]# _

B (A ERISRTENE

ssh://root@211.69.35.213:22 & 55H2

xterm I 8040

13324 185 CAP NUM

.

SENTAE:

lastb
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4 Z B 43NBHRUTE: lastiog

lastlog
s HFEERP L —IRVERE R,

HARF R /var/log/lastlog &L L.
m pStET: lastlog [-bChRStu]

SRR
-b, --before DAYS  print only lastlog records older than DAYS
-C, --clear clear lastlog record of an user (usable only with -u)
-h, --help display this help message and exit
-R, --root CHROOT DIR directory to chroot into
-S, --set set lastlog record to current time (usable only with -u)
-1, --time DAYS print only lastlog records more recent than DAYS

-u, --user LOGIN print lastlog record of the specified LOGIN

WEPEZDRE / Bubely / 13938213680 / http://linux.xg.hactcm.edu.cn / http://www.5Txueweb.cn



s Teach-CentOS 7 - root@Centos7Teach:/ - Xshell 5 (Free for Home/School) O *
TR RsEE EEN) 1R EEEE) SO0 EEH) & sshy//rootrerresama1] 69.35.213:22 - [ 1 1 2
Oe- & (B ODBO &8-3-0§-4- €0 3506 B- - @0 . PbEEmSmes ssenm. |

1Teach-CentDS 7 = ©

é s [root@Centos7Teach /]#|lastlog -u root | 2
| Username Port From Latest AL .
4.%,;[;& root pts/1 10 20:18:29 +0800 2018 FNTR: lastlog
' lastlog -t 20180507120000 I

[root@Centos7Teach /1#

Username Port From Catest

root pts/1 10.10.0.1 Thu mMay 10 20:18:29 +0800 2018

bin **Never logged in**

daemon **Never logged in*¥

adm “*Never logged in*¥

1p **Never logged in¥*

sync **Never logged in** L
shutdown #“*Never logged in®¥

halt “*Never logged in*¥

mail **Never logged in**

operator #“*Never logged in®¥

games “*Never logged in®¥

ftp **Never logged in** L
nobody **Never logged in*¥ r
systemd-network “*Never logged in*¥

dbus **Never logged in**

polkitd **Never logged in*¥

postfix “*Never logged in*#

sshd “*Never logged in®¥ t
rpc **Never logged in*¥ !
arpwatch “*Never logged in*¥

tcpdump **Never logged in¥* B
apache **Never logged in**

mysq]l #“*Never logged in®¥

webalizer “*Never logged in*¥ f
rpcuser **Never logged in** t

[root@Centos7Teach /]#

.

) | o e .
7@[@[‘3 Eé"jk? / BTEH%E / ssh//root@211.69.35.213:22 BSsHZ  xterm T 80x40 0. 31,24 1=F CAP NUM
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4. ?\éﬁgéﬁﬁfmu ASNEIGNTIE: history

history

n BFEREEHENIESHS, AT mSXEFTINEREIDEHmSE
XIS RS T XPRBE RS NS 4,
Zan S BRIRERR, NERDEGS, TadiTH, JLERFSITEER
SHHERS, Hla, KWT%Z/\J_ Saps, MWEAl2,
m SR history [GEIR] (23]

/ﬁﬁlﬁﬁg
-C N=iene= =l s Ao
-a BhEmSERPIXFapSBENDEHSIEF
-r YRS PRI IZA R A RS E P X
-w BHRIhEmSEFXBLSBEAND LS XHFH
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4.RFZ

WREREARE / bkl /

s Teach-CentOS 7 - root@Centos7Teach:/ - Xshell 5 (Free for Home/School)
MEHF) REE) EENV LEM EEEE) SFOW) E#EH)
3 - G- DO &-8-6-4-€¢

b
&

1Teach-CentDS 7 =

@ sshyfroot*rrreeeerag511.,60.35.213:22

aflElB-6E- 00,

f» BEMSREE, SEr

114

T 7

[root@Centos7Teach /]#
1129 lastlog -t 2018050/120000
1130 clear
1131 history
1132 history
1133 clear
1134 history
1135 history
1136 history
1137 clear
1138 history 10

$3}°

$£31" | sort
$3}" | sort
$3}' | sort

"{print | sort
| awk
| awk
| awk

"{print
"{print
"{print

unig -c | sort -nr
head
head

head

10
-n 10
-n 20

-nr |
-nr |
-nr |

sort
sort
sort

uniq -c
unig -c
unigq -c

[root@cCentos7Teach /]# history | awk "{print $3}°

head -n 20

| sort | uniq

sort -nr |

225
38
36

smb.conf
restart
30 install
27 -A
24 -
18 samba.install.sh
17 remove
16 start
16 -n
15 -L
14
13
12
12
11
11
11
10
10 ..
[root@centos7Teach /]# _

u

-1
autoremove
-MN

-t

-sU

-R

stop

B (A ERISRTENE

ssh://root@211.69.35.213:22
- -

@ S5H2  xterm I 80x40 @ 3424 15

.

CAP NUM

KA history

T

T
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