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1. Apache Http Server 1.2 Apache Http Server

Apache Http Server /g% il i FF IR W ol IR 5% 28 3k 2 — .
® FHFHUNIX. Linux. WindowsZ:#{E &R %; .
m Apache HTTP Server &% # i#i A Apache,
m ApacheH B AN 2.4.62,
n KiffEfropenEuler Ff#i R RAH2.4.58,
m Apache HTTP Server ‘B WA https://www.apache.org

THE

APACHE / APACHE

SOFTWARE FOUNDATION
ESTABLISHED 1999

Ly

HEISAERAL (KR heps://internethactem.educn HEFE B AEIZE heep:/ /www.51xueweb.cn

Apac he HTrP SeNer (a project managed by the Apache HTTP Server Committee)

The Apache HTTP Server is an open-source HTTP server for modern operating systems including UNIX, Microsoft Windows, Mac OS/X and Netware. The goal of this project
is to provide a secure, efficient and extensible server that provides HTTP services observing the current HTTP standards. Apache has been the most popular web server on
the Internet since April of 1996,

Project base data:

» Short description: The Apache HTTP Server application ‘htipd".

= Category: network-server hitp httpd-module

= Website: http:/httpd. apache.org/

= Project status: Active

« Implemented standards
= |ETF REC 2616: Hypertext Transfer Protocol -- HTTP/1.1
o |IETF REC 2617: HTTP Authentication: Basic and Digest Access Authentication
o |IETF REC 2518: HTTP Extensions for Distributed Autharing -- WEBDAV
= IETF REC 3253: Versioning Extensions to WebDAV
o IETF REC 3986: Uniform Resource Identifier (URI): Generic Syntax

= Project data file: DOAP RDF Source (generated json)

Development:

» Programming language: C

» Bug-tracking: http://httpd apache org/bug_report.html
= Mailing list(s): http:/httpd.apache.org/lists.html

. P y: http./isvn.apache.orgir

Releases (from DOAP):

= Download: hitp./ihttpd. apache.orgidownload.cgi
= 2.4.62 (2024-07-17). Recommended current 2.4 release




APACHE

I HTTP SERVER PROJECT

TODE — The Number One HTTP Server On The Intermet
S— The Agache HTTP Server Pr TP server for modern operating syssems including UNIX s Winduws. The poal of this i o secure, eficiert and thes preies HT

HTTP stmmvdords,

Tha Agache HTTF Servar {‘itper n ben the mast pog an the Intaemes since Apel 1986, 1 has. celabeated s 201h birthaay a5 a projestin Fabruary 2020.

The Agachs HTTP Sscvat i 8 proiect of fche Sollwass Fousndal

SN . che hitpd 2.4.62 Released 2024-07-17)
ouree Rmpestanies The Apache Saftasre Feurvdaien an the Agache HTTP Server Project e piaase i Anrouns the neieass of verson 2.4 62 of e Apache HTTP Sarver (hap).
o he 2. auallibl version of Apachs HTTF Servar.
Apsche HTTP S4rver version 2.4 43 of Hewer 8 (60001 1 Order 10-Cowiale & TLS 1.3 web berves Wi DPEnSSL1.1.1.
Douriosd | GranosLeq r 24,62 | Gomplats Changeloa for 24| Naw Fastures n hig 2.4
2016-01-01

Apache hitpd 2.2 End-of-Life

A praviously annaunce, ihe Apachs HTTP Sarver Projast has discantinued all developman and paiih raviow of i 2.2.x scias of ralaass,

Getinvelved
The Agache HTTP Server Prcject had long comimilted 1o provide maiienance reisases of the 2.2.x faver lhrough June of 2017, Th finsl relsase 2214 was pubiished in by 2017, seud 1o furher evaluation of bug reparis or security riks wil be considered ar published for 2.2.x releases.

« Maliig Lisis
+ Bug Bager Want to try out the Apache HTTP Server?

Gl W isve updsted our s e in an eflor 1o beter utize our mitrors. We hops that by making it sasier 1 uve cur mitrors, we wil e able 1o pravide  befier dowriaad experience.

Subprojects Fis358 60 AL You K1 SOUI SONTIDR0S USIND PP of DS SHINGNIE3
+ Doz ‘Want o contribute to the Apache HTTP Server?

Amescenl Have o ook ai aur current Hels Wanied lisings fen

e

Ralatas

o

#O0OD O

Community = Projects + Downloads = Resources & Tools ~

APACHE PROJECT LIST
BY NAME

BY CATEGORY

Apache Software Fundation, ASF: Apache REEES

ASF BERR T T —f Web RS 28I Apache, BUST EXHIRLD,
ASF % Apache Web BRSS28EXFE 2.0 hRANEE, B9 HTTP Server,
Apache IRSS254=EMSEFR= Apache HTTP Server,

EF3 Apache IR 28RBS RISEHETIE.
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1. Apache Http Server 1.2 Apache Http Server

Apache HTTP Server TN

m SRR HTTP & #h Jy iy HTTP tAGE.

n ERET A MEE .

m STHRREAT TP i 0 1 R L B

s FEEAMXED, Fi PHP. FastCGI. Perl. JavaServlets %,
RIS AR

m SRR S H RO H SR R A SR E .

n ZRIRSRWAATES (SSD .

m F &4 Socket 2 (SSL) .

m AR RARIER 4% A
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T

FREERXENIIR, REEMHIFEIRE.
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Binding to Addresses and Ports
Avslotie Langusges: de en B ko 1
Goniguring Apeche KTTP Server o isien on specific addresses and pors.
¢

Apache HTTP Server Version 24

MARE, AREEXHORESE,
— TS SRS AT IRRAORETE,
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1. Apache Http Server 1.2 Apache Http Server

Apache HTTP Serverfiprefork. workerfllevent3ff T/EER

m prefork TAEBIR,. preforkEfaE@Ri .

o ApachefEf3 g2 %], MABIRAE TR, RESHFEFWmAERIER, AWM
ROIEREBARN S BN TFERRAE AL, £ AN, Rl —ME
Ko H AR BT RBGEA G, —BESRGT FERR, R4 SuiE.

o Prefork N4 StartServers. MinSpareServers. MaxSpareServers#i
MaxRequestWorkers 44434 FF 5 CHERR Qi 7= A 1 kA%

o 4R BA LR TR o

1) StartServers: HIU&H TAEEREE.

2) MinSpareServers: %5 TR/ N R -
3) MaxSpareServers: %5 FIFR BB & .
4) MaxRequestWorkers: k%S H&FE%

o JEFETEOLT, Apache HAMRIMRM ARIWAES , FRHEBIMHE.

o (HY TEAL B I R R R I, BRSFH T RER R 2 N MaxRequestWorkers [#{f .

o NAEB/NMAIR S 2 T B> MaxRequestWorkers B{E DL IR 5 852> %

W25 5 (5 R G B BEIS 4RI FE (K & hps:/ /internethactem.edu.cn PEHEARL R BEISAE http:/ /www.51xueweb.cn
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Apache Prefork Module
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1. Apache Http Server 1.2 Apache Hitp Server

Apache HTTP Serverfiprefork. workerfllevent 3ff T/EBI=.

» worker TAERI .

o Workerf XX FpreforkBE=R3E, S ML LIRS #HK.

o Apachefgd ZiRH 54 T ILATifE (BURIED) , 40T eIE gk, RNa
AR . BMERER, SHR—NRERIITIRS . LRE & LR
WAEZH, XMW GEASE%, REREEATERR.

o workerfisU7E RFFEMIHIL T, bpreforkii=4 5 £ iynS k2.

o FRFFRREM:, workerBi R &ML LR, BEINSHRE. WA AR, £
A GAE A S S EOIREE R IE R W LR e . RS AMERMEA%REN
T, HMEREANLRMRY, ZE R GApachel#ia k5.

02 515 R B AE R AL R heps:/ /internechactem.cdu.cn  HEFE 2 BIBEIEAE heeps/ /www.51xueweb.cn
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Apache Work Module
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1.2 Apache Http Server

1. Apache Http Server
Apache HTTP Serverfiprefork. worker i event 3fh T/E#.

o eventflworkerBi s AL, [HeventBizlffult T keep-alivelg it F 4 FE K wE &5 A i

m event TA/ERIF.

5 BP0 DR IR B il R
o eventhix U, SF AL THLERE Hkeep-alive I 2 F2 .
o YA EIERIPEE R A RS LRI, PITee R, W T RIEESR THiERLE

AR -

ARG ERERAEME
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Apache Event Module
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schema://host[:port#]/path/. ./[?2query-string][#anchor]
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RIEEhttphRSERAIR
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2. RApERSMIuS

2.2 Apache HTTP Server EE& {4

feopenEulerHdr, Apachelit B k728 &/ etc/httpd H F.

m /etc/httpd/conf/httpd.conf

o REEEH, Apachefyit & EERM %M.
= /etc/httpd/conf.d

0 RHSMEE S EH R, WRA BN A E X Fhttpd.conf, RIAE K L E LR

Apachefg i 2443% H 3¢ FRLESE S5 EREHE B AIFEIMT.

= /etc/httpd/modules

o TR B2 ME.
= /etc/httpd/logs

o FFERH &S, SRR S
m /var/www/html

o SEBRIA Pl A O E R

2% 5 (5 QARG R RIS AERR R R

htips:/ /interncthactem.educn  BEHEA B AEIGZE hitp://www.5Txueweb.cn
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2 aﬁiﬁ,b\mﬁﬁ 2.3 Apache HTTP Server B[RS

Apache HTTP Server H %30kt T Apache HTTP Serverf{izf7 ¥, &
WE BT H B R T# Apache HTTP ServerfizfmREs.
Apachefd & ijiin) H B4R H BB AL -

® HEXMHAE openEuler WAy 1FHALE R/ etc/httpd/logs H 3.

m i) H %M 304 Faccess.logo

m 455 H RIS 44 A error.log.
ﬁﬂ%ﬁﬁﬂSSLﬂﬁ%, H B30 45 % T SSLig 7 i H 30

H &304 Bl 2 ssl_access_log. ssl_error_logfiissl_request_log 343044

[ 4% 5517 B A B REIS 432 (K R hups://internethactem.edu.cn Vbl B REIZZE hutp:/ /www.5 1 xueweb.cn

EI22 HERARRTRA T FEX

TR

2. BRI ;

ApacheH 7% 5%

e MIEATRISEARR, Mo t-" il

Al il it httpd.conf ST E -

%{VARNAME}C
%(VARNAMEJe
9{VARNAME}i

9%{VARNAME}n
%{VARNAME o

Bl 1T ) ] PP i

B

%t

% {format)t
%T

§|E(2|%|E|2

W25 5 (5 R G B BEIS 4RI FE (K & hps:/ /internethactem.edu.cn PEPEALE BEISYE heep:/ /www
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2. &*ﬁﬁ?ﬁﬁm'\‘jﬁ 2.3 Apache HTTP Server BEBESS

Apacheff ] LogLevel & S id 5487 H B K HbRifE
n ARGHHE LR EMFEEAE, bt 248 e %50 Nerrorky, crit. alert. emerg
BERESHILR.

#42-3 WRALERFR
e B

emerg ¥ RETiFEH
alert LAV B SR
crit YCHLHNIR, fER TR A0S, A E AR T
error —fE iR
warn EHEEGEE, AEERRMEIE, FECRMEB[HABEMEE
notice g A
info EEFMER—AEE, RS EER
debug HHIZ 1T debug BEUHIFE A2 A= A (1 &
28 S E ERY BB TR {K 2 https:/ /internethactem.edu.cn i EiZE hetp:/ /www.51xueweb.cn
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\" \"s{User-Agent}i\"* combined

"s{User-Agent}i\* %I %0" combinedio
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3. RS MuLIRSS 3165
gg RAWordPressEig IS MLIES
F¥=815: BESE:
SPLAMP, ¥ LAMP,
i FfWordPress#t 1% N 2 W 36 ]k 5% o #EWordPress.
#hHWordPress, SERAIRIE L.
B A7 NAEIFEEATIR -
BEER:
®
[k 55 RS b 1 i  hup 1 |
27
3. g NS MuspRSS 3.2 LAMP
LAMP & % i PHPFE [ I P IR FR € 484, HiLinuxfEA#A/ER 4. Apacheff
S W35 IR 45 5% MySQL/MariaDBE R B # £ 4. PHP/Perl/Python
VE A Al 5% 25 it R A AR RE 25 o
A5 B fopenEulerff#fE £4t,  flApacheMuifiks54%, ffFiMariaDB¥%{(
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4_ EEApacheﬂgHE’%ﬂk?&s‘ 4.1 Apache Module

Apache@ Bt it , KEHIREB S BB SHEYh, SERERLE T
WHE TN -
m %% Apache By & BRIAZEE— i, 05 BB IEARE & MY T BB vl DR 32 bR
TR BIT%%E Apache B,
m Apache B3R5 Apache [RAH R, FMERGILR.

HNBER: fAspcheiZi, BITER/ER

Apache Module TREER: REEENEGTRE, BEHEE

BEMER: RIEE SIS EEERFFRRIER

®;

W25 55 A G B REIS 4E R FE K & hteps:/ /internethactem.edu.cn T B ABISE hip:/ /www.51xueweb.cn

29

L — FIHELEEAY Apache Module

> rooes 4 FI|}HEFETAY Apache Module

er supported

reliably determine the server's fully qualified domain name, using fe80::20c:29Ff: fc06:ded6Nens33. Set the ‘ServerName' directive globally to suppress t

lbr_m
authn_file_s

data_module (shared)
dbd_module (shared)

30
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IEFE(EIN Apache Module BB

+

<+——— openEuler F1 Apache Module ZHIHIfIE

4_ EEApacheﬂgﬂE%%?ég 4.2 Apache Module mod status

Apache Module mod_status £ TR S BTIRESHER .
m JRESFRA MR
0 SERTBoRIRSS A B M BTE S IEAEALERRIE RS BB RS, SBPLE T
Fi R 554 WG 10 R 0L o
o AIPABOREAERNIEAER, AEum P dhk. &R 5k URL %, Hf#l
55 R 5518 DL o
u A AT
0 SEAF SBR[ B A B RS SR AL B U, DA IR 55 2 A AB M3 -
o B DAEEE MRS5S WA BL I ), 7 AR S5 AN i SR Ay A FELRE

(48 515 10 A% B RIS 4B L (K 2 hups:/ /internethactem.edu.cn SR ERE http://www.51xueweb.cn

32

16



Apache Module mod_status

Description:  Prewides nfoemation on sesver acthity and performarce.
st ase
Madule Ideniifier: status_module
£ moc_sas.c
Summary
The St medule slows a server sceniriratoe i frxd out how well ieir server is periomming. A HTML page is presere thal gives (he curment server siatisics in an easly readsbie form. If required this poge can be rmesde i autcenslically refresh (ghen o compatisie brawser). Anather

e ghes a simgie machine-readati st of v culrer server sisie.

4 ramber of ytes sare by e worksr (%)

w
+ Averages guing the numiber of squesss per second, ol bytes serve e second ard he average number of
+ The currant percantage CPU used by each workar and in talal by all workars combined ()

+ The current s

25 500 roqEsts oG rocassed (1)

The ires marked " e ony svaiabie ruversion 2.1, loading mod._stous wil cggle O by et
Ll Enabling Status Support
T a1 1. rapErt oy for Bicwsars frm the XAy com dmain ac tis cade 0 your contigraton is
Setmanaler sorvar-

Feu can now e sccass the page. i

LW Automatic Updates

= . st

ver statistcs by using a Wob Browsar &

s page 1o updals tself sulomssically # you b 3 brawser Ihat supports ‘rebesh”, Acce

ou can gt

LIl Machine Readable Status File

of e siatas B Is avallable by accessing (he page nt
haten,

wram s, which you will

Amachine-seadable versior
Apache HTTP Sarver

1 should be poted that if s oaded into the server, its handier capability is availsble in afl canfigurstion files, including per-irectory files (e.9., .hitaccess). This may have security-related ramifications for your site.

LWl Using server-status to troubleshoot

Bugfix

Fapaias
Seealse

ectives
This module peovides no

checklist

rver-status:
SetHandler server-status
Require all granted
</location:

server-info

ct-0u-Task-01 ~]#
ect-8U-Task-01 ~]# Us -1 /etc/httpd/modules/ | grep ~€ “status|info"
369 11:57 mod_info. so
30968 11:57 mod_status.so

34
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T ]
£ O [ echesane x [+ - 8 x
& O | AF=e | 1010241 sm0verstan L M @ % /]
Apache Server Status for 10.10.2.41 (via 10.10.2.41)
Server Version: Apache/2.4.58 (Unix)
Server M?M event
server BulltJul 3 2024 11:57.08 « The Status module allows a server administrator to find out how well their serveris
) . " performing. A HTML page is presented that gives the current server statistics in an

Rt Tirwer Sumetay 13,60k 2004 17299 6T easily readable form. If required this page can be made to automatically refresh
Parent Server Config. Generation: 1 (given a compatible browser). Another page gives a simple machine-readable list of
Parent Server MPM Generation: 0 the CUrrent server State
Server uptime: 2 minutes 42 seconds -
Server load: 0.03 0.02 0.00
Total accesses: 2 - Total Traffic: 5 kB - Total Duration: 1 . i " ¢
CPU Usage: u.04 5.05 cul csO - 0556% CPU load The detalls glVen are;

0123 requests/sec - 31 B/second - 2560 Bfrequest - .5 ms/request

1 requests currently being processed, 0 workers gracefully restarting, 74 idle workers « The number of workers serving I’EqUES‘tS

Slot PID Stoppingl CoTmections | Threads __Async connections + The number of idle workers

b + The status of each worker, the number of requests that worker has performed

§ Zowe o e 5 2 395 2 : and the total number of bytes served by the worker (*)

2 Tootme o ﬁ‘ b B o b + A total number of accesses and byte count served (*)

am3 0 o o 740 o 0 + The time the server was started/restarted and the time it has been running for

" + Averages giving the number of requests per second, the number of bytes
served per second and the average number of bytes per request (*)
+ The current percentage CPU used by each worker and in total by all workers

o combined (*)
Scareboard Key: + The current hosts and requests being processed (*)

*_* Waiting for Cannection, *s* Starting up, “R* Reading Request,

¥ Sending Reply, “&* Keepalive (re DNS Lookup,

“¢* Closing connection, “L* Logging, ¢+ Gracefully finishing,

“1* Idle cleanup of worker, *. * Open slot with no current process e
Srv PID Acc M CPU SS Req Dur Conn Child Slot  Client Protocol VHost uest

0-020050/1/1_ 002121 1 00 000 0.0010.10.2.1 http/1.1 k-20¢. : GET it HTTPAL

0-020050/1/1_ 002120 0 00 000 000101021 htlp;‘l 1 feB0:-20c:29fffed6:de46%ens33: GET favicon ico HTTP/1.1

1-0 2006 1/0/0W0000 0 0 00 000 0.0010.10.2.1 http/1.1 ks - 2 : GET it HTTPALL

Srv Child Server number - generation

PID OS process I -

T

£ O [ echesane x [+ - 8 x

& O | AF=e | 1010241 sm0verstan e M @ % /]

Server Version: Apache/2.4.58 (Unix)
Server MPM: event
Server Built: Jul 9 2024 11:57:06

Current Time: Sunday, 13-0ct-2024 17:45:11 CST

Restart Time: Sunday, 13-0ct-2024 17:42:29 CST

Parent Server Config. Generation: 1

Parent Server MPM Generation: 0

Server uptime: 2 minutes 42 seconds

Server load: 0.03 0.02 0.00

Total accesses: 2 - Total Traffic: 5 kB - Total Duration: 1

CPU Usage: u.04 5.05 cul csO - 0556% CPU load

0123 requests/sec - 31 B/second - 2560 Bfrequest - .5 ms/request

1 requests currently being processed. 0 warkers gracefully restarting, 74 idle workers

Siot PID stopping COMnections | Threads  Async connections

Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Apache Server Status=FHAIE 5T :
«  E#MFS=C: httpy//yourservername/server-status
- HEEIRIER: http://yourservername/server-status?refresh=N

«  HIBSSHE: http://yourservername/server-status?auto

uest

0 200500 0 es 0 0 x0 0 ()

1200600 [0 lyes 0 2“0 0 ]

2 20070 0 yes 0 o EA 0

Sum3 0 o Ll o 74 0 o 0
"

Scoreboard Key:

*_* Waiting for Connection, *s" Starting up, "&* Reading Request,

“¥* sending Reply, "&* Keepalive (read), *»* DNS Lookup,

“e* Closing connection, "L Logging, *6* Gracefully finishing,

*1” Idle cleanup of worker, . Open slat with no current process

Srv PID Acc M CPU SS Req Dur Conn Child Slot  Client Protocol VHost

0-020050/1/1_ 002121 1 00 000 0.0010.1021 http/1.1

: GET tatus HTTR/1.1

1-0 2006 1/0/0W0000 0 0 00 000 0.0010.10.2.1 http/1.1

Srv Child Server number - generation
PID 05 process ID

0-020050/1/1_ 002120 0 00 000 0.0010.1021 http/1.1 fe80:20c:291f:fe06:ded6%ens33: GET ffavicon.ico HTTP/1.1

tatus HTTR/1.1

36

18



20 D cesuns x|+ - @
€ O | & Fe | 101024 s0rverstat % m & W%
Apache Server Status for 10.10.2.41 (via 10.10.2.41)
Server Version: Apache/2.4.58 (Unix)
Server MPM: event
Server Built: Jul 9 2024 11:57:06
[Current Time: Sunday, 13-Oct-2024 17:45:11 €ST
Restart Time: Sunday, 13-0ct-2024 17:42:29 CST
i i . i U
Farent Server Config, Generatior: 1 Server Version Apache Http Server #{tHiRAR
Serverwpkme: 2 minsts 42 sconds - Server MPM Apache BT {Ef&E
erver loa . ptren sz
TotaT accenses 2 Total T SRE - TotaT Duration T « Server Built Apache HeihRAH95RIFATE
CPU Usage: u.04 5.05 cud csl) - 0556% CPU load
0123 requests/sec - 31 B/second - 2560 B/request - .5 ms/request . R N
1 requests currently being processed, 0 workers gracefully restarting, 74 idle workers « Current Time LEIRSEAE)
ot PID stopping CoMections |_Thresds _ Async connections « Restart Time RIFERBhttpd RS AR E
R N U racefuli g 5 « Parent Server Config. Generation
! I T o
1200600 0 lyes 0 240 o 0 httpdfIRHZERIRE
;, ;mign g yes 3 g ;: g g g « Parent Server MPM Generation
m o
. httpdifeventE hEHREBHIRE
« Serveruptime Sk BEThtpdBIPERTHE TR
- Serverload BRSSEE%E, 1min Smin 15min FHEREEIR
Scarebaard Key:
*_* Waiting for Cannection, *s* Starting up, *r* Reading Request,
¥ Sending Reply, “&* Keepalive (re DNS Lookup,
“¢* Closing connection, “L* Logging, ¢+ Gracefully finishing,
“1* Idle cleanup of worker, *. * Open slot with no current process
Srv PID Acc M CPU S5 Req Dur Conn Child Slot Client Protocol uest
0-020050/1/1_ 002121 1 00 000 0.0010.10.2.1 http/1.1 k-20¢. : GET it HTTPAL
0-020050/1/1_ 002120 0 00 000 000101021 h[lp;‘l 1 feB0:20¢:291ff-fe06:dea6%ens3: GET favicon.ico HTTR/1.1
1-0 2006 1/0/0W0000 0 0 00 000 0.0010.10.2.1 http/1.1 : GET it HTTPALL
Srv Child Server number - generation
PID OS process I
T
20 D cesuns x|+ - & x
& O | AF=e | 1010241 sm0verstan e m & B
Apache Server Status for 10.10.2.41 (via 10.10.2.41)
Server Version: Apache/2.4.58 (Unix)
Server MPM: even
Server Built: Jul 9 2024 11:57:06
Current Time: Sunday, 13-Oct-2024 17:45:11 €ST _ -
ResarTime suday 13.0ck 2004 174229 €51 - Total accesses hitpd Sl S RMLANER TEL
Parent Server MPM Generation: 0 - Total Traffic httpdSRIEIEENEIEEE
Server uptime: 2 minutes 42 seoonds + Total Duration httpdSaI/EEACPURIBEHS
Total accesses: 2 - Total Traffic: 5 kB - Total Duration: 1
[CPU Usage: u.04 5.05 cud csl) - 0556% CPU load N
0123 requests/sec - 31 B/second - 2560 B/request - .5 ms/request - CPU Usage CPUfERfER
1 requests currently being processed, 0 workers gracefully restarting, 74 idle workers
Slot PID Stopping CONNectons | Threads __Async connections « 015 requests/sec - 91 B/second - 5.9 kB/request - .35 ms/request
0 200500 0 es 0 0 30 0 0 httpdEEIEAF R
1 20060 0 lyes 0 240 o 0 B OMEKR
2 20070 0 yes 0 o %0 o 0 o |
Sum 3 (1] (1] n o 740 o o gyﬂ?%g)ﬁﬁ
. BMERFERS DR
BMERESRENSK
- 1requests currently being processed, 74 idle workers
Scarebaard Key: Soae o
*_* Waiting for Cannection, *s* Starting up, *r* Reading Request, %E{J_ﬁﬁﬁﬂg%ﬁ
¥ Sending Reply, “k* Keepalive (read), “»* DNS Lookup, LEIERLIEE
“¢* Closing connection, “L* Logging, ¢+ Gracefully finishing,
“1* Idle cleanup of worker, *. * Open slot with no current process
Srv PID Acc M CPU S5 Req Dur Conn Child Slot Client Protocol uest
0-020050/1/1_ 002121 1 00 000 0.0010.10.2.1 http/1.1 : GET it HTTPAL

0-020050/1/1_ 002120 0 00 000 0.0010.1021 http/1.1 feg0:

:20¢:29ff:fe06:ded6%ens 33: GET ffavicon.ico HTTP/1.1

1-0 2006 1/0/0W0000 0 0 00 000 0.0010.10.2.1 http/1.1

Srv Child Server number - generation
PID 05 process ID

tatus HTTR/1.1
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 (Unix)
Server MPM: event
Server Built: Jul 9 2024 11:57:06

1010241 server sta

Current Time: Sunday, 13-0ct-2024 17:55:04 CST
Restart Time: Sunday, 13-0¢1-2024 17:42:29 CST
Parent Server Config. Generation: 1

Parent Server MPM Generation: 0

[root@Project-6u-Task-01

mlbowwaa

2
1
2
2.
1
1
[}
1

~]# ps aux | grep httpd

18896 11364 ? Ss  17:42  0:00 /usr/sbin/httpd ~DFOREGROUND
18924 6964 ? S 17:42 0:00 /usr/sbin/httpd -DFOREGROUND
1169616 10188 ? SL  17:42 0:60 /usr/sbin/httpd -DFOREGROUND
97880 98US ? st 0:00 /usr/sbin/httpd ~DFOREGROUND
97880 8548 ? st 9:00 /usr/sbin/httpd ~DFOREGROUND
97880 8548 ? st 0:00 /usr/sbin/httpd -DFOREGROUND
21984 264 pts/6 S+ 17:53 0:60 grep —color=auto httpd
~1#

Server uptime: 12 minutes 35 seconds root 2002 0.0
avcload 000000000 apache 2080 0.0
ltal scceses: 4 - ot Iafic 11 - Total Duation 7 apache 2085 0.0
sage: u.07 .08 cul ¢
0053 lel?ueslsjs!c- 191 Bfsecond - 35.3 kB/request - 1.75 ms/request BpchS ol s
1 requests currently being processed, 0 workers gracefully restarting, 99 idle workers apacha ARELIR0
apache 2208 0.8
Slot PID Stopping COTMections | Threads __Async connections root 2284 0.0
by [root@Project-0u-Task-@
0 200500 [0 es 1 0 240 o o
1 2006no 0 es 0 0 250 o 0
2 2007m0 0 es o o 30 o 0
3 22080 0 es o o F 0
sum4 [0 o n ] 99 0 o o
B
Scareboard Key:
Waiting for Connection, °s* Starting up, *&" Readling Request,
Sending Reply, &* Keepalive (read), °»* ONS Lookup,
Closing connection, “L* Loaging, *s* Graceully finishing,
1 idle cleanup of worker, . * Open slat with no current process
Srv PID Acc M CPU S5 Req Dur (DNI Child Slot  Client Protocol VHost Request
0-0 2005 1/0/0W0000 0 0O 00 0.00 10.10.2.1 http/1.1 = status HTTP/1.1
0-020050/1/1 _ 0.02 6051 1 00 000 0.0010.10.21 hitp/1.1 feS0=20c:29fffe06: dMGNENS}E GET /server-status HTTP/1.1
0-020050/1/1 _ 0026050 0 00 000 0.0010.10.2.1 http/1.1 f ico HTTP/1.1
0-020050/1/1_ 0035704 4 00 013 013101021 http/1.1 fes0=20c:29fffe06:dedb%ens 33: GET fserver-info HTTR/1.1
1-0 2006 0/1/1 0025920 0 00 001 0.0110.10.21http/1.1 =20c:29ff fe0é: ) GET tatus HTTP/1.1
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apo(hl-[zAsB (Unb)
Server MPM: v
Server Built: Jul 3 2024 1155706

Current Time: Sunday, 13-0ct-2024 17:55:04 CST

Restart Time: Sunday, 13-0¢1-2024 17:42:29 CST

Parent Server Config. Generation: 1

Parent Server MPM Generation: 0

Server uptime: 12 minutes 35 seconds

Server load: 0.00 0.00 0.00

Total accesses: 4 - Total Traffic: 141 kB - Total Duration: 7

CPU Usage: u07 5.08 cud ¢s0 - 0199% CPU load

10053 requests/sec - 191 Bfsecond - 35.3 kBIrequesl 1.75 ms/request

1 requests currently being processed. 0 3 restarting, 99 idle workers

Connections | Threads _Async connections

slat PID Stopping

0 200500 0 es 0 40 0 ()
1 20060 0 lyes T 30 Db 0
2 20070 0 yes T F 0
3 22080 o yes o o B0 ]
sum4 0 o T ®wph o o

Scorebaard Key:
Waiting for Cannection, *s" Starting up, "&" Reading Request,
sending Reply, k' Keepalive (read), *»* DNS Lookup,

Closing connection, *L* Logging, *e* Gracefully finishing,

idle cleanup of worker, *.* Open slot with no current process

Srv PID Acc M CPU 55 ReqDur cunn Child Slot Client Protocol VHost Request
0-02005 1/0/0W0000 0 0 0,00 0.00 10.10.2.1 https1.1 feB0=20c:29ff:fel : GET status HTTPA1.1
0-020050/1/1_ 0026051 1 00 000 000101021 hitp/1.1 fe80=20¢:291T1e06 de46%ens 33: GET ,'sewer status HTTP/1.1
0-020050/1/1_ 0026050 0 00 000 0.0010.10.2.1 http/1.1 fco HTTP/1.1
0-020050/1/1_ 0035704 4 00 013 013101021 http/1.1 feB0:=20¢:29fffe06 deat%ens33: GET ,‘Selv&l—mfﬁ HTTR1.1
1-020060/1/1 0025920 © 00 001 001101021 http/1.1 -20c:29f-He06: - GET tatus HTTP/1.1

"o

"R

"W

e
"y
cr
v
G
ape

wa

« Scoreboard Key:

Waiting for Connection  &f&iEferh
Starting up B

Reading Request TEFEEElAR
Sending Reply EfERIENIRL
Keepalive (read) {RISBAIORTS
DNS Lookup IEEEHDNS
Closing connection IEFEXMER:
Logging EESEAB®
Gracefully finishing HANIESEFREF
Idle cleanup of worker MR

Open slot with no current process
REtI@zE
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M Mode of operation
€PU CPU usage, number of seconds

55 Seconds since beginning of most recent request

Req Milliseconds required to process most recent request
Dur Sum of milliseconds required to process all requests
Conn Kilobytes transfered this connection
Child Megabytes transferred this child

Slot Total megabytes transferred this slot

Lo Apucha St » B
€ 3 C  AFss | woze a
00585 requests/sec - 176 B/second - 29.4 kB/request - 1.6 ms/request . Sy
1 requests currently being processed. 0 workers gracefully restarting, 39 idle workers
) - PID
Slot| PID Stopping Connections _ Threads  Async connections . Ace
0 200500 0 lyes 0 2400 o 0
1200600 0 lyes o o x50 o o
2 20070 0 lyes 0 o ) ]
3 2208n0 0 lyes o o ERCC) ] e M
Sum4 0 o |l o 99 0 o 0
! - U
. ss
+ Req
Scareboard Key:
*_* Waiting for Cannection, *s* Starting up, "’ Reading Request, . D
3 Sending Reply, “x* Keepalive (read), *»* DNS Lookup, ur
*c* Closing connection, “L* Logging, *c* Gracefully finishing, . Conn
1" idle cleanup of worker, *.* Open slot with no current process
Srv PID Acc M CPU SS Req Dur Conn Child Slot Client Protocel VHost Request . Ch||d
0-020050/1/1_ 01199 1 1 00 001 0.0110:10.2.1 http/1.1 fe80=20c:2%ff fel6:dedb%ens33: GET /server-status HTTP/1.1
0-020051/0/0W0000 0 O 00 000 0.0010.10.27 hitp/1.1 fe80:20c:29fffe06:ded6%ens33: GET /server-status HTTP/1.1
0-020050/1/1_ 0027041 1 00 000 0.0010.10.2.1 http/1.1 status HTTP/1.1 . S|ot
0-020050/1/1_ 0027040 0 00 000 0.0010.10.2.1http/1.1 fes0=20c:29fffe06:dedb%ens 33: GET faviconico HTTP/1.1
0-020050/1/1_ 0036694 4 00 013 013101021 http/1.1 =20c-29fffeDé: ) GET fo HTTP/1.1
1-020060/1/1_ 0026920 © 00 001 0O110.10.21 hitp/1.1 e80-20c291TIe06 ded6%ens33: GET /serverstatus HTTP/L1 |« Client
Srv Child Server number - generation + Protocol
PID 05 process ID « VHost
Aec Number of accesses this connection / this child / this slat - Request

Child Server number - generation
OS process ID hIEZERAHFEAIPID
Number of accesses this connection / this child / this slot
RIER / MRTER R TR/
AR AT A F R R EREURE
Mode of operation ERIHIAZS
CPU usage, number of seconds {#FRICPUZR
Seconds since beginning of most recent request
EE PRAMBEERIEHS (B08)
Milliseconds required to process most recent request
RRAMER(ETIEZRNNE (SOED)
Sum of milliseconds required to process all requests
Kilobytes transferred this connection
AIEREENEIE R
Megabytes transferred this child
AR AT A R AR R

Total megabytes transferred this slot
AR AT R P R PR S X AR R

22 PPt
fERRSENY
ApacheBR35 38691 PiB FNEERAGIR O]

BRI, FERRTHMY

A connection is a link between a client and a child which resides in a slot.

ERREPRSUTRETNTER (RNFER) ZEHGHE.
A childis a process or a thread that handles requests.
FHR (HFER) RUBERAH RN,

Aslotis a placeholder for a child. There may or may not be a child there depending on max/min spare servers.
EEETHRE (RTEE) NG, RIESX/ S SRIRSHRNEIORE, MEETER (RFEE) | HIees. 5
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4. BBFApacheIIRSSIRTS

4.4 Apache Module mod _info

internet.hactem.edu.cn

BRI hup:/ /www.51xueweb.cn

Apache Module mod_infof fit 7 — Ak 55 4345 B BT, a3 ) 45 52 1Y
URL A DIARBCE TR S5 A5 L B C N B 40 5 18

TEH AT DU R B AR S AR A G IR ARSI K DA R — S R L
BEHEER
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Apache Module mod_info

Description:  Prowides & comprahensive owervisw o the servar confiquration
Status. Exansion
infa_module
SourcoFile; o o
Summary
To canfigure ok the ollowieg 10 your Lt cent fie

n partcular, ths =

Apache HTTP Server Version 2.4

e ——— I

e
Tocatan
Yo may wish o wee ac_au iz lica . nside the <3t direclie fa it aucess fa your server canfiguration infarmation
Bugfix checkiist
Location -4 - mcrangeg
Sethandler secve ==
Bequive host sxanpie.con - b s
ocation - Braaog
e canfigure, o nerver nfomsion is bisined by aecessing e/ xanp . Cors

P oo —

onea = Ioacksd I e sarver, s hanchier capabiity b avakasis i all coefiguraton fles, incing per-drsciory 53 (o g

. This may hawe sscurty.relatedt remcaicns for yeer

ouwil pecbably wari 10 use.

Require 1p

Raquire ip

By ol he suevr idomation inchudes & FsLof sl snsbled modulss, s for Sach b, 8 0ScripEon of e dinectives Lrdersiood by Tl module

upscha E passaceds, database namas, ste. Tharefore, this module sheuld only be used n  coniroled anuirorment and stways with causon
i B ot your server canfigurallon Intmaton

Selecting the information shown

- modle, ar

Other views ef the confgurasicn infarmation are svsiabie by appending & query 13 the s ve L4 £ request. For example, Lt ¢

. xa —ine wil show allcofiguration directves.

Oy Informsston reisvent 1o M naved MOTUE.
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Apache Server Information

Loaded Modules

<. and Lo sopfaz.s. aed locio.o od lac. ] .+ a0 mam naricr. od peestisiion.c ad prorr.s. aed PO 2in.c Red Rrmy balucer.c.
med ncony fsn.c. pod prore heheck.c. ped prowy Risnc tad prort Bend.r. mod RISIY Scri. od prone eerit. mad proay wriwwel G sod feeteint. mod aiimecut. . Sl faguerts.
Bod socache gnalc med zosache Mencaches. 800 200arhe Y812.C. Aud 200uche ZbAch S A INATLAC. el ZUDZRITNGS Bl SUENSC.C, AA ZPIteAA.C. Md UALQUE 4C ALd WMNAC

Server Settings

Server Version: hpache/2 4.58 (lnix)
Server Built: Jul 9 2024 11:57:05
Server loaded APR Versior
Compiled with APR Version:
Server loaded APU Version: 1.5,
Compiled with APU Version: 1.5.7

Module Magic Number: zo:z0z11.13¢
Hostname/port: 10.10.2.¢1 %0

Timeouts:
MPM Name: evect

Server Architecture: id-bis

Server Root: /etc/mrepd

Config File: erc/uarpa/cone finep.cont
Server Built With:

"o A7R_jns_SEIFILS

b AL P
_1pvs

-b AFIVE
D APR_USE_PROC_PTEREAD.
-D SIWLE LISTER UNSERIALIZED ACCEPT
T r

AP_JA3 O THER,_CHILD.
oL,

o

EEFATLT FITLOGS" (rimf it Lpid”

Server loaded PCRE Version: 10, &2 2022-12
Compiled with PCRE Version: 10, 42 z0ze-12-11

comection 60 kesgalive §

MPM Information: s Daesons | Thresdsd: yes Forked: yes

(IPvi-mgped addresses sasbled)
TREAD. SERTALIZE

44
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Apache Server Information |

Sakpaes

Sactions
aded Nodules, Server Sebtins Stariuo Hocks, Rewusst focks. Dther Hosks. Previdscs

Loaded Modules

Server Settings

Server Version: hpacte/Z 456 (lnix)
Server Built: Jul 9 7
Server loaded APR Versi
Compiled with APR Ver:
Server loaded APU Version: 1.5.1

e e PERE Vrson 1 -1 Apache Server Information@fisalS = :

Server loaded PCRE Version:
Compiled with PCRE Version: 10, 42 z0ze-12-11

dul i imber: 201 .
Hostnamerort s - BH#A: hitp://yourservername/server-info

v - BECERNE: http://yourservername/server-status?config

| Thresisd: yes Forked: yes
Server Architect:
Server Root: /et a1

Config File: fetciuntp s fintpa oot q
Server Built With:
"o 4PR_j_SHRUFILE

45
5. I2FtApachefiZ 214
W 3t 22 42 2 ) 4% 2 A0 B R R I B ARER 43, $2FHApache W ufi iR 5525 19
B A PR R A 5 22 4 P B
Apacheffit T ZAF BRI Lk, ORI 2 2] SRR 5%
m E Rk R VE
= [RBUR 55 AU E B
w2k g B SR
= JFESELinux. B kisitf7 %20
o (ERSEFENH)
03
(W25 515 ARG B REIS4EFE (K R hups://internethactem.edu.cn PebE A B BEIZYE hup:/ /www.51xueweb.cn
46
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5. 12HApachelIZ 214 5.1 QBN

k515 B RGBSR R hops:/ /internethactem.edu.cn HEHEE R AEISZE hep:/ /www.51xueweb.cn

VE Ik 5 ) Vi R T DA BB R B R ALl , AR ORIR T i 22 4k
Apachefii 55 4518 it Requir e 15 5 B ¥ b i il 76 Bl B, ) 30 2o 4 i B S
PR, FEXFFEON P L E 3% A BT Lo

s K R i B R ] S R AL R TR AR R -
® ARVFFTA HREE ] P 2 R
m 2%1-10.10.2.116HHE; ] A MG

47

5. I2HApacheliZ 24 5.1 iR BRI

= e R0 A AR 1] Y PR A R TR AR R -
w A kT 2 R
m 251110.10.2. 11643k 7] 2 W5

il E X fk: /etc/httpd/conf/httpd.conf

m <Directory "/var/www/wordpress">

] Options Indexes FollowSymLinks

[ AllowOverride None

] #I5E W T )G R

] <RequireAll>

[ Require all granted

] Require not ip 10.10.2.200

] </RequireAll>

m </Directory> -Q

VARG B BEIS AR FE (K R hups:/ /internethactem.edu.cn PEHEARL R BEISAE http:/ /www.51xueweb.cn

48
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5. 12HApachelIZ 214 5.1 QBN

Apacheﬂ{]ReqmreIJi'i"‘m" AU TR
m Require all granted, VA STE
m Require all denied, 644374 %

= Require ip 127.0.0.1, RAWFEIPEF, SAIPEBZAMEHZEMIEIF, XHRER AN
IPH#ifk > 127.0.0. 1 HRIFE ALY ]

m Require host domain.com, R #i43¥ B4 domain.comiFEHLi M

® Requirelif] B E £ A
Requirei it & <RequireAll>. <RequireAny>. <RequireNone> f%E %} f]
VAREAT 5 M2 % B 15 1) R A

® RequireAll, JjFENERMLMEIPFFEIEE M ARVEVTRFIN, A R8T W 5

= RequireAny, ViFENERMFEBRENER L AVEVIRFN, FAET B R b

® RequireNone, PRI EBEE BT KB, SRR A R o

o RREMSIAER, — S HARRE L A6

W25 55 A G B REIS 4E R FE K & hteps:/ /internethactem.edu.cn PR LR REIZAE heep:/ /www.51xueweb.cr
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5. I2HApacheliZ 24 5.2 RIRS EEIBIER

e Apache M3%RR55 251 PHP @A as BIBURAE S, 78] 4 SRS v e i
ROMER, FEARARSS 25 g XURS: o

Apache 3% iR 55251 13 ServerTokens i% i B i it A ZEUAE B o
PHPfi#d#% 8 1) expose_phpif i Bl U E B -

il B Apache W ¥l it 5% 25 FIPHPENT 25 B9 15 B AR
m EYthttpd.conf {4 K sk i 55 28 U5 B
= EYphp.ini 4 RS PHPHUK S B

02 (350 RAEREB A R hups:/ /internethactem.educn  HEHE B REIEZE hiep:/ /www.51 xueweb.cn
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5. 12HApachelIZ 214 5.2 BEESENEES

Al B Apache Wl it 5% 25 FIPHP#ENT 25 B9 15 B AR 3
m &Phttpd. conf 3 K M 3 A 55 2R BURAE B
® &Y php.ini A4 B PHPHURA S B

BLE X f:: /etc/httpd/conf/httpd.conf
m HIECPE R RGN AN A, B EhttpsLEIGR BB R

m ServerTokens Prod

Bl fF: /etc/php.ini
= #E I PHPHL B SO e B 5
m expose_php = Off

X2k 515 E R G B REIS4EYFRA & hreps:/ /internethactem.edu.cn VebEas B BB hup://www.51xueweb.cn
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5. I2HApacheliZ 24 5.2 RIRS EEIBIER

ApacheffjServerTokens3t 64N E T, HAE 4 5140w .
ServerTokens Full, B/R4#E B A A Apachesz FFHBIH KB R4S
ServerTokens Prod, {UZRMuliiRk5%5254F5, BlServer: Apache

ServerTokens Major, 5ok MWukiRS 2% BAdEERAS, BiServer: Apache/2
ServerTokens Minor, R M¥EIRS 245 BEEIRAS, BlServer: Apache/2.4
ServerTokens Min, R MufiR% 455 B ASEBMAS, BServer: Apache/2.4.51

ServerTokens OS, B R Mui M FHEE B A M|IERARH, W : Server
Apache/2.4.51(Unix)

PHPHjexpose_phpItF 24Nk, HAEH 43U F AR
m On, 7ERWARSES LER O REPHPER
 Off, EMMiMR% %S A BR T %4EPHPIE

02 515 R B AE R AL R heps:/ /internechactem.cdu.cn  HEFE 2 BIBEIEAE heeps/ /www.51xueweb.cn
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5. 12HApachelIZ 214 5.3 SURIEE T
25 1k 9l SR B R A AR R A AN R, DR A P P SRR B

A A D0 Y Rk B s AR
m &%/ etc/httpd/conf/httpd.conffig B 342 1k W%k H 5w %
w A PAEARAT— AN [k R 0L H SR T B

9% 51 H R REEAERAR KR heps:/ /internethactem.educn HEFE B AEIZE heep:/ /www.51xueweb.cn
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5. 12HApachelIZ 214 5.3 S FIEEFAE

B A Ik N Rl B SRR
» &1/ etc/httpd/conf/httpd.conffi B Sz 4% 1k ¥ 5k H 30 4
= A RAEEXEAT— A P DL AT A

BeE X f: /etc/httpd/conf/httpd.conf
= Directory "/var/www/wordpress">
m  #OptionsHiiX & HNone, HRARZAHEM RS 240
n Options None
n AllowOverride None
m </Directory>
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5. 12HApachelIZ 214 5.3 SURIEE T

ApachefjOption F &S 40 T Fim o

Options All, B REEMultiViews 2 A T fei:

Options MultiViews, % 5N A

Options Indexes, 1 HF FHindex3fl, WRxRiZH R TR

Options IncludesNOEXEC, #.¥# k45 #suminclude, ASuJ{d f#execfi#includelfg
Options Includes, #f# F RS a5iinclude

Options FollowSymLinks, fEH 3 R34 IR SR8

Options SymLinkslfOwnerMatch, 7& H 3% H R EEA S, 5 N B 4645

Options ExecCGI, 7&HZ T #Ei#fCGL

Options J5 A Mt M2 Fi AR 95 #4F ik, 452 IR P 224 R I

2 515 RS B BB AR (KR hups://internethactem.edu.cn HEHE B REISZE hup:/ /www.51xueweb.cn
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Mg 5Is B RS RIS
IREMREF>ITS

@ BREREDSE 0
2) o s0so30

ABEEERMA
AEPEAAFEMEARRRR

REARFITEHANPEHAFETRRER
IEEARRAAESERARE

MESEEAGERESERESREITE
https://internet.hactcm.edu.cn

EEME%ERTENAMLY
http://www.51xueweb.cn

REINTMR, nREHERS.

| mEs
S| smmizean
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