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The Apache HTTP Server is an open-source HTTP server for modern operating systems including UNIX, Microsoft Windows, Mac OS/X and Netware. The goal of this project
is to provide a secure, efficient and extensible server that provides HTTP services observing the current HTTP standards. Apache has been the most popular web server on
the Internet since April of 1996.

Apac h e H TT p S erver . project managed by the Apache HTTP Server Committee)

Project base data:

Short description: The Apache HTTP Server application 'httpd'".
« Category: network-server http httpd-module
Website: http://httpd.apache.org/
Project status: Active
« Implemented standards
o |ETF REC 2616: Hypertext Transfer Protocol -- HTTP/1.1
o |ETF REC 2617: HTTP Authentication: Basic and Digest Access Authentication
o |IETF REC 2518: HTTP Extensions for Distributed Authoring -- WEBDAV
o |IETF REC 3253: Versioning Extensions to WebDAV
o |ETF REC 3986: Uniform Resource Identifier (URI): Generic Syntax
Project data file: DOAP RDF Source (generated json)

Development:

+ Programming language: C

« Bug-tracking: http://httpd.apache.org/bug_report.html

» Mailing list(s): http://httpd.apache.org/lists.html

« Subversion repository: http://svn.apache.org/repos/asf/httpd/httpd/

Releases (from DOAP):

« Download: http://httpd.apache.org/download.cgi
« 2.4.62 (2024-07-17): Recommended current 2.4 release
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Essentials

Oxtober 7-10,2024

» Download!

« About

« License

« FAQ

» Security Reports

Source Repositories

+ General Information
e Trunk
.24

Documentation

* Version 2.4
o Trunk (dev)

Get Involved

* Mailing Lists
* Bug Reports
« Developer Info
« User Support

Subprojects

« Docs
« Test

« Flood

« libapregq
Modules
mod_fegid
mod_ftp

.

Related Projects

Apache Traffic Server
Apache Traffic Control
» Tomcat

* APR

= mod_perl

Miscellaneous

» Contributors
» Thanks!
« Sponsorship

The Number One HTTP Server On The Internet

The Apache HTTP Server Project is an effort to develop and maintain an open-source HTTP server for modern operating systems including UNIX and Windows. The goal of this project is to provide a secure, efficient and extensible server that provides HTTP services in sync with the current
HTTP standards.

The Apache HTTP Server ("httpd") was launched in 1995 and it has been the most popular web server on the Internet since April 1996. It has celebrated its 25th birthday as a project in February 2020.

The Apache HTTP Server is a project of The Apache Software Foundation.

The Apache Software Foundation and the Apache HTTP Server Project are pleased to announce the release of version 2.4.62 of the Apache HTTP Server ("httpd").

This latest release from the 2.4.x stable branch represents the best available version of Apache HTTP Server.

Apache HTTP Server version 2.4.43 or newer is required in order to operate a TLS 1.3 web server with OpenSSL 1.1.1.

As previously announced, the Apache HTTP Server Project has discontinued all development and patch review of the 2.2.x series of releases.

The Apache HTTP Server Project had long committed to provide maintenance releases of the 2.2.x flavor through June of 2017. The final release 2.2.34 was published in July 2017, and no further evaluation of bug reports or security risks will be considered or published for 2.2.x releases.
Great! We have updated our download page in an effort to better utilize our mirrors. We hope that by making it easier to use our mirrors, we will be able to provide a better download experience.

Please ensure that you verify your downloads using PGP or MDS signatures.

Want to contribute to the Apache HTTP Server?

Awesome! Have a look at our current 'Help Wanted' listings then:

fl Tasks the Apache HTTP Server Project would like help with:
Title

Languages Difficulty Created
@, ¢ Rewrite mod_ldap cache handiing code c & Intermediate 2018/5/29 01:23:20
©, ¢ Leam and work on htpd's internals c 4 Advanced 2018/1/3 01:19:40
©, ) Websacket documentation english,xml lua,c 4 Intermediate 2016/2/20 01:31:35
©, c Improve the Request Processing guide xml,html.c 4 Advanced 2016/2/14 19:16:11
© c Traffic shaping with mod_lua lua,c 4 Advanced 2016/2/14 17:09:50
O, W) Make a better guide on request hooks xmi,html,c A Advanced 2016/2/8 17:46:07
©, WP Write 2 better cache guide xml,html il Expert 2016/2/7 05:30:59

Powered by Help Wanted - a task directory for Apache projects

Copyright © 1997-2024 The Apache Software Foundation.
Apache HTTP Server, Apache, and the Apache feather logo are trademarks of The Apache Software Foundation.
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Configuring Apache HTTP Server to listen on specific addresses and ports.

Al Overview

Related Modules Related Directives

When httpd starts, it binds to some port and address on the local machine and waits for incoming requests. By default, it listens to all addresses on the machine. However, it may need to be told to listen on specific ports, or only on selected addresses, or a combination of both. This
is often combined with the Virtual Host feature, which determines how httpd responds to different IP addresses, hostnames and ports.

The |  directive tells the server to accept incoming requests only on the specified port(s) or address-and-port combinations. If only a port number is specified in the Li =t =n directive, the server listens to the given port on all interfaces. If an IP address is given as well as a port,

the server will listen on the given port and interface. Multiple L1 n directives may be used to specify a number of addresses and ports to listen on. The server will respond to requests from any of the listed addresses and ports.

For example, to make the server accept connections on both port 80 and port 8000, on all interfaces, use:

Listen &0
Listen 2000

To make the server accept connections on port 80 for one interface, and port 8000 on another, use A i :
1] y L =i

Listen |
Listen 1

[ ] \Y 4 H 3
IPv6 addresses must be enclosed in square brackets, as in the following example: i E ﬁ *0

Listen [2001:

Overlapping Listen directives will result in a fatal error which will prevent the server from starting up.

(48)Address already in use: make

could not bind to address [::

See the discussion in the wiki for further troubleshooting tips.

n restart

configurati

When httpd is restarted, special consideration must be made for changes to Li sten directives. During a restart, httpd keeps ports bound (as in the original configuration) to avoid generating "Connection refused” errors for any new attempts to connect to the server. If changes are

made to the set of L1 n directives used which conflict with the old configuration, configuration will fail and the server will terminate.

For example, changing from configuration:

Listen 127.

to the following may fail, because binding to port 80 across all addresses conflicts with binding to port 80 on just 127.0.0.1.

Overview

Changing Listen configuration
on restart

Special IPv6 Considerations

.
7}
B
o
2.
=
Ej
@
=2
@
B
=4
]
5]
=3
=
=3

Listen

= How This Works With Virtual
Hosts

See also

= Virtual Hosts

= DNS Issues

= Comments
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</Files>

ErrorLog: The location of the error log file.

If you do not specify an Errorlog directive within a <VirtualHest>
container, error messages relating to that virtual hest will be
logged here. If you *do* define an error logfile for a <VirtualHost=>
container, that host's errors will be logged there and not here.

ErrorlLog "logs/error_log" <
#
# LogLevel: Control the number of messages logged to the error_leg.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.
#
LogLevel
<IfModule log_config_module>
¥
# The following directives define some format nicknames for use with
# a CustomLog directive (see below).
¥
LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%h %L %u %t \"%r\" %>s %b" common
<IfModule logio_module>
# You need to enable mod_logio.c to use %I and %0
LogFormat "%h %L %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\" %I %0" combinedio
</IfModule>

#

# The location and format of the access logfile (Common Logfile Format).
# If you do not define any access logfiles within a <VirtualHost>

# container, they will be logged here. Contrariwise, if you *do*

# define per—<VirtualHost> access logfiles, transactions will be

# logged therein and *not* in this file.

#CustomLog "logs/access_log" common

#

# If you prefer a logfile with access, agent, and referer information

# (Combined Logfile Format) you can use the following directive.

#

CustomLog "logs/access_log" combined
B re </IfModule>

ote monito q
lren <IfModule alias_module>

[ Follow terminal folder

UNREGISTERED VERSION - Please support M
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2.10.10:2.41 {[openEuler]}

[root@Project-0u-Task-01 ~]# apahectl -1 ApaChe MOduIe

Compiled in modules:
core.c
mod_so.c

http_core.
[rootgp:ici—eu—rask—el ~]# apachectl -t -D DUMP_MODULES <& yutﬂﬁﬁﬁﬂg ApaChe Module

Passing arguments to httpd using apachectl is no longer supported.
You can only start/stop/restart httpd using this script.
If you want to pass extra arguments to httpd, edit the
/etc/sysconfig/httpd config file.
AHPE558: httpd: reliably determine the server's fully qualified domain name, using fe80::20c:29ff:fe@6:del6%ens33. Set the 'ServerName' directive globally to suppress t
his message
Loaded Modules:

core_module (static)

so_module (static)

http_module (static)

access_compat_module (shared)

actions_module (shared)

alias_module (shared)

allowmethods_module (shared)

auth_basic_module (shared)

auth_digest_module (shared)

authn_anon_module (shared)

authn_cere_module (shared)

authn_dbd_module (shared)

authn_dbm_module (shared)

authn_file_module (shared)

authn_socache_module (shared)

authz_core_module (shared)

authz_dbd_module (shared)

authz_dbm_module (shared)

authz_groupfile_module (shared)

authz_host_module (shared)

authz_owner_module (shared)

authz_user_module (shared)

autoindex_module (shared)

brotli_module (shared)

cache_module (shared)

cache_disk_module (shared)

cache_socache_module (shared)

data_module (shared)
[ Follow terminal folder dbd_module (shared)

E Remote monitoring

UNREGISTERED VERSION - Ple; n by subscribing to the



[root@Project-0U-Task-01 ~J# ls -1 /etc/httpd/

conf/ conf.d/ conf.modules.d/ logs/ modules/ state/
[root@Project-04-Task-01 ~J# ls -1 /etc/httpd/conf.modules.d/ <« E =+ mﬂg Apache Module EE%I{*
At ouu

-ru-r--r-—. 1 root root 3372 7K 9H 11:55 @0-base.conf

-ru-r--r-—. 1 root root 139 7H 9H 11:55 00-dav.conf

-rw-r--r—-—. 1 root root 41 785 9H 11:55 00-lua.conf

-rw-r--r—-. 1 root root 78 9H 11:55 00-mpm.conf

-rw-r——r——. 1 root root 787 77 94 11:55 @@-optiocnal.conf
-rw-r--r--. 1 root root 78 98 11:55 80-proxy.conf
-rw-r--r--. 1 root root 88 7H 9H 11:55 08-systemd.conf
-rw-r--r--. 1 root root 78 98 11:55 @l-cgi.conf

-rw-r——r——. 1 root root U5 7510H 14: 10-h2.conf

-rw-r--r--. 1 root root 57 7H10H 14:49 10-proxy_h2.conf
-rw-r—r—. 1 root root 418 78 9H 11:57 README .
[root@Project-0u-Task-01 ~J# ls -1 /etc/httpd/modules/ <« openEUIer ¢ ApaChe MOdUIe ﬁmﬂg{u%
Hit 336U

-rwxr-xr-x. 1 root root 14592 7H 9H 11:57 mod_access_compat.so
-ruxr-xr-x. 1 root root 1u584 7H 9H 11:57 mod_actions.so
—-rwxr-xr-x. 1 root root 26872 7H 9H 11:57 mod_alias.so
-rwxr-xr-x. 1 root root 14592 7H 9H 11:57 mod_allowmethods.so
-ruxr-xr-x. 1 root root 14512 7H 9H 11:57 mod_asis.so
-rwxr-xr-x. 1 root root 18688 7H 9H 11:57 mod_auth_basic.so
-rwxr-xr-x. 1 root root 39168 7H 9H 11:57 mod_auth_digest.so
-rwxr-xr-x. 1 root root 14592 7H 9H 11:57 mod_authn_anon.so
—rwxr-xr-x. 1 root root 14592 7H 9H 11:57 mod_authn_core.so
-rwxr-xr-x. 1 root root 14592 7H 9H 11:57 mod_authn_dbd.so
—rwxr-xr-x. 1 root root 14592 7H 9H 11:57 mod_authn_dbm.so
-rwxr-xr-x. 1 root root 14592 7H 9H 11:57 mod_authn_file.so
-ruxr-xr-x. 1 root root 22816 7H 9H 11:57 mod_authn_socache.
-rwxr-xr-x. 1 root root 26880 7H 9H 11:57 mod_authz_core.so
-ruxr-xr-x. 1 root root 1u4592 7H 9H 11:57 mod_authz_dbd.so
—-rwxr-xr-x. 1 root root 14592 7H 9H 11:57 mod_authz_dbm.so
-rwxr-xr-x. 1 root root 14592 7H 90 11:57 mod_authz_groupfile.so
—-rwxr-xr-x. 1 root root 14592 7H 9H 11:57 mod_authz_host.so
-rwxr-xr-x. 1 root root 14592 7H 9H 11:57 mod_authz_owner.so
—rwxr-xr-x. 1 root root 14592 7H 9H 11:57 mod_authz_user.so
-rwxr-xr-x. 1 root root 39168 7H 9H 11:57 mod_autoindex.so
—rwxr-xr-x. 1 root root 22776 7H 9H 11:57 mod_brotli.so
-ruxr-xr-x. 1 root root 14584 7H 98 157 mod_buffer.so
—rwxr-xr-x. 1 root root 35072 7H 9H 11:57 mod_cache_disk.so

[ Fellow terminal folder —IWXI—XI—X. root 76120 7H 9H 11:57 mod_cache.so

E Remote monitoring

UNREGISTERED VERSION - P c! M erm by s ibing to the o ere: erm.mobatek.net
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@ [ 7/ modstatus- Apache HTTP Serve X = —
G (&  httpsy//httpd.apache.org/docs/2.4/zh-cn/mod/mod_status html @ A o T s .S -~}
r A I AC I I E Modules | Directives | FAQ | Glossary, | Sitemap

- HTTP SERVER PROJECT Apache HTTP Server Version 2.4

Apache > HTTP Server > Docl on > Version 2.4 > Modules

Apache Module mod_status

Available Languages: en | fr | ja | ko | tr

Description: Provides information on server activity and performance

Status: Base

Module Identifier: status_module Topics

Source File: mod_status.c = Enabling Status Support

s = Automatic Updates
ummary = Machine Readable Status File

The Status module allows a server administrator to find out how well their server is performing. A HTML page is presented that gives the current server statistics in an easily readable form. If required this page can be made to automatically refresh (given a compatible browser). Another - Using server-status to

page gives a simple machine-readable list of the current server state. troubleshoot

The details given are: Directives

This module provides no

+ The number of workers serving requests
directives.

+ The number of idle workers

+ The status of each worker, the number of requests that worker has performed and the total number of bytes served by the worker (*)
= Atotal number of accesses and byte count served (*)

+ The time the server was started/restarted and the time it has been running for

= Averages giving the number of requests per second, the number of bytes served per second and the average number of bytes per request (*) = Known issues
+ The current percentage CPU used by each worker and in total by all workers combined (*) Report a bug
+ The current hosts and requests being processed (*)

Bugfix checklist
= hitpd changelog

See also

The lines marked "(*)" are only available if Extend tatus On by default.

2l Enabling Status Support

To enable status reports only for browsers from the example.com domain add this code to your httpd. conf configuration file

iStatus I8 On. In version 2.3.6, loading mod_status will toggle Exten = Comments

<Location "/server-status">
SetHandler server-status
Require host example.com
</Location>

You can now access server statistics by using a Web browser to access the page http: //your.server.name/server-status

Al Automatic Updates

You can get the status page to update itself automatically if you have a browser that supports "refresh”, Access the page http://your.server.name/server-status?refresh=N to refresh the page every N seconds.

-l Machine Readable Status File

sort directory of your

A machine-readable version of the status file is available by accessing the page http://your.server.name/ser
Apache HTTP Server installation.

ver-status?auto. This is useful when automatically run, see the Perl program log_server status, which you will find in the /=

in all config ion files, i

It should be noted that if nod_status is loaded into the server, its | per-directory files (e.g., .htaccess). This may have security-related ramifications for your site.

I\l Using server-status to troubleshoot

The =arvar-=t=tin= hana mav ha iicad ac a etartina nlara far tranthlachnntina a sitiiatinn whara vaiir earvar ie raneuimina all availahla raeniireas (CPLLar mamand and van wich tn identif whirh reniiacte ar cliente ara fanicina tha nrnhlam

capability is
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[root@Project-0U-Task-01 ~J# cat /etc/httpd/conf.modules.d/21-status.conf
<location /server-status>

SetHandler server-status

Require all granted
</location>

<location /server-info>
Sethandler server-info
</location>

[root@Project-eu-Task-01 ~J]#

[root@Project-0u-Task-01 ~]# ls -1 /etc/httpd/modules/ | grep -E "status|info"
—rwxr-xr-x. 1 root root 30968 7H 9H 11:57 mod_info.so

-ruxr-xr-x. 1 root root 30968 7H 9H 11:57 mod_status.so
[root@Project-0u-Task-01 ~]#

[root@Project-0u-Task-e1 ~J# ||

E emote monitoring

[ Follow terminal folder

UNREGISTERED VERSION - Please support M
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 (Unix)
Server MPM: event

Server Built: Jul 9 2024 11:57:06 « The Status module allows a server administrator to find out how well their server is

Cutront Times Sunday. 13.Oct 2004 1745111 CST pertorming. A HIML page Is presented that gives the current server statistics in an
Restart Time: Sunday. 13.0ct 2024 17:42:29 CST easily readable form. If required this page can be made to automatically refresh
Parent Server Config. Generation: 1 (given a compatible browser). Another page gives a simple machine-readable list of
Parent Server MPM Generation: 0 the current server state.

Server uptime: 2 minutes 42 seconds

Server load: 0.03 0.02 0.00

Total accesses: 2 - Total Traffic: 5 kB - Total Duration: 1

CPU Usage: u.04 5.05 cu0 ¢s0 - .0556% CPU load

.0123 requests/sec - 31 Bfsecond - 2560 B/request - .5 ms/request

+ The details given are:

1 requests currently being processed, 0 workers gracefully restarting, 74 idle workers . The number Of WO rkers serving requests
Slot| PID Stoppin Connections | Threads | Async connections « The number of idle workers
|total accepting busy gracefulidle writing keep-alive closing « The status of each worker, the number of requests that worker has performed
0 12005no 0 yes 0o_p0 220 0 0 and the total number of bytes served by the worker (*)
1 2006/no 0 yes 1 0 24 |0 0 0 "
> 120070 0 yes o o >~ b 0 + A total number of accesses and byte count served (*)
sum3 0 0 1o 720 D0 0 + The time the server was started/restarted and the time it has been running for
v + Averages giving the number of requests per second, the number of bytes

served per second and the average number of bytes per request (*)

+ The current percentage CPU used by each worker and in total by all workers
combined (*)

Scoreboard Key: + The current hosts and requests being processed (*)

"_" Waiting for Connection, "s” Starting up, "r" Reading Request,

"w" Sending Reply, "k" Keepalive (read), "»" DNS Lookup,

"c" Closing connection, "L" Logging, "¢" Gracefully finishing,

"1" Idle cleanup of worker, . " Open slot with no current process

Srv PID Acc M CPU SS Req Dur Conn Child Slot Client Protocol VHost Request
0-020050/1/1 002121 1 00 000 0.0010.10.2.1 http/1.1 fe80:20c:29ff:fe06:ded46%ens33: GET /server-status HTTP/1.1
0-020050/1/1_ 002120 0 00 0.00 0.0010.10.2.1 http/1.7 fe80:20c:29ff:fe06:de46%ens33: GET /favicon.ico HTTP/1.1
1-0 2006 1/0/0W0.000 0 0 00 000 0.0010.10.2.1 http/1.1 feB80:20c:29ff:fe06:ded6%ens33: GET /server-status HTTP/1.1

Srv Child Server number - generation
PID OS process ID

»
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 (Unix)
Server MPM: event
Server Built: Jul 9 2024 11:57:06

Current Time: Sunday, 13-Oct-2024 17:45:11 CST
Restart Time: Sunday, 13-Oct-2024 17:42:29 CST
Parent Server Config. Generation: 1

Parent Server MPM Generation: 0

Server uptime: 2 minutes 42 seconds

Server load: 0.03 0.02 0.00

Total accesses: 2 - Total Traffic: 5 kB - Total Duration: 1
CPU Usage: u.04 5.05 cu0 ¢s0 - .0556% CPU load

.0123 requests/sec - 31 Bfsecond - 2560 B/request - .5 ms/request — . S .
1 requests currently being processed, 0 workers gracefully restarting, 74 idle workers A pa C h e S e rve r StatU S :*EP -L)‘jl Eﬂﬁit .

Connections | Threads | Async connections
totallaccepting busy|grace‘fu| idle writing keep-alive|closing
0 |2005no 0 yes 0 0 25 0 0 0
1 2006no yes 24

2 [2007no yes 25
74

' HLBSIEE: http://yourservername/server-status?auto

Slot| PID Stopping

B http://yourserver.name/server-status

BHaml#r: http://yourserver.name/server-status?refresh=N

(=N =] =]
o=
(=N =] =]
[=R =] =]

0 0
0 0
0 0

Scoreboard Key:

"_" Waiting for Connection, "s” Starting up, "r" Reading Request,
"w" Sending Reply, "k" Keepalive (read), "»" DNS Lookup,

"c" Closing connection, "L" Logging, "¢" Gracefully finishing,

"1" Idle cleanup of worker, . " Open slot with no current process

Srv PID Acc M CPU SS Req Dur Conn Child Slot Client Protocol VHost Request
0-020050/1/1 002121 1 00 000 0.0010.10.2.1 http/1.1 fe80:20c:29ff:fe06:ded46%ens33: GET /server-status HTTP/1.1
0-020050/1/1_ 002120 0 00 0.00 0.0010.10.2.1 http/1.7 fe80:20c:29ff:fe06:de46%ens33: GET /favicon.ico HTTP/1.1
1-0 2006 1/0/0W0.000 0 0 00 000 0.0010.10.2.1 http/1.1 feB80:20c:29ff:fe06:ded6%ens33: GET /server-status HTTP/1.1

Srv Child Server number - generation
PID OS process ID
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 (Unix)
Server MPM: event
Server Built: Jul 9 2024 11:57:06

Current Time: Sunday, 13-Oct-2024 17:45:11 CST
Restart Time: Sunday, 13-Oct-2024 17:42:29 CST

Parent Server Config. Generation: 1 . i '

Parent Server MPM Generation: 0 Server VerSIOn ApaChe Http Se_';_ve\r EA{L-FH‘&Z:
Server uptime: 2 minutes 42 seconds » Server MPM ApaChe E{JI{/EEK

Server load: 0.03 0.02 0.00 . NP . N
lotal accesses: 2 - Total Traffic: 5 kb - Total Duration: 1 ° Server BUllt ApaChe é HUH&ZKE{Jﬁl%Elej

CPU Usage: u.04 5.05 cu0 ¢s0 - .0556% CPU load
.0123 requests/sec - 31 Bfsecond - 2560 B/request - .5 ms/request

1 requests currently being processed, 0 workers gracefully restarting, 74 idle workers e Current Time % E\TJ,%Q}EHYTI\EH
Slot| PID Stoppin Connections | Threads | Async connections « Restart Time HE,QJ\EEE httpdﬂﬁ%ﬁgﬁ?ﬂﬁj
o oo i ::)otal accepting gusy%race‘ful i2d5Ie\[|)vriting Igeep-alive Slosing . Pa re n‘t Server CO nﬂg . Generation
no yes oI N3
1 |2006n0 0 yes 1o 24 |0 0 0 httpdBISHIZERHIRE
2 [2007n0 o yes o o fsfo 0 0 « Parent Server MPM Generation
Sum|3 0 0 . 1 0 74 0 0 0 httpdEgeventﬁﬁtpij&*iiﬁﬁg}X&
« Server uptime RLBaihttpd BIEHITHEITRIRTE
« Server load ARSZEEfA%EL, Imin S5min 15min BHEREEIR

Scoreboard Key:

"_" Waiting for Connection, "s” Starting up, "r" Reading Request,
"w" Sending Reply, "k" Keepalive (read), "»" DNS Lookup,

"c" Closing connection, "L" Logging, "¢" Gracefully finishing,

"1" Idle cleanup of worker, . " Open slot with no current process

Srv PID Acc M CPU SS Req Dur Conn Child Slot Client Protocol VHost Request
0-020050/1/1 002121 1 00 000 0.0010.10.2.1 http/1.1 fe80:20c:29ff:fe06:ded46%ens33: GET /server-status HTTP/1.1
0-020050/1/1_ 002120 0 00 0.00 0.0010.10.2.1 http/1.7 fe80:20c:29ff:fe06:de46%ens33: GET /favicon.ico HTTP/1.1
1-0 2006 1/0/0W0.000 0 0 00 000 0.0010.10.2.1 http/1.1 feB80:20c:29ff:fe06:ded6%ens33: GET /server-status HTTP/1.1

Srv Child Server number - generation
PID OS process ID
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 (Unix)
Server MPM: event
Server Built: Jul 9 2024 11:57:06

Current Time: Sunday, 13-Oct-2024 17:45:11 CST

Restart Time: Sunday, 13-Oct-2024 17:42:29 CST

Parent Server Config. Generation: 1

Parent Server MPM Generation: 0

Server uptime: 2 minutes 42 seconds

- 003002000

Total accesses: 2 - Total Traffic: 5 kB - Total Duration: 1

CPU Usage: u.04 5.05 cu0 ¢s0 - .0556% CPU load

.0123 requests/sec - 31 Bfsecond - 2560 B/request - .5 ms/request

1 requests currently being processed, 0 workers gracefully restarting, 74 idle workers

Total accesses
Total Traffic
Total Duration

CPU Usage

. Connections Threads Async connections °
Slot| PID Stopping total accepting|busy|grace‘ful|idlewriting keep-alive|closing
0 |2005)no 0 lyes o 0 25 [0 0 0
1 2006no 0 yes L 0 24 |0 0 0
2 |2007|no 0 lyes o 0 25 |0 0 0
Sum3 [0 0 1 0 74 0 0 0

Scoreboard Key:

_" Waiting for Connection, "s" Starting up, "r" Reading Request,
"w" Sending Reply, "k" Keepalive (read), "»" DNS Lookup,

"c" Closing connection, "L" Logging, "¢" Gracefully finishing,

"1" Idle cleanup of worker, . " Open slot with no current process

Srv PID Acc M CPU SS Req Dur Conn Child Slot Client Protocol VHost Request
0-020050/1/1 002121 1 00 000 0.0010.10.2.1 http/1.1 fe80:20c:29ff:fe06:ded46%ens33: GET /server-status HTTP/1.1
0-020050/1/1_ 002120 0 00 0.00 0.0010.10.2.1 http/1.7 fe80:20c:29ff:fe06:de46%ens33: GET /favicon.ico HTTP/1.1
1-0 2006 1/0/0W0.000 0 0 00 000 0.0010.10.2.1 http/1.1 feB80:20c:29ff:fe06:ded6%ens33: GET /server-status HTTP/1.1

httpd SRS EIRNER E
httde'E}JJ:ﬁélel’J%l}EUg

CPUERER

.015 requests/sec - 91 B/second - 5.9 kB/request - .35 ms/request

httpd EaIERIFII G,
g2/ MNMEK
"‘1#51%%/'*;?&?&
4\% SEHEIXZ VEIE
FNMNERITENSK

« Trequests currently being processed, 74 idle workers

SIS FBRIEAE
SRS RRIEAEE

Srv Child Server number - generation
PID OS process ID

»
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 (Unix)
Server MPM: event
Server Built: Jul 9 2024 11:57:06

Current Time: Sunday, 13-Oct-2024 17:55:04 CST

Restart Time: Sunday, 13-Oct-2024 17:42:29 CST n & A =T e <
Parent Server Config. Generation: 1 i
Parent Server MPM Generation: 0 [root@Project—0u-Task-01 ~J# ps aux | grep httpd
Server uptime:12 minutes 35 seconds root 2002 0.0 2.6 18896 11364 ? Ss 17:42 0:00 /usr/sbin/httpd —DFOREGROUND
2000000000 apache 2004 0.0 1.6 18924 6964 ? S 17:42 0:00 /usr/sbin/httpd -DFOREGROUND
Total accesses: 4 - Total Traffic: 141 kB - Total Duration: 7 apache 2005 0.0 2.3 1109616 10188 ? SL  17:42 ©:00 /usr/sbin/httpd —-DFOREGROUND
%F;ls’aurﬁ::?fé;‘t-s‘z:c-"f‘é”f;;‘;c'cﬂ?gz‘ggP:B'/‘::guest 175 merequest apache 2006 0.0 2.3 978U80 98U8 ? SL  17:42 ©0:0@ /usr/sbin/httpd -DFOREGROUND
1 requests currently being processed, 0 workers gracefully restarting, 99 idle workers apache Sl gkl Mol Bmnn salily SL 17:42  0:00 /usr/sbin/httpd -DFOREGROUND
apache 2208 0.0 1.9 978U8e 85ue ? SL 17:U6 0:00 /usr/sbin/httpd -DFOREGROUND
sl .| Connections | Threads | Async connections root 2284 0.0 0.5 2198U 2u04 pts/0 S+ 17:53 0:00 grep --color=auto httpd
ot| PID Stopping . . o - . .
totallaccepting busy|grace‘fu| idle writing keep-alive|closing [root@PrOJect—Gﬂ—Task—Gl ~]#
0 |2005/no 0  yes 1 0 24 |0 0 0
1 2006no 0 yes 0 0 25 |0 0 0
2 |2007no 0 yes 0 0 25 |0 0 0
3 |2208/no 0  yes 0 0 25 |0 0 0
Sum|4 0 0 1 0 99 |0 0 0

Scoreboard Key:

"_" Waiting for Connection, "s" Starting up, "r" Reading Request,

"w" Sending Reply, "k" Keepalive (read), "p" DNS Lookup,

"c" Closing connection, "L" Logging, "¢" Gracefully finishing, a
"1" Idle cleanup of worker, . " Open slot with no current process

Srv PID Acc M CPU SS Req Dur Conn Child Slot Client Protocol VHost Request

0-020051/0/0W0.000 0 0O 00 000 0.0010.10.2.1 http/1.1 fe80:20c:29ff:fe06:de46%ens33: GET /server-status HTTP/1.1

0-0 2005 0/1/1 _ 0.02 605 1 0.0 0.00 0.00 10.10.2.1 http/1.1 fe80::20c:29ff:fe06:de46%ens33: GET /server-status HTTP/1.1

0-0 2005 0/1/1_ 0.02 6050 0.0 0.00 0.0010.10.2.1 http/1.1 fe80:20c:29ff:fe06:ded6%ens33: GET /favicon.ico HTTP/1.1

0-0 2005 0/1/1_ 0.03 5704 0.0 0.13 0.1310.10.2.1 http/1.1 fe80:20c:29ff:fe06:de46%ens33: GET /server-info HTTP/1.1

1-0 2006 0/1/1  0.02 5920 0.0 0.01 0.0110.10.2.1 http/1.1 fe80:20¢:29ff:fe06:de46%ens33: GET fserver-status HTTP/1.1 M

o o =
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Apache Server Status for 10.10.2.41 (via 10.10.2.41)

Server Version: Apache/2.4.58 (Unix)
Server MPM: event
Server Built: Jul 9 2024 11:57:06

Current Time: Sunday, 13-Oct-2024 17:55:04 CST
Restart Time: Sunday, 13-Oct-2024 17:42:29 CST

Parent Server Config. Generation: 1

Parent Server MPM Generation: 0

Server uptime: 12 minutes 35 seconds

Server load: 0.00 0.00 0.00

Total accesses: 4 - Total Traffic: 141 kB - Total Duration: 7
CPU Usage: u.07 5.08 cu0 ¢s0 - .0199% CPU load

.0053 requests/sec - 191 Bfsecond - 35.3 kB/request - 1.75 ms/request .
1 requests currently being processed, 0 workers gracefully restarting, 99 idle workers

L[]

. Connections Threads Async connections

Slot| PID Stopping totalaccepting|busy|grace‘fu||idlewriting keep-alive|closing ¢
0 |2005no 0 yes L 0 24 10 0 0 °
1 2006/no 0 yes 0 0 25 |0 0 0 o
2 |2007no 0 yes 0 0 25 |0 0 0
3 2208 no 0 yes 0 0 25 |0 0 0 °
Sumj4 0 0 1 0 99 |0 0 0 °
W

Scoreboard Key:

"_" Waiting for Connection, "s" Starting up, "r" Reading Request,

"w" Sending Reply, "k" Keepalive (read), "p" DNS Lookup,

"c" Closing connection, "L" Logging, "¢" Gracefully finishing,

"1" Idle cleanup of worker, . " Open slot with no current process

Srv PID Acc M CPU SS Req Dur Conn Child Slot Client Protocol

VHost Request

0-020051/0/0W0.000 0 0O 00 000 0.0010.10.2.1 http/1.1 fe80:20c:29ff:fe06:de46%ens33: GET /server-status HTTP/1.1
0-020050/1/1 00260517 1 0.0 000 0.0010.10.2.1 http/1.1 fe80::20c:29ff:fe06:ded46%ens33: GET /server-status HTTP/1.1
0-020050/1/1_ 0026050 0 0.0 0.00 0.0010.10.2.1 http/1.1 fe80:20c:29ff:fe06:de46%ens33: GET /favicon.ico HTTP/1.1
0-0 20050/1/1_ 0035704 4 0.0 0.13 0.1310.10.2.1 http/1.1 fe80::20c:29ff:fe06:ded6%ens33: GET /server-info HTTP/1.1
1-0 2006 0/1/1 0025920 0 0.0 001 0.0110.10.2.1 http/1.1 fe80:20c:29ff:fe06:de46%ens33: GET /fserver-status HTTP/1.1

« Scoreboard Key:

" ou

" Waiting for Connection
"S" Starting up

“R" Reading Request

"W* Sending Reply

K" Keepalive (read)

“D" DNS Lookup

“C" Closing connection

‘LI Logging

"G" Gracefully finishing

‘I ldle cleanup of worker

nu

EfriEEH
=Eks
IEFEIRENIAR
IEAE XN R
RIFEAAPIAT
IEEE#DNS
IEfEX AR
[EESABE
HNERERER
S TRPR

Open slot with no current process

B CRIZEAE
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00585 re'quests/sec - 176 B/second - 29.4 kB/request - 1.6 ms/request

A

ATy Q E=

1 requests currently being processed, 0 workers gracefully restarting, 99 idle workers © Srv Child Server number - generatlon
L] 1Z1ES N ] 2
slot| PID 'st . Connections | Threads | Async connections PID O process ID ﬁiﬂlglﬁ:ﬁﬁ’Jl&*EH’JPlD . ) .
© OPPINT ¢ otalaccepting busy|gracefulidie/writing keep-alive|closing + Acc Number of accesses this connection / this child / this slot
O s —————_ A / SNSRI T 2 /
2 [2007no 0 yes o D 25 |0 0 0 HRNERETX R AT R RS BURE
i 3208 go g yes ? g :; g g g - M Mode of operation BRIAPIRZS
um Sk
B - CPU CPU usage, number of seconds {&ERRICPUEIR
« SS Seconds since beginning of most recent request
B DX EEREHS (B0
* Req Milliseconds required to process most recent request
Scoreboard Key: %E ﬁfgkﬁéﬂzﬁﬁ %%ﬁﬁ'\]ﬁﬂ@ (gl/l\ % /I\ )
"_" Waiting for Connection, "s" Starting up, "r" Reading Request, . BT .
¢* Sending Reply. "x* Keepalive (read). "" DNS Lookup, Dur Sum of milliseconds required to process all requests
c” fijl;osirlmg conne?tion,k "L” Logging, Ic Graﬁefully finishing, « Conn Kilobytes transferred this connection
"1" Idle cleanup of worker, ". " Open slot with no current process EURN S =
HRnEREXREIES
Srv PID Acc M CPU S$ Req Dur Conn Child Slot Client Protocol VHost Request . . . .
0-020050/1/1_ 01199 1 1 00 001 0.0110.10.2.1 http/1.1 fe80::20c:29ff:fe06:ded6%ens33: GET /server-status HTTP/1.1 Child Megabytes tranSferred this child
NP Ay = N, =
0-020051/0/0W0.000 0 O 0.0 0.00 0.0010.10.2.1 http/1.1 fe80::20c:29ff:fe0b:de46%ens33: GET /server-status HTTP/1.1 éHUJ-iE%ﬁE ijEQJ?J&*E{gle{Jﬁ?EE
0-020050/1/1_ 0027041 1 00 0.00 0.0010.10.2.1 :ttp/m ]1:e80::20c:292:]1:906:3946%%533: GET/:erver—status HTTP/1.1 « Slot Total megabytes transferred this slot
0-0 20050/1/1 0027040 0 0.0 0.00 0.0010.10.2.1 http/1.1 fe80::20c:29ff:fe06:ded46%ens33: GET /favicon.ico HTTP/1.1 YRS T N =
0-020050/1/1_ 0036694 4 0.0 013 0.1310.10.2.1 http/1.1 fe80:20c:29ff:fe06:de46%ens33: GET /server-info HTTP/1.1 éHUEjﬁﬁﬁiﬁmEg?ﬁ*fﬁ)?%%{glzﬁgﬁﬁi
1-020060/1/1_ 0026920 0 0.0 001 0.0110.10.2.1 http/1.1 fe80:20c:29ff-fe06:de46%ens33: GET /server-status HTTP/1.1 + Client = i Ptk
Srv Child Server number - generation » Protocol ﬁﬁﬁ EI\JTI}J‘.LM
PID OS process ID « VHost ApacheHE%%%El’\JIPi&thﬁﬂﬁﬂﬁli%ﬁ?E’\Jﬁﬁ”%D
Acc Number of accesses this connection / this child / this slot R =3 7z MY
° equest SKEY , NI
M Mode of operation q -lﬁ—kE’JEg{I {E}Eﬁ E’JT)J‘IM

CPU CPU usage, number of seconds

88 Seconds since beginning of most recent request

Req Milliseconds required to process most recent request
Dur Sum of milliseconds required to process all requests
Conn Kilobytes transferred this connection
Child Megabytes transferred this child

Slot Total megabytes transferred this slot

A connection is a link between a client and a child which resides in a slot.

ERREF RSN TREFINTFHE (SFEE) JBrEE.
A child is a process or a thread that handles requests.

FHE (HFERE) BRESRIHESERE. |

A slot is a placeholder for a child. There may or may not be a child there depending on max/min spare servers.

BIER TR (WFHHE) AR, RIERX/ SINERRSHHENTRE, AEETHE (RT5RE)  BaRERE.

-
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Apache Module mod_infof@fit 7 —4~ Ak 55 4545 B 5w, Wi i 7] 45 % 1)
URL I IR TR S5 AR BL B EANEAIIR GG B -

BH TV E R MIRS S UAS S GRiRde i ik rASLER 5] 3 DL e — 2ok 2 A ic
BZPEER

[ 5]7{* SRS REI4E IR K R ht ttp s://internet.hactcm.edu. ’ral;’u+ SRy ’Ezlrtp //www.51xueweb.cn
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]
(@] (© httpsy//httpd.apache.org/docs/2.4/zh-cn/mod/med_info htm|

r A I AC I I E Modules | Directives | FAQ | Glossary, | Sitemap

- HTTP SERVER PROJECT Apache HTTP Server Version 2.4

Apache > HTTP Server > Docl on > Version 2.4 > Modules

Apache Module mod_info

Available Languages: en | fr  ja ko

Description: Provides a comprehensive overview of the server configuration
Status: Extension
Module Identifier: info_module Topics
Source File: mod_info.c » Security Issues
= Selecting the information
Summary shown
To configure , add the following to your httpd.conf file. = Dumping the configuration on
startup

<Location "/server-info"> Known Limitations

SetHandler server-info

</Location> Directives

AddModulelnfo
You may wish to use mod_authz host inside the <Location> directive to limit access to your server configuration information:

Bugfix checklist

<Location "/server—info"> « hitpd changelog

SetHandler server-info a Known isstes

Require host example.com —

</Location> » Reporta bug
See also

Once configured, the server information is obtained by accessing http://your.h .example.com/server-in

[ABl Security Issues

Once is loaded into the server, its handler capability is available in all configuration files, including per-directory files (e.g., . htaccess). This may have security-related ramifications for your site.

= Comments

In particular, this module can leak sensitive information from the configuration directives of other Apache modules such as system paths, usernames/passwords, database names, etc. Therefore, this module should only be used in a controlled environment and always with caution.

You will probably want to use mod to limit access to your server configuration information.

Access control

<Location "/server—info">
SetHandler server-info
¥ All m serv

Require ip 127

¥ iditior ¥ |
Require ip 192.168
</Location>

Ll Selecting the information shown

By default, the server information includes a list of all enabled modules, and for each module, a description of the directives understood by that module, the hooks implemented by that module, and the relevant directives from the current configuration.

Other views of the configuration information are available by appending a query to the server-info request. For example, http://your.host.example. com/server-info?config will show all configuration directives.

?<module-name>
Only information relevant to the named module
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~ G A T2 | 10.10.241/server-info ATy i} %
Apache Server Information

Subpages

Configuration Files, Serwer Settings, Module List, Active Hooks, Awailable Providers

ke
Sections Eﬂn
Loaded Modules, Server Settings. Startup Hooks, Request Hooks, Other Hooks, Providers ‘:

Loaded Modules Eﬂ!—%‘-ﬁﬁ

core.c, event.c, http core.c, mod access compat.c. mod actions.c. mod alias.c, mod allowmethods.c. mod auth basic.c, mod auth digest.c, mod authn snon. c, mod suthn core.c, mod suthn dbd.c, mod authn dbm.c, mod authn file.c, mod authn socache. o, mod suthz core.c.
mod authz dbd.c, mod authz dbm.c. mod authz groupfile.c. mod suthz host.c, mod authz owner.c, mod authz user.c, mod autoindex.c, mod brotli.c, mod cache.c. mod cache disk.c, mod cache socache.c. mod cgid.c, mod data.c, mod dav.c. mod dawv fz.c, mod dav lock. e,
mod dbd. c, mod deflate.c, mod dir.c. mod dumpio.c. mod echo.c, mod emv.c, mod expires.c, mod ext filter.c, mod filter.c, mod headers.c, mod http2.c, mod include. o, mod info.c. mod Ibmethod bybusvness. c. mod lbmethod byrequests.c. mod lbmethod bytraffic. c.

mod lbmethod heartheat.c, mod log config.c, mod logio.c, mod lua.c, mod macro.c, mod mime.c., mod mime magic.c, mod negotiation.c, mod proxy.c. mod proxy ajp.c., mod proxy balancer.c, mod proxy connect.c, mod proxy express.c, mod proxy fogi.c, mod proxy fdpass. c.
mod proxy ftp.c., mod proxy hcheck.c, mod proxy http.c, mod proxy http2.c, mod proxy scei.c, mod proey uwsgi.c, mod prozy wstunnel.c, mod remoteip. o, mod regtimeout.c. mod request.c. mod rewrite.c. mod setenwvif.c, mod slotmem plain.c, mod slotmem shm.c, mod so.c.
mod socache dbm. c. mod socache memcache.c, mod socache redis.c, mod socache shmeb, o, mod status.c, mod substitute.c, mod suexec.c, mod systemd.c, mod unique id.c. mod wnixd, c. mod wserdir.c, mod version.c, mod vhost aliasz.c, mod watchdog, o,

Server Settings

Server Version: tpache/2. 4.58 (Unix)

Server Built: JTul 5 2024 11:57:06

Server loaded APR Version: 1.7.4

Compiled with APR Version: 1.7.4

Server loaded APU Version: 1. 6.3

Compiled with APU Version: 1.5.3

Server loaded PCRE Version: 10. 42 2022-12-11
Compiled with PCRE Version: 10. 42 2022-12-11
Module Magic Number: 20120211 134
Hostname/port: 10.10. 2. 41: 80

Timeouts: connection: 60 keep-alive: §
MPM Name: svent.

MPM Information: Max Daemons: 1| Threaded: ves Forked: wes
Server Architecture: s4-bit

Server Root: fetc/htipd

Conﬁg File: /ete/httpd/ cont /httpd. cont

Server Built With:

-I APR_HAS_SENDFILE

-I APFR_HAS MM4P

-D APR_HAVE_IPV& (IPv4-mapped addresses enabled)
-D APR_USE_PROC_PTHREAD SERIALIZE

-D SINGLE_LISTEN_UNSERIALIZED ACCEPT

-D APR_HAS OTHER_CHILD

-D AP_HAVE RELTAFLE_FIPED_LOGS

- HITED_RGOT="/etc/httpd”

-D' SUEXEC_BIN="/usr/sbin/suexec”

~D DEFAULT_PIDLOG="/run/httpd/httpd. pid”

T TEEATT T SOOREDARETI=" 1 mnn famnlo s wessnk e b mbaan™
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Apache Server Information |

Subpages
Configuration Files, Serwer Settings, Module List, Active Hooks, Awailable Providers

Sections
Loaded Modules, Server Settings. Startup Hooks, Request Hooks, Other Hooks, Providers

Loaded Modules

core.c, event.c, http core.c, mod access compat.c. mod actions.c. mod alias.c, mod allowmethods.c. mod auth basic.c, mod auth digest.c, mod authn snon. c, mod suthn core.c, mod suthn dbd.c, mod authn dbm.c, mod authn file.c, mod authn socache. o, mod suthz core.c.
mod authz dbd.c, mod authz dbm.c. mod authz groupfile.c. mod suthz host.c, mod authz owner.c, mod authz user.c, mod autoindex.c, mod brotli.c, mod cache.c. mod cache disk.c, mod cache socache.c. mod cgid.c, mod data.c, mod dav.c. mod dawv fz.c, mod dav lock. e,
mod dbd. c, mod deflate.c, mod dir.c. mod dumpio.c. mod echo.c, mod emv.c, mod expires.c, mod ext filter.c, mod filter.c, mod headers.c, mod http2.c, mod include. o, mod info.c. mod Ibmethod bybusvness. c. mod lbmethod byrequests.c. mod lbmethod bytraffic. c.

mod lbmethod heartheat.c, mod log config.c, mod logio.c, mod lua.c, mod macro.c, mod mime.c., mod mime magic.c, mod negotiation.c, mod proxy.c. mod proxy ajp.c., mod proxy balancer.c, mod proxy connect.c, mod proxy express.c, mod proxy fogi.c, mod proxy fdpass. c.
mod proxy ftp.c., mod proxy hcheck.c, mod proxy http.c, mod proxy http2.c, mod proxy scei.c, mod proey uwsgi.c, mod prozy wstunnel.c, mod remoteip. o, mod regtimeout.c. mod request.c. mod rewrite.c. mod setenwvif.c, mod slotmem plain.c, mod slotmem shm.c, mod so.c.
mod socache dbm. c. mod socache memcache.c, mod socache redis.c, mod socache shmeb, o, mod status.c, mod substitute.c, mod suexec.c, mod systemd.c, mod unique id.c. mod wnixd, c. mod wserdir.c, mod version.c, mod vhost aliasz.c, mod watchdog, o,

Server Settings

Server Version: tpache/2. 4.58 (Unix)
Server Built: JTul 5 2024 11:57:06
Server loaded APR Version: 1.7.4
Compiled with APR Version: 1.7.4
Server loaded APU Version: 1. 6.3
Compiled with APU Version: 1.5.3

Server loaded PCRE Version: 10. 42 2022-12-11 ApaChe Server |nformat|onwg_$q]iﬁ|\lﬂﬁft

Compiled with PCRE Version: 10. 42 2022-12-11
Module Magic Number: 20120211 134

Hostname/port: 10, 10. 2. 41: 60 - BEMHI: bttp//yourservername/server-info

Timeouts: connection: 60 keep-alive: §

MPM Name: event -  BEEFNE: bttp://yourservername/server-status?config

MPM Information: Max Daemons: 1| Threaded: ves Forked: wes

Server Architecture: 4-bit

Server Root: fetc/htipd

Conﬁg File: /ete/httpd/ cont /httpd. cont !

Server Built With:

-I APR_HAS_SENDFILE

-I APFR_HAS MM4P

-D APR_HAVE_IPV& (IPv4-mapped addresses enabled)
-D APR_USE_PROC_PTHREAD SERIALIZE

-D SINGLE_LISTEN_UNSERIALIZED ACCEPT

-D APR_HAS OTHER_CHILD

-D AP_HAVE RELTAFLE_FIPED_LOGS

- HITED_RGOT="/etc/httpd”

-D' SUEXEC_BIN="/usr/sbin/suexec”

~D DEFAULT_PIDLOG="/run/httpd/httpd. pid” o

T TEEATT T SOOREDARETI=" 1 mnn famnlo s wessnk e b mbaan™
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W 35 22 4 N % 2 2 FME B B 2 B B ER 4, $EFHApache ik ik 5525 )
22 A A PR et WAl 22 22 P L it
Apachef@fit 7 ZANF B AR at, FRE W uE 2 2] fE5R AR 5%
m E W ) Y
m [R5 IR 5% 25 SO B
m 2%k Wk H R R
= FFJESELinux. B k3GiHT L 2P
o (BREZEETNA)
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VA W 0 1 1) e B ) DA R BB S R ALk, ARORIR T W 22 4tk

Apachefllk 55 %318 1 Require i 1 5L B0 W w15 0] v BB B il ,  m) 38 o 2 oA id B S
PREEBE, FESZReER MG L E R B BT E X

T s sk R Ta) Y8 R BL R W AR -
m AT MRk ) 92 R
m 211-10.10.2.116HHE ] 2 R 3G

W25 55 {5 B R G A GEIn4EIFR AR & https://internethactem.edu.cn VEIR R HEILZE http:/ /wv xueweb.cn
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) 2 o R ik R 5 T) Y L AT AT 7 Ak A ) -
w A HRE VS 1] 2 W vk
m 2%1110.10.2.1 16335 1] 25 f vk

Be B fk: /etc/httpd/conf/httpd.conf

m <Directory "/var/www/wordpress">
n Options Indexes FollowSymLinks
n AllowOverride None

m #1315 ] 90

n <RequireAll>

u Require all granted

[ Require not ip 10.10.2.200

n </RequireAll>

|

</Directory>

M 2& 515 B RA B GEIs 4R IR R https://internet.hactem.edu.cn Vet B Rein gt http://www.51xueweb.cn
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ApacheffjRequirelfi’sy H$5 24T i

m Require all granted, A RIE 5]

m Require all denied, $54480745 K5 i/ R]

= Require ip 127.0.0.1, R AFFrEIPEiR, ZAIPE 2 MR, XBE2ER AF

IPHiHEH 127.0.0. 1 SR ML )

m Require host domain.com, H i3k H W4 domain.com i ALk H]

= Requirelfin] DML & 24
Requirelii fid & <RequireAll>. <RequireAny>. <RequireNone>iZEX] A
PAEAT SIS AR 815 7] R

= RequireAll, jJIE KA EBAF G E W AVFTTRIFLN, A 68T ) F] 5

= RequireAny, PjHERMFEREMEE K AGFVIRIPN, AT ] W5k

= RequireNone, PjRITERMFGREREE 5N, EARET ] W6k

o AEEMOSIAER, — Mt S HAARZER L&

W25 5545 B RS REin IR K & https:/ /internethactcm.edu.cn Vel B REin 4t http://www.51xueweb.cn
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2, Apache kiR 5251 PHP f#ENras BIBURIE B, IR 0T A 3UBEARKS X S
WIHER , AR S5 25 Y XU o

Apache§ i IR 5% 7518 i3 Server Tokens 5% 1 Fg s i A8 SHURAE B -
PHP#thr#s81d expose_phpif i F i U5 B -

Al SEBiApache ]yl iR 55 2 FnPHPA#AT 23 045 B PR 7o
n Ethttpd.conf SOk Bege 7] ik AR 55 25 UM E B
= B php.ini 4 FRis PHPHURE B

W25 5545 B RS REin IR K & https:/ /internethactcm.edu.cn Vet B e a4t http://www.51xueweb.cn




5. iI2HApacheBI=Z 24 5.2 ISR BRI
il SEBLApache Wyl iRk 5575 FIPHPA# A 25 945 2R D

= f&ithttpd. conf3CA4 e M 3 ik 55 4 BUHE B
= Ephp.ini X Ei PHPHU S B

Be B fk: /etc/httpd/conf/httpd.conf
n HIE AR E SR T AN, B EhttpLENGR Bk 4 G B

m ServerTokens Prod

Be B k. /etc/php.ini
m #EPHPECE A Y i B0
m expose_php = Off

M 2& 515 B RA B GEIs 4R IR R https://internet.hactem.edu.cn Vet B e a4t http://www.51xueweb.cn
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ApacheffjServerTokens3EH 64T, HAE R 73 540 Bis o
ServerTokens Full, E/R2#E A AApache X FrrgBib KA A S
ServerTokens Prod, B /~Mukfiksses4FR, BiServer: Apache

ServerTokens Major, ZBnMubiRSS e B A S, BiServer: Apache/2
ServerTokens Minor, E5MubiRG 448 BEIF KA S, BiServer: Apache/2.4
ServerTokens Min, ﬁﬁ%lﬁﬂlﬁ%ﬁﬁ{n,w A 5e8 A S, BiServer: Apache/2.4.51

ServerTokens OS, B/ MWui kR B BB S HIERGZT KM, B : Server:
Apache/2.4.51 (Unix)

PHP#jexpose_php3tA243%0T, HAEMH DI FHiR.
= On, 7ER¥4%5# 17RO %EPHPR A
= Off, fEMMif45 7 L7 SR L 23 PHP B

WM 2% 5545 B RS REIn IR FR IR & https:/ /internethactem.edu.cn PRbE A R HEILZE http://www.51xueweb.cn



5. ieFrApacheIZ 2% 5.3 SRR A
A 11 3 Y FTATCR0P FS £3 ELR BRI P R

il EE I Y Wk H SRR
s &1/ etc/httpd/conf/httpd.confiit B S 4F2k 1k Wk B 3%
w0 DLEFHEAAT— ARk L E R TR E

M2 5E B R A RIS ERFEA R https://internethactem.edu.cn e b S AEEE hep:/ /www.51xueweb.cn



5. }eHApachefI=Z £ % 5.3 SIERIEE A

s AR ) Y Ml B k413K
= &/ etc/httpd/conf/httpd.confiit B 2% 1k Mk B 3 %
0] DESHEAT— AW b B E R T E

e E . /etc/httpd/conf/httpd.conf
m Directory "/var/www/wordpress'">
= #Options¥ii% & ANone, HFAGHEMIRSFE4571E
m Options None
m AllowOverride None
m </Directory>

M 2& 515 B RA B GEIs 4R IR R https://internet.hactem.edu.cn Vet B Rein gt http://www.51xueweb.cn



5. ieFrApacheIZ 2% 5.3 S RIEE RN

ApachelfJOption¥ FEIH 4N T Fis

Options All, BREEMultiViews 24 BT A Sk

Options MultiViews, R iFZHE NN %

Options Indexes, #1HR T oindex3#, MR REZHR TR

Options IncludesNOEXEC, #ai4f# HARk S ssiminclude, Aujff fi#execHi#includeljgE
Options Includes, R IR S g5iminclude

Options FollowSymlLinks, 7 HRH k558545 R 54k

Options SymLinksIfOwnerMatch, 7&H 3 {XEREEAS S, BN 1453

Options ExecCGI, f&Hx F#EiFd FCGI

Options 5 ] I AR 5524, Hpk 2 118 ) 254 R T o

WM 2% 5545 B RS REIn IR FR IR & https:/ /internethactem.edu.cn WeblE i B BEIEZE hetp://www.51xueweb.cn
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