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FTPHp :
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m FTPHR %)@ T-Client/Server (C/S) %5, &% imMR &S24 HHER 4T
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FileZilla Client
FireFTP
NcFTP
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[tp $2iEm<]
fip % PG 1Ear & R 2 BIRERANE 6-3 FTm.
FT Pﬁi}é\ i % 6-3 ftp F{FwS
e HEA
[ | FTP AﬁﬁE%EFTPMCLIgP lﬁﬁy’k{t}t ![shell [srg] ] TEF M FINITZEE shell. exit [ ftp 371§, d0:ls* . zip
macro-ame[args] h4T95E % macro-name

account[password] EHEFTRE AR ERRRERRERHROS
append locak-filefremote- | BN HENMERERGEY, SFRIEERERGTFE NHER

WwSiER: ftp file] EMT i
[iE%] ascii {EF asci 2:FEHIH
o s -
ftp (1M (240 bell BrGSRTREEENES RS

() bin RSB
-d EEES, STFAEPRERESREERS bye B fp 2iEineE
- ZI B TRERSRIELES case TE15M moet B, KRN T HERIASE A EEE
n BIEESR cd remote-dir HATAEEN BR
. SRR DT TR -
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= EEEA FTP RONATHE BT FIP EHESHET. IeHeng chmod mode fle-name. | FPAEE A le-name MFFAISARE. mode, A0: chmos
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- SR EE = i Ol
2 R R A o 8 asscil AL HEE TR HET
W RIS E A/ 65535

delete remote-file PTAE E M5

(23] debu EHEAAD, ETEERTREENMEESS . I0: debup3,
g[debug-value] v — e
=i TR FTP RS RMENS p ittt HiRA 0. FTHUH debug
S+ B+ BT+ 55 dirfremote-dirjllocal-file] | TR ENEFR. HIGHERE EMIHF
form format AR RS A format, B file 5

get remote-file[local-ile] | 742 AT remote-file £ E & HiFARTE M
i%E mdelete, moet. mput B IFEYRE, BERTI RIS,

gleb Aad 1T 58
hash S 1024 =%, Fr—1 hash 2 (1)
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[itp #{Fans] Litp £fEans]
fip & A& Ean & AHETR L B RAAI0SR 6-3 BT fip & PRS- Ean & TR 2 HiRRRINE 6-3 Fir.
% 6-3 ftp Tl % 6-3 ftp B{Fws
e WER e izl

idle[seconds]

Fniz BRS SR HRR AT EE % M seconds R

put local-file[remote-file]

Fi M local-file R ERAT F4

image B HRIERS, (Fbin) pwd ErREFNMSATEER
lcd[dir] BEMT EEFHRZ dir quote argt: arg2... BEHFTE RS fip RSE. 0 quote syst

Is[remote-dir][local-file]

BnAE BF remote-dir, FIFA FMET{ local-file

macdef macro-name

EX—1E 1B macdel THIZE{TH, ERER

reget remote-file{local-
file]

ZE(UT gels {83 locakfile 757E, MM, EUEHIREitEE

mdelete[remote-file]

HifFIAZ ST

rhelp[cmd-name]

ERERITE AN

mdir remote-files local-file

5 dir 25!, {Boj{SES-MmiEsiE. 40 @ mdir*. o. *. zipouffile

rstatus(file-name]

BRETENAE NETSRENANATE, SNETHATS

mget remote-files

i i

mkdir dir-name

TR EhE—EF

mis remote-file local-ile

[ nlist, {BEHEES- 345

mode[modename]

iR TER A modename, FiEH stream 5

rename{from[to] EpnniE EHNHE
reset HIREERAS
restart marker MISTERIFRE marker #bs SEEFIF get 5% put, $0: restart 130
rmdir dir-name WEsTiEENEF

madtime file-name

TR E AR iR E

runigue

RREN RO BXAEE WEEHENES . 1. -
2%

mput local-file

BE I ERETIEEN

sendport

i%E PORT s & fHER

newer file-name

ISR A file-name FHEREAE] L TR 2 R-E RN EE
ik, MIEEEH

site arg1s arg2 ..

BEHEA SITE &S IBEFHERTE fip T4,

nlistiremote-dir][local-file]

BTREEYERATIESE . HFAFHTFRA) local-file

size file-name BRI EMIT A d0: site idie 7200
status TS fip A7

nmap[inpattemn
outpattern]

RN RN, RN SRR AT RER
. 40: nmap $1. $2. $3[81, $2]. [$2; $3], MHEHTIE a1,
a2 alfyf, MfFEIEAaly a2 EarSiEREATIREENAF
UNIX HF9RER

struct{struct-name]

B R i% E 4 struct-name,  FhisBiER stream 44

ntransfinchars[outchars=

IRE - EFHREHENA, 0 ntrans1R. MEHE LLL BT
RRR

open host[port]

BiRTE fip IR EEE PHETEERIRN

passive

HAMENERT T

sunique BIni EH T ETFIEEEAE— (5 unigue 7457
system FTmE A Rinzea
tenex SRR E 0 TENEX HIRIARER R
tick R R AR
trace EERIRE

prompt

R T ERNTREER

praxy ftp-cmd

TENEERESES, WT—F ip&d. EHSRINEERT o iR
F. WA TRSEAENTT . F—F a0 open, Ll
EREUATIRS ZENEE

type[type-name]

BB ERE R type-names FREH asciis 30:type binary, %
e ol T

umask[newmask]

i RSS2 MELE umask 1 E 4 newmasks #: umask 3

user user-

name[password][account]

R ENFHECMEN . EEOSE, B O% . #0: user

anonymous my@email
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>

5 Wi Split Mulf Tunneling
2.10.10:2.81 {[openEuler]}

[root@Project-08-Task-01 ~]# ftp

-bash: ftp: FiFldm4
[root@Project-08-Task-01 ~]#
[root@Project-08-Task-01 ~J# yum list ftp
0s

everything

EPOL

debuginfo

source

update

update-source

EPOL-update

Available Packages

ftp.sr 8.17-82.0e2U03 source
ftp. 0.17-82.0e2403 0s
ftp.x86_ 0.17-82.0e2003 everything
[root@Project-08-Task-01 ~]# yum install ftp

Last metadata expiration check: 0:00:13 ago on 202UF10528H EHi— 115 30455%k.

Dependencies resolved.

00:
00:
00:
00:
06:
00:
00:
00:

LSERS SIS S
Mo 0 MWW WK

Package Architecture Version Repository

Installing:
ftp .0e2U@3

Transaction Summary

Install 1 Package

Total download size: U5 k

Installed size: 102 k

Is this ok [y/N]: v

Downloading Packages:

ftp-0.17-82.0e2U03.x86_6U.rpm 16 kB/s | u5 kB

Total 75 kB/s | U5 kB
Running transaction check

Transaction check succeeded.

Running transaction test

Transaction test succeeded.

Running transaction

[ Fellow terminal folder Preparing

E Remote monitoring

UNREGISTERED VERSION - Please support M
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NFS (Network File System) BIM%fF &%, &EHSun/Ara]T 198544
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= NFS A M4 it FALE I TCP/IP M 25 598, H I 2N RE A2 18 1 M 45 A
[FHRAE R G2 1A AT DB I L2 SRR H 5%
. NFSJR A8 A FNFSE P i 10 vig NFS R 55 75 v 1 e 22 H SR 2B AHY
n NFSE Fim A MALER B R, NFESHRSS A w2 H kst an [ Ak s 3 0 X H
A, WL P AT DL BH i 3 TR) ARk 5528 T R S R S
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HFNFSZFEIREIR %, FlanAs [ XX A R P H B FAR, A R FY6Ee
258 A [R) B 1 SRAG S B 45
g F A [ 78 S BUNES 2 P i 55 NFS ik 55 25 w1 3845 P A%, SR ZLIH A RPC
MR 55 SR BEAT LRI 3 o
m RPC (Remote Procedure Call Protocol) B2t f2iAH L, JBF W% Sk
REEMIZ L, WRNFSHRST# TR HEE L Fro
= RPCH HBFNFS%K -5 NF SR 5545 v 2P0 4850 i 42 o
0 RPCHE EE M et 218 € S ANFSIIFE T AT B e 05, FFEHILMAE P, ib&EF
i ] AR 3 3 1R A G o B 0B AT TR
0 YRS AAEIG SINFSH & BEMLIE A FEA G 0, FFFE A RPCH M
o RPCIIIAE F [ & v 1 1 1 1R MR Wr %5 7 il i 3 SR IR 101 %% P i IE A o 1, X ARERPCHR AT DA
H3E AN XS BLNFS T E o

O
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R it

RPCJI 55
{portmap)

RPCH 5%

A H SO IR (portmap)

TCP/IP
[P E A M SR 1]

NN At A
NFS T/ J& 2 15 J&] |
230 A
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NFS ¥ BAERPCIFIERT 4 G- AL IR 55 -
m JEINFSZH), MR ZIRPC, SNINFSA& IR RPCHAM
s EHTEZIRPCHY, Z RiEM R 05 DRE B S TE 2
o HEHESHIRPC, FEGHEHM I ARFHMENIEZ), EHEITRPCHM
» NFSHI& I REA 260 M RPCEME, IXAERPCARE T IFNFS R 55 1945 Wi D g Ay port
number. PIDHMINFSTEEMLFT G i9IP%, % F v A 68 % if RPC ¥y 1y [A] $k 21 IE
BN B s 11

m NFSHRPC Serverf—#f .
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1. B HHEEIRSS -2 NFS

NFS (Network File System) ia474% B 89224 O

m 3111 (TCP/UDP):
o RPC (Remote Procedure Call) ¥ HBetss (Portmapper) ARG o
o A NFSH G ik 55 #8238 i PortmapperyE i E AT R 16 W 4 52 R H -5
o BE P B RGHREITEER, BS54SR Portmapper DIRIEINFS K HAMAH 3¢ fk 55 52 b
) ) 25 8¢ ] 78 g 1 57
m ¥ 2049 (TCP/UDP):
0 NFESHRE Bkt S R GRS O, &5 St 5a oo g .
o NFS v3 % AR RASE & S A X AN 1 37 SO ERAE
m LA T
o NFSj@ it Portmapperid#f7un 0 & BAAR S LB, FHMEE 11172049 B4~ H o
o HAl SR 55 AT Ge 4 F R E i 3l om0
mountd: AT RGEMEERIER, w0 -SE W SRS B, (HA AT DARE S B @ b 0 o
nlockmgr: HHMEPE, FORE Fumad LS L U5 i — 2o, MW Hportmappers;ft 5 H o
rquotad: RALIEFEMMEBRS, N EESE EANFSILZN F AT H, WIr Hﬂportm@erﬁﬁﬂﬂﬁiﬂ“ﬁ‘ﬂ o
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NESHITAUEHL Y
 FEBGATE LR IEA RGBSR T P K5 B9 TAE, AE AT DURR 8 ic B S B — E 2 P Y
22 A A B A ik o
s NFSv3K B RRAH, RATELAMS B “MGE7 K.
0 3T/ etc/ exports U5 B R & WREL 5 P vl DARE#R 3L 52 DL R A AT 4 BLRR -
0 KA TE >R B SRYEIPH L .
n et EORE R Mg s, NFSH]DLEIT 207 XMk Z 2 fit :
o root Squashing: FrfiEfEroot l Mg A — AN HEREAUH o
0 B4 B AR 5% -
NIS (Network Information Service) 3% Jjg 3k NIS+ w] D) B -4 b K P42 B B 40y 56 31F o
LDAPEN B4y Bk Jam , (ENFSAEWS 5 P 80 LA IE R 25
FENFSv4 5|\ T X Kerberos B4 B ik M3 2 F5

S
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NFSHIE

n BRI AREE RS2 M EE oS8 LS S0 H 3R

s S EH: JARAMETL, EHEHEMEN.

m RGN B P ol MBS £ 58 L33 B b 32 5 I fE S o

m PEREIRAL: SZFFRAFALGI DR B ST R BT, ek b 4% A5 5 T o
n YRR EF . O] DARSE R R EG AR &5 25 R FRAF i TE 5 o

n SRR ECEWTEL, fF bRy B el AR R S R S
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NFSHf F 5
" ke
s ERLE S
o RIAL (VMs) JEIETE AL MINFS L7 R S IR R AR R A R 7 IR B0 I JH P 50,
AL BRI

m Aandntk
o fEKubernetesBk A AL -F A, W HTRAGIRMEZI S
m R
o HPCAFEYY finl DU I NFS I R HHRAE , L HRIHATH BT S B3R ViR 735K
o REFRAEHIRE Y, KBNS H S, 54 R BN G — MBI -
n #Fin5RE

= NFS) 72 M H 175 25 W4 Z W L= E A B sk i3 &, JoHaE T IR S s A
—Htky WIHIEERMRIEY R A 7 i R SR - Ly
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SMB (Server Message Block) 1l
m RPER AR ARAE 198 T4E I € WY, FEERAE A Microsoft W 4 iy i i o
= BECA T ik Windows /MS-DOS#AE RSt [0 AT LSS BE 4L, 1R — AN
TFNFSHIPMISMB (£#i fServer Message Block) , M Windows/MS-DOS
HEEB L E MG RS FTEIALSE TR -
B A Windows#AE RS TR XL HML, FIRIEIER ML 18] ST 14
L HITHILE, A F#E Linux Eizf7.
SMB RS H A1 g
m fEWindows 98. Windows Me. Windows NT#{ER %+, SMBIRSHE FHUDP
137 UDP 138. TCP 139z H .

= 7EWindows 2000 VL5 kR A #4E R Ze i FITCP 4453 1 o
m 5k 4 ACIFS (Common Internet File System) , il ]\Tif[iz%}fiﬁ'éo

4
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CIFSHpiX:
s CIFS (Common Internet File System) &3P L ZRSH—F RS,
FEHFELIwindows RGEH I HLE, )70 DA MifEInternet i EAL L
SO I K BT BB BEAR 55

m CIFSHH % P/ Ik & a0
s CIFSEEREizlT, BTNHRET L.
® Microsoft} SMBVMI P B &|Internet 2%, BihInternet bt ZEHL2 oA B 3=

AR —FhArdE . K SMBIM B HI AR SO #E 7 8e, B Hran 4 ACIFS (Common
Internet File System) , 5NetBIOSH LS, i AInternet EEA#HETRIL -

m fEXER]BE: https://www.jianshu.com/p/8b702331ca2a
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SMB/CIFSHM{ M EE g b=, Wi —%y RIhaE
s P E

n R MZ LR HAL Microsoft SMB WUl 5575 B 9 25 il %2

m ZFTED

OB B SRAIESLE T B By Rk

 CAERIE SR E

= ORI E SR G A

PR A B

m Unicode ¥ §

= e
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vsftpd is a GPL licensed FTP server for UNIX systems, including Linux.
m It is secure and extremely fast. (%4 WHPLHE)

m It is stable. (FAa%E)

Features
m Virtual IP configurations
Virtual users

Standalone or inetd operation (inetd: internet service daemon)

Powerful per-user configurability (Gt T B HELE)

Bandwidth throttling (FREPR#HI\ Hr & H)

Per-source-IP configurability (FZEFJRIPHIELE )

Per-source-IP limits (FETRIPHIFRH])

IPv6

Encryption support through SSL integration (3 3SSLilk7iH/{E M%)
etc...
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C M A https

vsftpd

/security.appspot.com/vsftpd htmi Q@

Probably the most secure and fastest FTP server for UNIX-like systems.

Main index

About vsftpd

Features

Online source / docs
Download vsftpd

Who recommends vsftpd
vsftpd security

vsftpd performance

News

Other links you may be looking for

« Project Zero, probably the best technical security blog around: Project Zero blog
« Follow me on Twitter for vsftpd / security news: scarybeasts

« My security blog: http://scarybeastsecurity.blogspot.com/

« My security advisories: https://security.appspot.com/security/index.htm|

Aug 2021 - vsftpd-3.0.4 / vsftpd-3.0.5 released with build, and SSL moder

« vsftpd-3.0.5 fixes the new ALPN selection, so it works again with the latest FileZilla client.

« vsftpd-3.0.4 is released, 6 years after the previous release! This now builds and runs again on a modern system such as Fedora 33 -- a few things had broken over the years. A few SSL modernizations have been applied, such as requiring TLSv1.2+ by default, supporting ALPN, and optionally supporting an
SNI check. See the Changelog and vsftpd FAQ (frequently asked questions) for a list of common questions!

» This release is signed with my new RSA4096 scarybeasts@gmail.com GPG key (67A2 AB4F 41F9 972C 21F6 BF66 7889 011B CAE1 CFEA): public key file

« The release is also signed with my old chris@scary.beasts.org key for a cross check: release signature with old key

« Here's a signature for my new GPG key, signed by my old key: signature for new pul key,_signed by old key

Jul 2015 - vsftpd-3.0.3 released with SSL fixes and security improvements

» vsftpd-3.0.3 is released - with most of the changes being SSL related. Other than that, there some seccomp policy fixes and minor compatability fixes. Somes notes on the SSL fixes will be put on my blog shortly. See the Changelog and vsftpd FAQ (frequently asked questions) for a list of common questions!

Sep 2012 - vsftpd-3.0.2 with fixes

» vsftpd-3.0.2 is released - the only noteworthy fixes are two seccomp sandbox policy tweaks which stops session crashes when listing large directories. See the Changelog and vsftpd FAQ (frequently asked questions) for a list of common questions!

Apr 2012 - vsftpd-3.0.0 with a filter

« vsftpd-3.0.0 is released - with a new highly restrictive seccomp filter sandbox. It activates automatically on 64-bit bit binaries on Ubuntu 12.04+. In addition, there's a fix for passive mode connections under high loads and a few timeout fixes, particularly if you're using SSL. See the Changelog and ysftpd FAQ
(frequently asked questions) for a list of common questions!

Dec 2011 - vsftpd-2.3.5 released

» vsftpd-2.3.5 is released - with a fix for active mode connection error handling and a workaround for a glibc vulnerability that may affect unusual configurations. See the Changelog and vsftpd FAQ (frequently asked questions) for a list of common questions!
« Older:

« After numerous requests, I now have a PayPal button for donations. If you use vsftpd, like it, and think it's worthy of a donation, then click on the Paypal button on the left of the page.

.

ftp.freebsd.org switched to vsftpd.
vsftpd tarballs are now GPG signed by me (8660 FD32 91B1 84CD BC2F 6418 AA62 EC46 3COE 751C)

Nov 2011 - Is any server other than vsftpd safe?

™

« ProFTPd suffers serious security hole - Nov 2011

» ProFTPd suffers serious security hole - Sep 2003

« wu-ftpd suffers serious security hole - Jul 2003.

« lukemftpd (as a random example from many), via trust of realpath(), suffers serious security hole - Aug 2003.

—

‘ ftp.redhat.com is powered by vsftpd for performance reasons - see below ﬂ 1
& Someone sent me this green lizard.. (ftp.suse.com)

SuSE

About vsftpd

vsftpd is a GPL licensed FTP server for UNIX systems, including Linux. It is secure and extremely fast. It is stable. Don't take my word for it, though. Below, we will see evidence supporting all three assertions. We will also see a list of a few important sites which are happily using vsftpd. This demonstrates vsftpd is
a mature and trusted solution.

Features

Despite being small for purposes of speed and security, many more complicated FTP setups are achievable with vsftpd! By no means an exclusive list, vsftpd will handle:

» Virtual IP configurations

Virtual users

Standalone or inetd operation
Powerful per-user configurability
Bandwidth throttling




2. SEMX R SRS,

2.1 (ERvsftpdEMFTPI{4ERSS B3

7 6-4 vsftpd EPHITE R B3R ERRBA
it iHE
fusrisbinfvsftpd vsfipd #ri4R1EIERE
letcivsfipd vsfipd ¥ E B
fetcivsfipdivsitpd.conf vsfipd ¥r{4RI IR

letc/pam.divsitpd

ET PAM g vsfipd 3R UEBIE 1

letere.diinit divsfipd vsfipd ¥oiHR Bz, the]kl{#E service TR B0
fusrishare/docivsfipd-xxx | vsfipd $0fRISiSEERER
Tvsrifip FIART vsfipd EriFHIE S B R
letcivsftpdifippusers BEIAEY vsfipd ¥R R &
letcivsfipdiuser_list fEHR AR RR N a S RIERM T
letc/logrotate. divsfipd A EnER
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% 7-1-1 vsftpd.conf Bt & 55 5.0

A X1 B
anonymous_enable=NO A RFES R FTP
local_enable=YES A UV AR i A R R
write_enable=YES REFESWS
local_umask=022 A PR ER L umask g 022
anon_upload_enable=YES EERITES B
anon_mkdir_write_enable=YES EANITEAGIEE S
dirmessage_enable=YES RERFEATENER

xferlog_enable=YES

RE AR BB T A H SR

connect_from_port_20=YES

RERFEREEEHRD 20

chown_uploads=YES

RE VR B iR =

chown_username=whoever

WEEENEN EESCFRRE, whoever FoR LT A

xferlog_file=/var/log/xferlog

WE EAERTFERE &S

xferlog_std_format=YES

275 Lt xferlog (8% 20 s H &0

idle_session_timeout=600

B B A o o b e B B 1)

data_connection_timeout=120

B B AR A R B ()

async_abor_enable=YES

AR 55 abor ik




% 7-1-1 vsftpd.conf Bt & 55 5.0

(W= 2]

LA

ascii_upload_enable=YES

724 LL ASCIH 2t E1EEE

ascii_download_enable=YES

R LLASCI T 3R

ftpd_banner=Welcome to blah FTP service

B FTP R 5540 B gl 5 B

deny_email_enable=YES

R 5FF I3 Email 245

banned_email_file=/etc/vsftpd/banned_emails

%8 Email EZ 8

chroot_local_user=YES

BB AR ELEE R

chroot_list enable=YES

PR R AN PR AT 45

chroot_list_file=/etc/vsftpd/chroot_list

BB PR 7E T H A A A O

Is_recurse_enable=YES

RERE P imid A E il H %

listen=NO

L7 SUVF vsftpd AR WEUT 1PV4 B

listen_ipv6=YES

AT VF vsftpd AR5 AT 1IPV6 i

pam_service_name=vsftpd

W E PAM SMEBTHLER I A AR S5 B (8 F FIAC B o 44, B
letc/pam.divsftpd

userlist_enable=YES

AR user_list WA A AIRE R FTP RS
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YRR E
. R R A TSI IEM L, TR — S AT EFTPIR S %5
o FEAANERIT: ATEGE (2N) ~ T (BA) ~ BHE (2N) ML (BA) o
o PRALIKS i, BRI HSRAERTTH %o
o FrAK-SINEE I ATITH®R, HEAEEGHIHR,
o 81k S
n TR
o ABAERIIAIE H RS .
o i vsitpd LB ILZ R 55
o i FIPAMAT K5 & 3
0 ¥ #Linux. WindowsZZ & ZEER S
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ﬁxivsftpdiiﬂFTdeﬁF MR S%, BRI T AR E EL.

= 8-1-1 JPIIA YIS

Fes #BI ER P A P&
1 . admin01 admin01@pwd
2 s admin02 admin(02 giwd
3 market01 market01 @pwd
4 R market02 market02@pwd
5 market03 market03@pwd
6 T design01 design01@pwd
7 design02 design02@pwd
8 develop01 develop0l@pwd
9 TFRAB develop02 develop02@pwd
10 develop03 develop03@pwd
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2. g‘kimyqttg:ggﬂﬁ,%““ 2.1 [ERvsftpd STHFTP(HIRSSES

ﬁrivsftpdiﬂFTdeﬁF LRSS, kR PR T AR B .

#8-1-2 HZEHREEWNRITMXFH

F= = Isrv/ftp/admin [srviftp/market /srvi/ftp/design [srviftp/develop
1 admin01 o}
2 admin02 o}
3 market01 o
4 market02 o
5 market03 o}
6 design01 0
7 design02 0
8 develop01 0
9 develop02 o
10 develop03 ol
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—_p—
SCIRFTPI 4RSS

{ESEix: BMELER:

feopenEuler I Z3svsitpdiiff, sCHFTP SCPRAE LR Zedtvsitpd
W%, W Rk, SeBlvsftpd i 45 £

SEPE b vsitpd B A BB 44 1 R B FTPAR 55
SCERFTPAR 55 BB R 5E
SEFLAE N ER I FTPAR 5%

B EER AR5 2 AF
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NFS-Utils

m The NFS Utilities package contains the userspace server and client tools
necessary to use the kernel's NFS abilities.

m NFS-UtilsfH &I TLFS-10.1 (Linux From Scratch (System V Edition)) .

NFS Utilities 4% ¥ a8 %k 4

m PO libtirpc-1.3.1 rpcsve-proto-1.4.2
m afTEf s : rpcbind-1.2.5
n RIEIIRET R PT % -
o Cyrus SASL-2.1.27 (for SASL authentication),
o LVM2-2.03.11 (libdevmapper for NFSv4 support),
o libnsl-1.3.0 (for NIS client support),
o OpenLDAP-2.4.58 (for LDAP authentication),
o
o

librpcsecgss (for GSS and RPC security support)
SQLite-3.35.4, MIT Kerberos V5-1.19.1, libgssapi , libcap-2.49 with PAM f}
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C @ & https//www.linuxfromscratch.org/blfs/

basicnet/nfs-utils.htm| A 0 o ] ¢ L

Beyond Linux® From Scratch (System V Edition) - Version 2021-04-13
Chapter 15. Networking Programs

Prev Up

Frev Next
Net-tools-CVS_20101030 Home

Configuring for Network Filesystems

NFS-Utils-2.5.2

Introduction to NFS Utilities

The NFS Utilities package contains the userspace server and client tools necessary to use the kernel's NFS abilities. NFS is a protocol that allows sharing file systems over the network.
This package is known to build and work properly using an LFS-10.1 platferm.

Package Information

.

Download (HTTP): https://www.kernel.org/pub/linux/utils/nfs-utils/2.5.2 /nfs-utils-2.5.2.tar.xz
Download MD5 sum: 8c2a746325cb620f55751563356b0804

Download size: 684 KB

Estimated disk space required: 20 MB

Estimated build time: 0.2 SBU

.

.

.

NFS Utilities Dependencies
Required

libtirpe-1.3.1 and rpesve-proto-1.4.2

Optional

Cyrus SASL-2.1.27 (for SASL authentication), LVM2-2.03.11 (libdevmapper for NFSv4 support), libnsl-1.3.0 (for NIS client support), OpenLDAP-2.4.58 (for LDAP authentication), SQLite-3.35.4, MIT Kerberos V5-1.19.1 or libgssapi , and librpcsecgss (for GSS and RPC security support), and libcap-2.49
with PAM

Required (runtime)
rpcbind-1.2.5

User Notes: http://wiki.li h.org/bifs/wiki/nfs-utils

Kernel Configuration

Enable the following options in the kernel configuration (choose client and/or server support as appropriate) and recompile the kernel if necessary:

File systems —>
(%] Network File Systems —> [CONFIG_NETWORK_FILESYSTEMS]
<#/M> NFS client support [CONFIG_NFS_Fs)
<#/M> NFS server support [CONFIG_NFSD]

Select the appropriate sub-options that appear when the above options are selected.

@

Note

In BLFS we assume that nfs v3 will be used. If the server offers nfs v4 (for linux, CONFIG_NFSD_V4) then auto-negotiation for v3 will fail and you will need to add nfsver=3 to the mount options. This also applies if that option is enabled in the client's kernel, for example in a
distro trying to mount from a BLFS v3 server.

Even if neither end of the connection supports nfs v4, adding nssver=2 is still beneficial because it prevents an error message "NFS: bad mount option value specified: minorversion=1" being logged on every mount.

Installation of NFS Utilities
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NFSHEB T H

® exportfs maintains a list of NFS exported file systems
® nfsconf
o can be used to test for and retrieve configuration settings from a range of nfs-utils configuration files
nfsdclnts prints information about NFS clients
nfsiostat reports input/output statistics for network filesystems
nfsstat displays statistics kept about NF'S client and server activity

rpc.mountd implements the NFS mount protocol on an NFS server
rpc.nfsd implements the user level part of the NFS service on the server
rpc.statd is used by the NFS file locking service

rpcdebug sets or clears the kernel's NFS client and server debug flags
sm-notify is used to send Network Status Monitor reboot messages

start-statd

o is a script called by nfsmount when mounting a filesystem with locking enabled, if statd does not appear
to be running.

o It can be customised with whatever flags are appropriate for the site ﬁ
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- s
IhgE: FE RN
BHINFSR 535 M RS -a: S BT B 5%
-d: FE R TR
-0: fBESH % (Wrw, async, root_squash)
-i:
%ﬁﬂ/ ﬁ@ . = W%/ etc/exportsfil/etc/exports.d H & T B3
B RS -r: BRI H SR
R EELE S NFSIR S 2300 H o -S: R YT H SRR
s AN “/home/directory” -V BaRIEHS
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INgE: INgE:
BHEENFSE Pk &4 05 H 5217 E 0L BRNFSHR 5 25 L3 IF 5 )45 S
15488 : 5BH
[%%5] [3%55 ]
s B IR AR 5525 3 PR A5 R = -a:
" -C: B IRE P i BRAAE B o Phhost:dir#$ ROk EBRE P BHLL A H
= -n: B RNFSIREAE B m -d: B R R RN E R4
= -2/3/4: B NFSh A2/ 3/ 4HPRES = e HIRNFS i 5% 25 B4 i 5 P
"= -m: BaREmBHINFS U RFERE m -h: EZT'\‘?}I? L PSS
" T B RrpeiRZs LG SR IRAAE B
= o BN HE LR EE R m  --no-headers: AN i SLEE B
1 PIBREREREE
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% 8-2-3 NFSECEMHSH KRR

2

Lz

rw (read-write)

Mt E HREE SRR

\

ro (read-only)

R A A A R pUR

sync

a5 N, s S AN AR S AR

async

FBEN, B S ANTE, IS AR

root_squash

K root H 7 AT LR R B 44 ) B A CBRIA D

no root squash

5 root squash ZE(THEA %

all squash

Pz R 7 1] ) T 8 A ) S B e L D e 4% F P B

no all squash

5 all squash Z4(UJHERA s (BRINIEED

anonuid

Pz Ry 1] B9 A L S A A R, R 1M B AT 7 UID

anongid

W FE T W BT H PR NE 2 P, R i E 2R P AR A
JH GID

secure

PRl 25 o L BE AN T 1024 (1) TCP/IP ¥ 344z NFS i 5528 (BRIAREED

msecure

FREE S i MR T 1024 5 TCPAP i 1 R AR 45 75

subtree check

FHilh Haog T H, NFS RS et & H AL H SRR

no subtree check

LR HFR T HI, NFS RS & A A A H SRR
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Y e
s R TESHERENEFHE, &EMEARMS SHEIREFMW, BART
PR IL . IR EAE A TN S AA 0, SR B 8T IR S ORI S
n TR
o BBCRAR =R N 2 AR S
o MRS AR F &3 2RI I Raid$ R SLIAE B A K
0 % #FHMacOS. Linux. WindowsZ L 1ER 5

WSSARSS RS \\
= PR - r
NN o e e L . o ) S \ |
o I NFSSI L2 5 A 5 W 45 724 sarw -5 ) | =3B
. X N TirES L=
o EER TR IFRERAID 1, SCHUAEREAK . B
o IR, (VTSR R,

'o;
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:g SCIUN FS3Z i RRSS
(E38f5: IBMETE:
fropenEuler FZBENFSIRM, FfiE it SEPAE LR Z4ENFS
NESSZE T AR N W R 45 S 2% AR 55 STPINF SR 4545 F

I AEWindows_E i MINFS R %%
SEIINFSHR 55 B RLRI 3511

S TAEZH N 1 P 45 A0 iRk 55
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BMERR:

E'E.-: :

'o;
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P5PRAE R G L R
m Linux/UNIX#44/E R 4t 0] v] 18 3 NFSSEB e L=
m Windows/MS-DOS#E R 4t 8] n) il 1k Samba s ¥l % 5 4k

B Linux/UNIX$#/E RS @I NFSIEEZ A& IR, Windows/ MS DOSTM I NFSHh
PGh W, {HWindows FHINFSE P s K EIA 5E 3%

n 1A GERA B SMBIMUA T, R AELELinux/ UNIX /i ij M Windows i i
SMBILZHWRIE, A TTEER
7 SE# Linux/ UNIX 5 Windows & 4t (R 3£ 47 9% 5 3 %, Sambaff Al i A
Andrew Tridgwelli@ i X350, W5 T SambaH ¥4 .
m P Y fELinux/ UNIX,%&LJ:% FHSambaflk 5% )5, v # FHSMB{ 5 Windows &
g5 2 ) SEBL PR I
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Samba B AASHGPL A ik, HIH T RUNIXEWindows Z [H]j#
1 SMBBUHEAT R ILZ S Vi .
» Samba f£ % it | & ik Linux/UNIX & % il A 2] Windows ¥ 4% H, 1 A A& ik
Windows I N K UNIXMzEH ., (Microsoft AFARELA)
m Samba is the standard Windows interoperability suite of programs for
Linux and Unix. (fi#Windows H#/EMEREREEM:)

m Samba is Free Software licensed under the GNU General Public License,
the Samba project is a member of the Software Freedom Conservancy.

m Since 1992, Samba has provided secure, stable and fast file and print
services for all clients using the SMB/CIFS protocol, such as all versions
of DOS and Windows, OS/2, Linux and many others.

S
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think Samba

c t Samba
] Samba

v

https://www.samba.org

Since 1992, Samba has provided

Releases

Current stable release
Samba 4.21.1 (gzipped)
Release Notes - Signature

Release History
Versions & Notes

Maintenance
Patches - Security Updates - GPG Key

Future
Release Planning - Roadmap

HACK SAMBA

Samba is the standard Windows interoperability suite of programs for Linux and Unix.

Samba is Free Software licensed under the GNU General Public License, the Samba project is a
member of the Software Freedom Conservancy.

secure, stable and fast file and print services for all clients
using the SMBJCIFS protocol, such as all versions of DOS and Windows, OS2, Linux and many
others.

Samba is an important component to seamlessly integrate Linux/Unix Servers and Desktops into
Active Directory environments. It can function both as a domain controller or as a regular domain
member.

Beyond Samba

Commercial Support
‘ Giobai - By Country

Conferences

SAMBA
omuric [SEON

=SDC,,.u

CONTACT SAMBA

Donations

Nowadays, the Samba Team needs a
doller instead of pizza )

Latest News E

17 October 2024
Samba 4.19.9 Available for
Download

This is the latest stable release of the
Samba 419 release series.

The
code can be downloaded now. A patch
against Samba 419 8 is also
available. See the roiease notes for
more info.

14 October 2024
Samba 4.21.1 Available for
Download

This is the first stable release of the
‘Samba 4 21 release seres.

code can be downloaded now. A palch
against Samba 4210 is aiso
available. See the reiease notes for
more info.

Further News >> m

Related Sites

* Cwrap.org

- linux-cifs.samba.org
- talloc. samba.org

* tevent.samba.org

* tdb.samba.org

* Idb.samba.org

£ B GI ]
C @

5 Download Samba x + - o

1 hitps//www.samba.org/samba/download/ rA

Download

The Samba source is distributed via https. View the download area via HTTPS. The file you
probably want is called samba-latest.tar.gz. Old releases are available in the Samba archives.

The Samba distribution GPG public key can be used to verify that current releases have not been
tampered with. Using GnuPG, simply download the Samba source distribution, the tarball signature,
and the Samba distribution public key. Then run

$ gpg —import samba-pubkey. asc
$ gunzip samba-version tar. gz
$ gpg —verify samba-release. tar. asc
gpg: Signature made Tue 20 Nov 2007 07:12:04 PM CST using \
key ID 6368B7EA ”
gpg: Good signature from "Samba Distribution Verification Key \
«sanba-bugssamba. org>

Itis recommended that you also review the list of patches for current releases. For information on
Samba security releases, please see our security page.

Binaries Git Sources

Al major Linux and Free Unix distributions have YYou can also fetch the sources using the GIT

Samba as a native package. See your distributor’s  source code control system. The advantage

package or port system for a native install of samba of fetching via GIT is can update your

on your system. sources at any time using a single command.
See the Git instructions.

https://samba plus/ offers Samba packages for SLES,

RHEL, and Debian and AIX.

http://en.openSUSE .org/Samba offers Samba

packages for all SuSE Linux products (including
SLES).

Tools

- Samba GUI managers
- Wireshark (decodes NetBIOS, SMBICIFS, & MS-

RPC)

+ tepdump (command line packet sniffer)

+ NetBIOS Auditing Tool (NAT)

- wsdd is a Web Service Discovery (WSD) daemon
written in Python

- wsdd2 is a WSD/LLMNR dicovery daemon written

inC
- nbfw, the NetBIOS forwarder (obsolete)

SMB/CIFS Clients

- Linux CIFS VFS
+ Dave (Macintosh) (obslete)

+QNX (Samba Server/Client)
«IBM LAN Client 2.x
+ Sharity

+ Microsoft's various clients: including WFWG3.11, LanMan for DOS, LanMan for 0S/2 (v1.2, 1.3
or 2.x, Warp 3.0, not Warp connect, ), MSClient 3.0 for DOS. Check the README .NOW file for
details.

Please note: Windows 2000, Windows XP, Windows NT, Windows 95, 0S/2 Warp Connect and
0S/2 Warp 4 clients don't need any extra software in order to run talk to a Samba server. These
0S's come standard with TCP/IP which is all you need.

+Mac OS X also ships with a native CIFS client. Since OS X 10.9 Apple moved away from AFP to
SMB as standard file sharing protocol.

- Several flavors of BSD—FreeBSD, NetBSD, DragonFly BSD—ship with smbfs support.

® o 0
< C @
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W & Q=
cle was originally written for publication by the Open Group

) hitps//www.samba.org/sam A

Samba: An Introduction

Chris Hertel

JCIFS Team
Last updated: $Date: 2001/11/27 21:50:29 $ GMT

The story goes something like this:

Linus Torvalds, the creator of the Linux Kernel, was visiting his friend Andrew
Tridgell, the creator of the Samba suite. They were walking through the Zoo in
Canberra when, without warning, a huge flock of vampire attack penguins dove
out of the sky and tried to carry Linus away. Fortunately, Andrew had an
umbrella. Still, one of the birds was able to nip Linus' hand with its fanged beak.
Rumor has it that on moonlit nights Linus still runs out into the darkness and
Jjumps, stark naked, into icy water. Of course, he's Finnish and may always have
done this. In any case, this is why the Penguin is the Linux Mascot.

Andrew says that the story has changed a bit since the actual event.

What Samba is All About

The commercialization of the Internet over the past few years has created something of a
modern melting pot. It has brought b folk and technologists closer together than
was previously thought possible. As a side effect, Windows and Unix systems have been
invading each others' turf, and people expect that they will not only play together nicely,
but that they will share.

A lot of emphasis has been placed on peaceful coexistence between Unix and Windows.
The Usenix Association has even created an annual conference (LISA/NT--July 14-17, 1999)
around this theme. Unfortunately, the two systems come from very different cultures and
they have difficulty getting along without mediation. ..and that, of course, is Samba’s job.
Samba runs on Unix platforms, but speaks to Windows clients like a native. It allows a Unix
system to move into a Windows "Network Neighborhood" without causing a stir. Windows
users can happily access file and print services without knowing or caring that those
services are being offered by a Unix host.

All of this is managed through a protocol suite which is currently known as the "Common
Internet File System", or CIFS. This name was introduced by Microsoft, and provides some
insight into their hopes for the future. At the heart of CIFS is the latest incarnation of the
Server Message Block (SMB) protocol, which has a long and tedious history. Samba is an
open source CIFS impl ion, and is available for free from the htp://sasba ore/ mirror
sites.

Samba and Windows are not the only ones to provide CIFS networking. OS/2 supports
SMB file and print sharing, and there are commercial CIFS products for Macintosh and
other platforms (including several others for Unix). Samba has been ported to a variety of
non-Unix operating systems, including VMS, AmigaOS, & NetWare. CIFS is also supported
on dedicated file server platforms from a variety of vendors. In other words, this stuff is all
over the place.

History - the (hopefully) Untedious Version

It started a long time ago, in the early days of the PC, when IBM and Sytec co-developed a
simple networking system designed for building small LANs. The system included
something called NetBIOS, or Network Basic Input Output System. NetBIOS was a chunk
of software that was loaded into memory to provide an interface between programs and
the network hardware. It included an addressing scheme that used 16-byte names to
identify workstations and network-enabled applications. Next, Microsoft added features to

DOS that all d disk 1/O to be redirected to the NetBIOS interface, which made disk

y |
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Welcome to .
haneWIN Software Networking Software for Windows Deutsche Version
| Home | Software | Shop | Contact
Software:
LN haneWIN NFS Server
ISDN .
Internet Server for Windows
DHCP Server NES
DNS Server -
»NFS Server

TFTP Server/Client

Infos:

OpenPGP Encryption

in Javascript

Booting a Raspberry Pi
from Windows
Raspberry Pi with
LibreELEC as WiFi bridge
Raspberry Pi controlled
DDS VFO

The software implements a multithreaded NFS Server for all Windows platforms.
The implementation supports:

NFS 3, NFS 2, WebNFS and NLM protocol.

UDP as well as TCP connections.

Unix soft-links (symbolic links).

Unix hard-links on NTFS volumes

If supported symbolic links can use Windows reparse points.
Inodes for block- and character devices.

Implemented as Windows service and Windows application
Use of NTFS file id as inode for Windows 7 and higher

The installer contains the 32bit software and native x64 versions of the programs.

The NFS Server runs as a background service on Windows XP/VISTA/20xx/7/8/10/11.
The necessary SunPRC PortMap Daemon is implemented as an independent service.

The NFS server application is a portable Windows application with a built-in SunRPC
Portmapper.

Connections with the NFS Server are supported over UDP or TCP using NFS 3 or NFS 2
protocol. For connection setup the WebNFS protocol WebNFS (RFC 2055) and the Sun
RPC based mount protocol is supported.

Multithreaded implemenation with a configurable number of UDP server threads and
one thread per TCP connection.

The software is shareware.

If you have questions regarding the NFS server, please read the FAQ
If you need further information send us a mail.

&
NFS Server 1.2.68
service installer
(~1029kB)

MD5sum

NFS Server 1.2.68
Application
(~510kB)

MDSsum

Update Info
Manual
FAQ

other Languages:
Chinese
Dutch
Japanese
Portugues-BR
Spanish
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Dev + Ops = DevOps
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