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“ X @ () https://docs.redhat.com/zh_hans/documentation/red_hat_enterprise_linux/3/html/using_selinux/configuring-selinux-for-applications-and-services-with-non-standard-configurations_using-selinux#customizing-the-selinux-policy-for-the-apache-http-server-in-a-non-standard-configuration_configuring-selinux-for-applications-and.
QP s 4. AR HEECE S Apache HTTP IRSSEEEITE X SELinux 5§ T
{5 SELinux & Multi-page
FHTIESRAR Gt IR {BA]LAE Apache HTTP RSB BECEATEARIROPT, HEFRABRPREANS. BHIL
} SELinux IEHRANGER, SIRERLI THEEEE RS SELinux 5RBg,
1. SELinux Af7] >
2. B34 SELinux $RASHIER > SR
3. EEREIFERIRIRMF, > o BR%E netpd WA, FHE Apache HTTP JRSEEEE (0T TCP #0 3131, FHEH

4 AEFRERER BN BEFNR v
S SELinux

EAHER AR R R ORR S AL
W SELinux

4. FEAHARAERCR A Apache HTTP R
FHEBETEY SELinux 58

4.2 {#F8 SELinux 7R EEREATHE
NFS HI CIFS #RI58

4.3 ER AT EETHRE B RI0HRN
TFH SELinux 3%

4. FFERPEE R = AR
[iaiac]

S. BFRHHRS SELinux FBRAYEHE >
6. (FASRGIES (MLS) >

7 (EAZEIRS(MCS)HTHIER >
-3

8. REBEEN SELinux Hlg >
9. AEEGIE SELinux HEg >
10. EBAREFEPEEREN SELinux
[

v

1. B2 polyinstantiated BR
AR

fvar/test_waw/ ERTMAZEIARD svar/um BR.
* policycoreutils-python-utils #[ setroubleshoot-server INEFEERETTENERSKSP,

B2
1.IS3 netpa PRFBFHIGEDRTS:

# systemctl start httpd ]
# systemctl status httpd
httpd[14523]: (13)Permission denied: AHB@@72: make_sock: could not bind to address [::

systemd[1]: Failed to start The Apache HTTP Server.

2. SELinux HBERIE nttpa TEURO 80 HiEfT:

# semanage port -1 | grep http &
http_cache_port_t tep 8680, 8118, 8123, 10001-18010

http_cache_port_t udp 313e

http_port_t tep 80, B1, 443, 488, 8808, 8069, 8443, 9800
pegasus_http_port_t tep 5988

pegasus_https_port_t tep 5989

3. B3 SELinux Z8U% 0 3131 fERLSIKO 80 ITfg:

# semanage port -a -t http_port_t -p tcp 3131 @

4. BIRIEE) httpd :

# systemctl start httpd @

5{BR, WBETERR:

# wget localhost:3131/index.html @

LTI mmmimmie mmmde.mssmddaimm mmmmmmnn A8 Faald e

-

v
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B Kt S AR 5% a2 R B EARBE R T, JBARB AL 55 KA Y I 4538 A5 BL Y
A ) 4 8 £ 1 B8 AR 5%
MRS G L XG5, B K3 R oA AL K8 700 1) 2% 75 K 35
n ARG KA RIBEL— O EILRG LREAE, 5 BAEHHELTH
w04 55 K R FR B AR T A I 4 2 ) B B0 o I — B, B — A AT B
AW B AE P 4l DR VIR, K W28 R 20 o AR A AR X8, XA
il B g B T IR, BT AE W2 B 7
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3. (RIFIRMER RIS Z2 3.1 BEREHKIE

A RLinux. Unix. Macif Z2Windows¥E R4, FHLH K Hh 24 B

YERGH IR MG Z A — RV HE

FALBG K@ A R BRI, RPTREHIA AR ERE R RS

TN ITIRE, AiREEMEZZ MR MM TiE oK, R ENE 2

PR H o

FALRG K5 TAETE M 28 )=, a3 R A0 I8 7 K 4

§ Tﬁgiﬁﬁfﬁﬁﬁﬁﬂﬁﬁﬁﬁ, AN EHR AL Ul ik O R RAE Bk
175 Hr

AR IR AW EARE AR 0 H SR e B KN (Filtering Rule) JLfE,
U 2 HR BT K B R A T AL B, B AR E T

®
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BT E TR

Gi=Ec ] L)

EESTES S

Filters
INPUT Chain B okiE
(BINEE ) P b
BN AR

EAREEIES
—+

PREROUTING Chain
(fENGE)

Filter®e

AN
SN

FORWARD Chain
Ak )

Filter®

QUTPUT Chain
(5 )

ER Tt
NatE

POSTROUTING Chain
(i )

ZHMBEGEE

>

2=y



3. (RIFIRMER RIS Z2 3.1 BREHALE

ARG kIR AAAE “ZERAEET TR AR EEE G I8 5 Ak 8
Filter3é: X #¥aadki7id g

Natz%: FTHibkFE4sRng %%k

Mangle#: FTXEIEEETBK

PREROUTING4%: B HZHiEHR A NEE, HFHhkEEH

INPUTHE: i NB@EEE, BERERNANZEZ N

FORWARD#%: ¥k i HEPR 4%, Pnqem DML

OUTPUT#HE: Ml Bdist, BHEEGRENEZEN

POSTROUTING: BHZEHdat, Tkt
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3. (RIFIRMER RIS Z2 3.1 BEREHKIE

B KB R B R AL Nz —, HWA R G K3, PO RG K
B H B HA— W R R

= [ K3 AT DAL ks, AEASBETH K B i -

m S K85 AR RE R BORT A A 15 SR s A AL o Ui

[ K I SRR R A 5 5 B 55 4 2 B

B3 KSR BT Al 55 4% B2 F A s 1 B 0k JE A RELIE o

595 KR 2 48 N SO A B i Tk FELAE

1955 K A3 A Bt 2t BR ] 7 32 21 B i

$F5 K et TC V2 B A0 55 o
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firewall-cmd firewall-config firewall-applet

firewall-offline-cmd

.

TN s s e P S S o B S s s

service

icmptype

direct

_____________

;

e e e

Backends

e e e

kernel (kmod) kernel (netfilter)

system-config-firewall D-Bus firewall-config firewall-cmd

1 L

iptables (service) firewalld (daemon and service)

L. -

iptables (command)

l
=TT

Firewalld 2l Red Hat&#2H95MLE /P XIS X (zone)
TE X MEHHEIARIZEOZLFRISHNESEET R,

3285 IPv4, 1Pv6 BiKIERBLARLIAMFHE, HEBRIE
{TRIECEFR R BL EikIR,

SIS RFIRSS ek & M TR R RIS INBA A AN RYiE O

S



3. 1%;F;;T%1’E§ﬁﬂk§§é 3.2 Firewalld

firewalld J&—AMBi k35 IR 55 F PR -

n Rt — A D-BusE O W) shAR] @R T EHRIBE K
m ZIASHRTE s B SCRTI BRI B A 75 2L 8 ) B ks P PP AR .
firewalld i F X FAR 55 RIME &R WAL I S 5 B

= zones T E SLHLIEE o

m RS E SCRIRLN], FEAE X R
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%< 12-3-8  Firewalld By At (X 355 2 F7 B SR B& H0 1)

X3 ERIA SR EE AL

trusted CAEX R (SRR, 525K H % X i A o 2 i 42
" FREDX I FEA(GATAZ XA, 5230000 8 ) e

ome BRIAJF )5 ssh. mdns. ipp-client. amba-client 5 dhepv6-client i 5% o 645 V)
internal PRSI FEAG AR I, 2 )0 PR Y i 42

" TAER S BEARGAEIR X, #52 Id E Y i 4
wor TRILFFJE ssh. ipp-client 5 dhcpvé-client Az 55 fCEFXT 4R 7]

bli AR AR, Bes2 N i B8
publie ERIATF S5 ssh. dhepv6-client i 45 7o V5%t 407 1)

ol AMERIXd: AMBEAEZIXIR, 0hE A FRREE S, 52 U R
e ERNTF I ssh f% 45 50 VX 417 i
4 R XL BRI, %K FE AL 0] DA ) At X3, 45252 J0 )5k 8 1 i 42
e ERINIF I ssh 145 Fo VR 515 ]
block PR X RSO T B e A 26, HaR[H] iemp {5 5

1Pv4 iZ[H] icmp-host-prohibited {5 &5\, 1Pv6 iZ[4] icmp6-adm-prohibited 15 &

drop

ZIF sk R B A =5, MRS




3. 1%;F;;T%1’E§ﬁﬂ_k%§é 3.2 Firewalld

15 R B K50 0 SR SE B B B BC B, DA A i B BHL IR P 45 I & o
1573 K 3588 F0 D0 38 AR 5 ek e S FRE e 25 A
n JBPERTLR
o J5 IP Hidk
o Hx IP Hik
o f&#il (TCP. UDP. -+
o g
o Mg#n
= KIS E --set-target &I, AR HFRAT
o ACCEPT - #3540
0 DROP - ZFAHFENEIEA
o REJECT - {4 AFEMEIEA, JFirda ICMP H&E
0 CONTINUE (ERIA) - BB Bk 8106 DL T 5 s A DX s e i 40 0] o .ﬁ;
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3. 1%;F;;Tg1’ﬁ§ﬁ)lk%§é 3.2 Firewalld

=P Firewalld i) 5 X4 W Fh

= i TH
o BEALT.H: firewall-config
o 7T H: firewall-cmmd
o 471 H: firewall-offline-cmd

m 4§4H /etc/firewalld/services/ H FH ) XML 44
o WA INEE SRS, 18/ etc/firewalld/services H1i& A M XML .
o B PAER /usr/lib/firewalld/services/ ¥ i) SCAFEVE R -
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3. RIFIRMER RIS TS 3.2 Firewalld

fid & Firewalld i J5 24 Wi

= E{THIELE
o APErBLAEE
O ANRBEBUIRSS Bl A

= KARLE
o AILEPARL, KRIEFirewalld 37 sh 8B W R il &
o T R
o A DA SS Bl A
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@ @ O @ vomefrevald x +
<« C o ) https//firewalld.org

£ firewalld

A service daemon with D-Bus interface

HOME BLOG COMM

IMENTATION

# @ [ @ Documentation - Manual Pages - x -+

C @ 1 https/firewalld.org/documentation/man-pages/firew

£ firewalld

A service daemon with D-Bus interface

HOME BLOG DoC!

MENTATION ~

Firewalld provides a dynamically managed firewall with support for network/firewall zones that define the trust level
of network connections or interfaces. It has support for IPv4, IPv6 firewall settings, ethernet bridges and IP sets
There is a separation of runtime and permanent configuration options. It also provides an interface for services or
applications to add firewall rules directly.

Benefits of using firewalld

Changes can be done immediately in the runtime environment. No restart of the service or daemon is needed

With the firewalld D-Bus interface it is simple for services, applications and also users to adapt firewall settings. The
interface is complete and is used for the firewall configuration tools firewall-cmd, firewall-config and firewall-applet.

The separation of the runtime and permanent configuration makes it possible to do evaulation and tests in runtime.
The runtime configuration is only valid up to the next service reload and restart or to a system reboot. Then the
permanent configuration will be loaded again. With the runtime environment it is possible to use runtime for settings
that should only be active for a limited amount of time. If the runtime configuration has been used for evaluation, and
it is complete and working, then it is possible ta save this configuration to the permanent environment.

Features

Complete D-Bus AP|

« IPv4, IPv6, bridge and ipset support

IPv4 and IPvE NAT support

Firewall zones

Predefined list of zones, services and icmptypes

Simple service, port, protocol, source port, masquerading, port forwarding, icmp filter, rich rule, interface and
source address handlig in zones

Simple service definition with ports, protocols, source ports, modules (netfilter helpers) and destination address
handling

Rich Language for more flexible and complex rules in zones

Timed firewall rules in zones

Simple log of denied packets

Direct interface

Lockdown: Whitelisting of applications that may modify the firewall

Automatic loading of Linux kernel modules

Integration with Puppet

Command line clients for online and offline configuration

Graphical configuration tool using gtk3

Applet using Qt5

Who is using it?
firewalld is used in the following Linux distributions as the default firewall management tool:

+ RHEL 7 and newer

+ CentOS 7 and newer

+ Fedora 18 and newer

+ SUSE 15 and newer

+ OpenSUSE 15 and newer

Search

Recent Posts

Strict Forward Ports

Strict Filtering of Docker Containers
firewalld 2.1.0 release

firewalld 2.0.0 release

Software fastpath with nftables
flowtable

Quick Links

Report a new issue
Browse issues

Documentation Manual Pages
firewall-cmd searet
Recent Posts
Name

Strict Forward Ports
Strict Filtering of Docker Containers
firewalld 2.1.0 release

firewall-cmd — firewalld command line client

Synopsis firewalld 2.0.0 release
Software fastpath with nftables
firewall-cmd [OPTIONS..] flowtable
Description Quick Links

firewall-cmd is the command line client of the firewalld daemon. It provides an interface to manage the runtime

Report a new issue
and permanent configurations. POl

Browse issues
The runtime configuration in firewalld is separated from the permanent configuration. This means that things can
get changed in the runtime or permanent configuration.

Options

Sequence options are the options that can be specified multiple times, the exit code is 0 if there is at least one
item that succeeded. The ALREADY_ENABLED (11), NOT_ENABLED (12)and also ZONE_ALREADY SET (16) errors are
treated as succeeded. If there are issues while parsing the items, then these are treated as warnings and will not
change the result as long as there is a succeeded one. Without any succeeded item, the exit code will depend on
the error codes. If there is exactly one error code, then this is used. If there are more than one then UNKNOTN_ERROR
(254) will be used

The following options are supported:
General Options

-h, | —help
Prints a short help text and exits

-V, —version
Print the version string of firewalld. This option is not combinable with other options.

-q, —guiet
Do not print status messages

Status Options

—state
Check whether the firewalld daemon is active (i.e. running). Returns an exit code 0 if it is active,
RENVING BUT FAILED if failure occurred on startup, A7 RIMVING otherwise. See the section called “Exit
Codes". This will also print the state to smaT .

—reload
Reload firewall rules and keep state information. Current permanent configuration will become new runtime
configuration, i.e. all runtime only changes done until reload are lost with reload if they have not been also in o




3. RIFIMERFISEHS

3.3 firewall-cmd

firewall-cmd is the command

line client of the firewalld
daemon.

firewall-cmmd provides an
interface to manage the

runtime and permanent
configurations.

W25 55 {5 B R G A GEIn4EIFR AR & https://internethactem.edu.cn

G IREZ

%% 12-3-9 firewall-cmd S EHEH

o WiRA
--permanent H WG 5Tk A E AR
--add-rich-rule R hnE B

--add-interface

HE R 2 I 0 A A IR S R (X

--add-port W Vg 0

--add-service HE VRS

--add-source K G52 TP Mk %) BT A L S 0 e 1) i X 4
--change-interface LW 5 DL T ORI

--get-active-zones

Sk 2 {i IEFEAR 6 X B 5 T 44

--get-default-zone

R BRI X 3 4 B

--get-services

AR TS SR HE 55

--get-zones

—-list-all

ik AT ORI R R ACE 28 B R AU

--list-all-zones

i
A X A
=
Al

TR S B

--list-ports BRI BB TR 3 1

--panic-off KT B

—-panic-on FINCE -8

--query-panic SRR R

--reload SERIINE R AL RGENS, ASH RS
--remove-port T B BRI DX AN P o VR S B 1A

--remove-source

AR E 1P Huhk o e I 2 1) R X3

--remove-service

BEEBRA DA 1 R VR 2 155 (1 I

--set-default-zone

BEE BN X K

--state

BRSBTS




2/

=
=]

firewall-cmd --reload
firewall-cmd --list-all

firewall-cmd --get-zones

firewall-cmd --set-default-zone=public
firewall-cmd --get-active-zones
firewall-cmd --get-zone-of-interface=eth0

firewall-cmd --panic-on
firewall-cmd --panic-off
firewall-cmd --query-panic

firewall-cmd --add-port=8080/tcp --permanent

firewall-cmd --add-port=81-85/tcp --permanent

firewall-cmd --add-port={161/udp,5001-5005/udp,3389/tcp} --permanent
firewall-cmd --remove-port=8080/tcp --permanent

firewall-cmd --list-ports

firewall-cmd --get-services
firewall-cmd --add-service=http
firewall-cmd --add-service={dns,mysql}
firewall-cmd --remove-service=http
firewall-cmd --list-service




3. RIFIEEREZW TS 3.3 firewall-cmd

N IR B K B SR M B] A i rich rule (EHLN]) ElE

m firewall-cmd --add-rich-rule='rule [F#NHA %] :
o BME AN

m firewall-cmd --remove-rich-rule='rule [E#LNHNZE]"
o JHER & AL o

m firewall-cmmd --query-rich-rule='rule [EMN N %]’
o FIWT R ARSI

m firewall-cmnd --list-rich-rule:
o B EAAE
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#£12-3-10 ERNERLSEAS

AR

SHRAI

family

FRE RN RS SR T 1Pv4 B8 1Pv6 5015 £
WIRTE A, S [F LT T 1Pv4
1 1Pv6

family=ipv4 8% family=ipv6

source address

5 58 10T = 5 b 41k T R D0 552 e

source address=xx.Xx.XX.XX/XX

destination address

e 7 BT RE H A3tk UG P A0 D) 5

destination address=xx.xx. XX.XX/XX

fRE A VCEC A AR 55 268, 95 A4 00 &R
G FFy . i “ firewall-cmd

service service name=ssh
--get-services iy 2 A & 55 B PR 7 5 B
fa o I PCEC Ao 11, B AT DL — N ksT B B
port BRSO [ 6 port port=33 ¥ port port=53-59
protocol Fi 7 R DL B Bhp i 2 A protocol=tep % protocol=udp
faE L ICMP (1928, m[ & “ firewall-
icmp-block cmd --get-icmptypes ” it 4 # FH 3L £ | icmp-block name=host-unknown
ICMP A% %45 &
masquerade AEFTFFRE 1P k- Oy Al E masquerade
forward-port s DL % 0 1000 Py 2 forward-port port=80 protocol=tcp
to-port=8080 to-addr=xx xx.XxX.Xx
0TI KSR I L L fir 2 1 H 3645 S
2 log [prefix="<prefix text>"] [level=
"<log level>"] [limit value="rate/duration"|
prefix: 4552 TN AL HEME b . i _—
log level: itatHEMS BN, SHBRN log level=info prefix="HTTP" limit

emerg. alert, crit. error. warning. notice.
info B debug, FHEME Un]ZME
12-3-13

limit: A7 H GG B AHHR

value="3/s"

accept/reject|drop

A8 7€ KU VT OIS A A B BIAE N Bl
4, B3

accept T¥ reject T drop




o

R

=5

firewall-cmd --zone=public --add-rich-rule="\
rule family="ipv4" \
source address="10.10.1.0/24" \
service name="{http,dns,ftp}" \
accept ”
firewall-cmd --zone=public --remove-rich-rule="\
rule family="ipv4" \
source address="10.10.1.0/24" \
service name="{http,dns,ftp}" \
accept ”

firewall-cmd --zone=public --add-rich-rule="\
rule family="ipv4" \
source address="10.10.1.0/24" \
protocol value="icmp" \
accept " \
--timeout=20

firewall-cmd --zone=public --add-rich-rule="\
rule family="ipv4" \
source address="10.10.3.100" \
port protocol="tcp" port="22"\
limit value="2/m" \
audit \
accept”
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4. EHEERAR LSRR 1 TR WA

e W BB AR B AR TR 5 R, RIS SELinux i B K 3 [F] I8 A, Toi%
IR A 2R S8 T AR AT 22 2 XU o

HARWB PR RGEHAT Z M PEh, R ER RS Z &R T
2, AW EPLR 2Pk

ZBENNRE!
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4. HHMERAZ LRI 41 TRESET

ZEWIHRN AR BN ERIR ST, ERESUTHREPEK.
= St 439 5 AR 55 2RI .
o WR A AR EAAEFOMALRZS, @S HEN, w2 B s EALE G RES (R /5%
)~ BARENLH IR SRR SRR AAE B DA I H AR EHLERAE R GERRCA RN A5 B 55
» PDBdiiBiE 5 AT R -
0 MRAEARICE] H AR EAL_L IR SFIRARALE B, EWZETmFZERE, RPCTETER
A, JFRA B AR ENLR G 2By, IRl B AR EALS Bk i i R AR S o
n S RAEHAT AT A o
o XPARILE RS B T oA, I 22wl BEEE, W E R ENU SRR %2
WG R, ERZeHitid .
m Ze AP
0 RGUE BRI L WIS N, B0 IR 22 XU .
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4. EHEERAR LSRR 1 TR WA

< 12-0-3 FHZEHWIA

TR ThaeEAl B Mg
Nmap LA https://nmap.org
Snort YN CEEE https://www.snort.org
ClamAV S w Aol http://www.clamav.net
Nessus VM ERE i https://www.swri.org/nessus
OpenVAS TRV R 5t https://www.openvas.org
Nikto Web 55 #8414 https://cirt.net/Nikto2
Metasploit BN TR https://www.metasploit.com
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4_ Ei‘l‘?g?g"ﬁgﬁiéiﬁilﬂ 4.2 Nmap Security Scanner

Ll A8 ] A RGEEA TR, Bk A AR 2 X B, 58
R G Z VAL AR

Nmap2 i 22kl 2 —, RIFEE B 158 W 2434
YiRE, mid iz THA RIS ELEN om0 RIeRE EAL LSRN A
P 5 S B A B 3R R S8 Y R AR A 55«
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4_ Ei‘l‘?g?g"ﬁgﬁiéiﬁilﬂ 4.2 Nmap Security Scanner

Nmap—sk RS B W 48 2RI 02 4 B % i T H.

w HW A AR PR s 1 R B 4, SR B AL -

 HAFH G [P oA M EAMRL M, TR 2 MR 5% (B R P 44 Rk
A), EMBTH23EREEERAGELR), EHRE T2 RO IESS /
B k5%, DAR AL HABLE B -

= A ANmapiiT - 2W . 184 TR Nmapii T a4 T, Flnd
BEANAMERELR, BERSIHR, WHENARSKIE1TE-

= Nmapfih BREH HARRSIER, UREBEAN AR EER, ETRMRLE BUK
i A5 FH 38 T o
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4_ Ei‘l‘*g?g"ﬁgfﬁiéﬁ;ﬁ 4.2 Nmap Security Scanner

Nmap T H#T EAFR L 2R, 5508

nMap [ElxR] 3R]

m R
o fER “--script” I 5E B4E RE A B A R o
o ORAEAIMIE, WIBIAER “default” BIACKAY, HETEEACH B AIAR 5515 Bk

N5
o $8EZEEM 5 IR i EALIPHEHE B IP R HE B .
m A

o i fHyum T Hik{7%%E: yum install nmap
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= 12-4-1 Nmap BIZA1%E 15 A2 17 AR

15 ER

--script

$5RE I B JACA SCA A4 PR BA R LA /S,

--script-args

AR SR S AUE B

--script-args-file

RAAIIT ZHOM

--script-trace

W AR B E B

--script-updatedb

SR A K R

--script-help

BB BAIA B S B




= 12-4-2 Nmap BIZA 25

B

K7
default ERNIIAS, - $2 (L RE A (1 2T A 55 £ 12
auth RbEREEAGIES, ST A PR AR 46 3R 4T o ]
broadcast R N IRE B2 RS HBARA, W dhep/dns/sqlserver 5
brute 2 )RR T SGEATRIN, R BN E WM A, 40 http/snmp 5
discovery XF W28 Al 55 04T SE O FEAM AR, 40 SMB M(zE . SNMP 2 if] 4¢
dos AT HE 48 AR 55 Bty
exploit R CAnisif AR R4t
External %Uﬁﬁkkgﬁéﬂﬁfbj@ HEAT R
fuzzer BRI, I RIE e AR AR T
intrusive MNEVEIAS, S AT kil % IDS/IPS
malware PRI H AL SR TR 2 S AAE)a 1555,
safe 5 intrusive #ifz, J& T & VL4
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